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Active Directory Federation Services
(AD FS) is a software component
developed by Microsoft that can be
installed on Windows Server
operating systems to provide users
with single sign-on access to systems
and applications located across
organizational boundaries.
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Service Overview

AD FS containz several service components that are necessary to set up and manage a Federation Service. These components
include endpoirts, cerfficates, and published claims.

Learn About:

Enabling or Disabling Endpoints

Managing Federation Server Certificates

Working with Claims

The service node in AD FS for
* Managing the services provided through endpoints
* Configuring the certificates used for issuing and rec

and publishing metadata

e Configuring claims types

Service
Edit Federation Service Properties...
Revoke All Proxies
View
Mew Window from Here

|0 Refresh

Help

eiving tokens
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Service Overview

AD FS containg several service components that are necessary to set up and manage a Federation Service. These components
include endpoirts, cerificates, and published claims.
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In AD FS endpoints are
URLs that provide access
to various services such
as issuing tokens and
publishing federation
metadata.

Enabled

Proogy Enabled  URL Path

fadfs/ servicesrust /2005/ssuedtokensymmetrictripledes
fadfs/servicesArust /2005 ssuedtokensymmetrictripledess. .
fadfs/servicesArust /2005 issuedtokenmixedsymmetrictripl ...
fadfs/servicesArust /2005 issuedtokenmixedsymmetrictripl ...
Jadfe/servicesArust /13 derberosmieed
Jadfs/zervices.Arust/ 13/ cerfficate

fadfs/servicesArust /13 cetificatemixed
fadfs/services Arust /1 3 cetificatetransport
Jadfe/servicesArust/13/usemame

fadfs/servicesArust /1 3/usemamebasictranspart
fadfs/servicesArust /13 usemamemixed
fadfs/services trust /1 3/ ssuedtokenasymmetrichasic 256

fadfs/services Arust /1 3ssuedtokenasymmetrichasic256sh ..
fadfs/servicesArust /1 3/ssuedtokenmixedasymmetrchasic...
fadfs/servicesArust /1 3/ssuediokenmixedasymmetrichasic..
fadfs/services Arust /1 3issuedtokenmixedsymmetrichasic ...
fadfs/services Arust /1 3/issuedtokenmixedsymmetrichasic ..

fadfs/servicesArust /1 3/issuedtokensymmetricbasic 256

fadfs/servicesArust /13 ssuediokensymmetricbasic 256sha. .

fadfs/services rust /1 3ssuedtokensymmetrctripledes
fadfs/services Arust /1 3/issuedtokensymmetrictripledessha. .
fadfs/servicesArust /13 ssuedtokenmixedsymmetrictripledes
fadfs/services/trust /1 3ssuedtokenmixedsymmetrictripled. ..
Jadfs/servicesArust/ 13 windows

Jadfe/zervices Arust /13 windowsmied
fadfs/servicesArust /13 windowstranspaort
fadfs/services/Arusttcp/windows

Jadfs/services/Arust /artifactresolution

Type
WS-Trust 2005
WS-Trust 2005
WS-Trust 2005
WS-Trust 2005
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 1.3
WS-Trust 2005
SAML-Arifact Resolution

Austhe
SAM
SAM
SAM
SAM
Kerbe
Certif
Certif
Certif
Pass
Fass
Fass
SAM
SAM
SAM
SAM
SAM
SAM
SAM
SAM
SAM
SAM
SAM
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| Cerlificates EICHN=WIN-R4408GIKKAKD... CN=DeanLashley-WIN-R 1774013
“| Claim Descriptions e e HECRATRASIE IR !
t- [] Trust Relationships Token-decrypting

[EJCN=ADFS Encryption - Wl... CN=ADFS Encryption-W... 5/18/2014
Teken-signing
[=]CN=ADFS Sigring - WIN-R... CN=ADFS Signing - WIN-... 5/18/2014

Expiration Date

1/7/2014

5/18/2015

518/2015

Status  Primary

Primary

Primary

Actions

Certificates
Add Token-5igning Certificate...
Add Token-Decrypting Certificate...
Set Service Communications Certif...
View
Mew Window from Here

|G Refresh
Help

CN=ADFS5 Encryption - WIN-R4... -

View Certificate...

Set as Primary

Help

Service communications: This certificate is used for Windows Communication Foundation
Message security. WCF). Before you can configure AD FS this certificate must be installed as
a SSL certificate on the Default Website of the local instance of IIS.

Token-Decrypting: This is used to decrypt tokens the Federation Service receives.

Token-signing: This certificate is used to sign tokens the Federation Service issues.
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Claim Descriptions

Mame

E-Mail Address

Given Mame

Mame

UPM

Common Name

AD FS 1 E-Mail Address
Group

ADFS1x PN

Role

Sumame

FPID

Mame 1D

Authentication time stamp
Authentication method
Deny only group SID
Deny only primary 510
Deny only primary group 51D
Group SID

Frimary group SID
Primary 51D

Windows account name

Claim Type

http://schemas xmisoap ongAws/ 200505 identit. .
hitp://schemas xmlsoap org/ws., 2005,/ 05/ identit...
http://schemas xmisoap ongAws/2005./05identit. ..
hitp://schemas xmlsoap org/ws., 2005,/ 05/ identit...
http://schemas xmlsoap ong/claims.,CommanMame
hitp://schemas xmlsoap .org/claims,Email Address
hitp://schemas xmlsoap .org/claims./ Group
http://schemas xmlsoap .org/claims/UPN
hitp://schemas.microsoft.com./ws./2008/06/iden...
http://schemas xmisoap ongAws/2005./05identit. ..
hitp://schemas xmlsoap .org/ws.,2005/05,idertit...
http://schemas xmisoap ongAws/2005./05identit. ..
hitp://schemas.microsoft.com./ws/2008/06/iden...
http://schemas microsoft. com./ws,2008/06/iden. ..
hitp://schemas xmlsoap org/ws., 2005,/ 05/ identit...
http://schemas microsoft com./ws,2008/06/iden. ..
hitp://schemas.microsoft.com./ws/2008/06/iden...
hitp://schemas.microsoft.com./ws./2008/06/iden...
http://schemas . microsoft.com//ws.2008/06/iden...
hitp://schemas.microsoft.com./ws./2008/06/iden...
http://schemas microsoft. com./ws,2008/06/iden. ..

Published ...

Fublished ...

Actions

Claim Descriptions

!

Add Claim Description...
View

Mew Window from Here
Refresh

Help

E-Mail Address

Properties

x Delete

Help

CLAIMS DESCRIPTION: Through this node you can find information about the claims the local
Server is currently able to assert about identities.
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4 || Trust Relationships Active Directo Yes
~| Claims Provider Trusts ¥ Add Claims Provider Trust...
| Relying Party Trusts View
| Attribute Stores

Mew Window from Here

@] Refresh
Help
Active Directory

Update from Federation Metadata..

The Trust Relationship Node enables you to manage the trust relationships of the
Federated Service. The three child nodes enable you to add and configure policies
For claims providers, relying parties and attribute stores.






