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Confi gure aut henticati on policies vi a Wi ndows  PowerShell 

 

Wi ndows Power Shell enabl es great er flexi bility in usi ng vari ous fact ors of access control and t he 

aut hentication mechanism t hat are availabl e i n AD FS i n Wi ndows Server 2012 R2 t o confi gure 

aut hentication policies and aut horizati on rul es t hat are necessary t o i mpl e ment true conditi onal 

access for your AD FS -secured resources.  

Me mbershi p in Ad mi nistrat ors, or equi val ent, on the l ocal comput er is the mi ni mu m require ment 

to compl et e t hese procedures. Revi ew det ails about usi ng t he appropriate accounts and group 

me mbershi ps at Local and Do mai n Default Gr oups 

(htt p:// go. mi crosoft. com/ f wli nk/ ?Li nkId=83477).  

To confi gure an additional aut henticati on met hod vi a Wi ndows PowerShell 

 

1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

Set-AdfsGlobalAuthenticationPolicy –

AdditionalAuthenticationProvider 

CertificateAuthentication 

 

War ni ng  

To verify t hat t his command ran successfull y, you can run t he Get-

AdfsGlobalAuthenticationPolicy command.  

To confi gure MFA per-rel yi ng party trust that is based on a user’s group 

me mbershi p data 

 

1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command:  

Copy 

$rp = Get-AdfsRelyingPartyTrust –

Name relying_party_trust 
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War ni ng  

Ensure to repl ace <relyi ng_part y_trust > wit h t he na me of your rel yi ng party trust. 

2.  In t he sa me Wi ndows Power Shell command 

wi ndow, run t he foll owi ng command.  

Copy 

$MfaClaimRule = “c:[Type == 

„“http://schemas.microsoft.com/ws/20

08/06/identity/claims/groupsid‟”, 

Value =~ „“^(?i) <group_SID>$‟”] => 

issue(Type = 

„“http://schemas.microsoft.com/ws/20

08/06/identity/claims/authentication

method‟”, Value = 

„“http://schemas.microsoft.com/claim

s/multipleauthn‟”);” 

 

Set-AdfsRelyingPartyTrust –

TargetRelyingParty $rp –

AdditionalAuthenticationRules 

$MfaClaimRule 

Not e  

Ensure to repl ace <group_SI D> wit h the val ue of the security i dentifier (SID) of your 

Acti ve Direct ory ( AD) group.  

To confi gure MFA globall y based on users' group me mbershi p dat a 

 

1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

$MfaClaimRule = “c:[Type == „" 

http://schemas.microsoft.com/ws/2008

/06/identity/claims/groupsid‟", 

Value == „"group_SID‟"] 

 => issue(Type = 

„"http://schemas.microsoft.com/ws/20

08/06/identity/claims/authentication

method‟", Value = 

„"http://schemas.microsoft.com/claim

s/multipleauthn‟");” 

 

Set-AdfsAdditionalAuthenticationRule 

$MfaClaimRule 
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Not e  

Ensure to repl ace <group_SI D> wit h t he val ue of the SI D of your AD group.  

To confi gure MFA globall y based on user’s locati on 

 

1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

$MfaClaimRule = “c:[Type == „" 

http://schemas.microsoft.com/ws/2012

/01/insidecorporatenetwork‟", Value 

== „"true_or_false‟"] 

 => issue(Type = 

„"http://schemas.microsoft.com/ws/20

08/06/identity/claims/authentication

method‟", Value = 

„"http://schemas.microsoft.com/claim

s/multipleauthn‟");” 

 

Set-AdfsAdditionalAuthenticationRule 

$MfaClaimRule 

 

Not e  

Ensure to repl ace <true_or_f alse> wit h eit her true or false. The val ue depends on your 

specific rule conditi on t hat is based on whet her t he access request comes fro m t he 

extranet or t he i ntranet. 

To confi gure MFA globall y based on user’s devi ce data 

 

1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

$MfaClaimRule = "c:[Type == „" 

http://schemas.microsoft.com/2012/01

/devicecontext/claims/isregisteredus

er‟", Value == „"true_or_false"'] 
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 => issue(Type = 

„"http://schemas.microsoft.com/ws/20

08/06/identity/claims/authentication

method‟", Value = 

„"http://schemas.microsoft.com/claim

s/multipleauthn‟");" 

 

Set-AdfsAdditionalAuthenticationRule 

$MfaClaimRule 

 

Not e  

Ensure to repl ace <true_or_f alse> wit h eit her true or false. The val ue depends on your 

specific rule conditi on t hat is based on whet her t he devi ce is wor kpl ace-j oined or not. 

To confi gure MFA globall y if the access request co mes fro m t he extranet and 

fro m a non- workpl ace-joi ned devi ce 

 

1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

Set-AdfsAdditionalAuthenticationRule 

"c:[Type == 

`"http://schemas.microsoft.com/2012/

01/devicecontext/claims/isregistered

user`", Value == `"true_or_false`"] 

&& c2:[Type == 

`"http://schemas.microsoft.com/ws/20

12/01/insidecorporatenetwork`", 

Value == `" true_or_false `"] => 

issue(Type = 

`"http://schemas.microsoft.com/ws/20

08/06/identity/claims/authentication

method`", Value 

=`"http://schemas.microsoft.com/clai

ms/multipleauthn`");" 

Not e  

Ensure to repl ace bot h i nstances of <true_or_f alse> wit h eit her true or false, whi ch 

depends on your specific rule conditi ons. The rul e conditi ons are based on whet her t he 

devi ce is wor kpl ace-j oi ned or not and whet her t he access request comes from t he extranet 

or i ntranet. 

To confi gure MFA globall y if access co mes fro m an extranet user that bel ongs to 

a certai n group 
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1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

Set-AdfsAdditionalAuthenticationRule 

"c:[Type == 

`"http://schemas.microsoft.com/ws/20

08/06/identity/claims/groupsid`", 

Value == `"group_SID`"] 

 && c2:[Type == 

`"http://schemas.microsoft.com/ws/20

12/01/insidecorporatenetwork`", 

Value == `"true_or_false`"] => 

issue(Type = 

`"http://schemas.microsoft.com/ws/20

08/06/identity/claims/authentication

method`", Value 

=`"http://schemas.microsoft.com/clai

ms/multipleauthn`");" 

Not e  

Ensure to repl ace <group_SI D> wit h t he val ue of the group SI D and <true_or_f alse> 

wi t h eit her true or false, whi ch depends on your specific rul e conditi on that is based on 

whet her t he access request comes from t he extranet or i ntranet.  

To grant access to an applicati on based on user data vi a Wi ndows PowerShell  

 

1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

$rp = Get-AdfsRelyingPartyTrust –

Name relying_party_trust 

 

Not e  

Ensure t o repl ace <relyi ng_part y_trust > wit h t he val ue of your rel yi ng party trust. 

2.  In t he sa me Wi ndows Power Shell command 

wi ndow, run t he foll owi ng command.  

Copy 
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$GroupAuthzRule = "@RuleTemplate = 

`“Authorization`” @RuleName = 

`"Foo`" c:[Type == 

`"http://schemas.microsoft.com/ws/20

08/06/identity/claims/groupsid`", 

Value =~ `"^(?i)<group_SID>$`"] 

=>issue(Type = 

`"http://schemas.microsoft.com/autho

rization/claims/deny`", Value = 

`"DenyUsersWithClaim`");" 

Set-AdfsRelyingPartyTrust –

TargetRelyingParty $rp –

IssuanceAuthorizationRules 

$GroupAuthzRule 

 

Not e  

Ensure to repl ace <group_SI D> wit h t he val ue of the SI D of your AD group.  

To grant access to an applicati on that is secured by AD FS onl y if this user’s 

i dentity was vali dated wit h MFA 

 

1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

$rp = Get-AdfsRelyingPartyTrust –

Name relying_party_trust 

 

Not e  

Ensure t o repl ace <relyi ng_part y_trust > wit h t he val ue of your rel yi ng party trust. 

2.  In t he sa me Wi ndows Power Shell command 

wi ndow, run t he foll owi ng command.  

Copy 

$GroupAuthzRule = "@RuleTemplate = 

`"Authorization`" 

@RuleName = `"PermitAccessWithMFA`" 

c:[Type == 

`"http://schemas.microsoft.com/claim

s/authnmethodsreferences`", Value =~ 

`"^(?i)http://schemas\.microsoft\.co

m/claims/multipleauthn$`"] => 

issue(Type = 

`"http://schemas.microsoft.com/autho
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rization/claims/permit`", Value = 

„“PermitUsersWithClaim‟");" 

 

To grant access to an applicati on that is secured by AD FS onl y if the access 

request co mes fro m a workpl ace-joi ned devi ce that is registered to the user 

 

1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

$rp = Get-AdfsRelyingPartyTrust –

Name relying_party_trust 

 

Not e  

Ensure to repl ace <relyi ng_part y_trust > wit h t he val ue of your rel yi ng party trust. 

2.  In t he sa me Wi ndows Power Shell command 

wi ndow, run t he foll owi ng command.  

Copy 

$GroupAuthzRule = "@RuleTemplate = 

`"Authorization`" 

@RuleName = 

`"PermitAccessFromRegisteredWorkplac

eJoinedDevice`" 

c:[Type == 

`"http://schemas.microsoft.com/2012/

01/devicecontext/claims/isregistered

user`", Value =~ `"^(?i)true$`"] => 

issue(Type = 

`"http://schemas.microsoft.com/autho

rization/claims/permit`", Value = 

`"PermitUsersWithClaim`"); 

 

To grant access to an applicati on that is secured by AD FS onl y if the access 

request co mes fro m a workpl ace-joi ned devi ce that is registered to a user whose 

i dentity has been validated wit h MFA 
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1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

$rp = Get-AdfsRelyingPartyTrust –

Name relying_party_trust 

 

Not e  

Ensure to repl ace <relyi ng_part y_trust > wit h t he val ue of your rel yi ng party trust. 

2.  In t he sa me Wi ndows Power Shell command 

wi ndow, run t he foll owi ng command.  

Copy 

$GroupAuthzRule = „@RuleTemplate = 

“Authorization” 

@RuleName = 

“RequireMFAOnRegisteredWorkplaceJoin

edDevice” 

c1:[Type == 

`"http://schemas.microsoft.com/claim

s/authnmethodsreferences`", Value =~ 

`"^(?i)http://schemas\.microsoft\.co

m/claims/multipleauthn$`"] && 

c2:[Type == 

`"http://schemas.microsoft.com/2012/

01/devicecontext/claims/isregistered

user`", Value =~ `"^(?i)true$”] => 

issue(Type = 

"http://schemas.microsoft.com/author

ization/claims/permit`", Value = 

`"PermitUsersWithClaim`");" 

 

To grant extranet access to an applicati on secured by AD FS onl y if the access 

request co mes fro m a user whose i dentity has been vali dated wi t h MFA 

 

1.  On your federati on server, open t he Wi ndows 

Power Shell command wi ndow and run t he 

foll owi ng command.  

Copy 

$rp = Get-AdfsRelyingPartyTrust –

Name relying_party_trust 
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Not e  

Ensure to repl ace <relyi ng_part y_trust > wit h t he val ue of your rel yi ng party trust. 

2.  In t he sa me Wi ndows Power Shell command 

wi ndow, run t he foll owi ng command.  

Copy 

$GroupAuthzRule = "@RuleTemplate = 

`"Authorization`" 

@RuleName = 

`"RequireMFAForExtranetAccess`" 

c1:[Type == 

`"http://schemas.microsoft.com/claim

s/authnmethodsreferences`", Value =~ 

`"^(?i)http://schemas\.microsoft\.co

m/claims/multipleauthn$`"] && 

c2:[Type == 

`"http://schemas.microsoft.com/ws/20

12/01/insidecorporatenetwork`", 

Value =~ `"^(?i)false$`"] => 

issue(Type = 

`"http://schemas.microsoft.com/autho

rization/claims/permit`", Value = 

`"PermitUsersWithClaim`");"  
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