Active Directory Rights
Management



In a nutshell, AD RMS is an information protection technology that is
designed to minimize the possibility of data leakage.

Data leakage is the unauthorized transmission of information — either to
people within the organization or people outside the organization —who
should not be able to access that information.

AD RMS integrates with existing Microsoft products and OS’s including
Windows Server, Exchange Server, SharePoint Server, and the Microsoft Office
Suite.

AD RMS can protect data in transit and at rest. For example, AD RMS can
protect documents that are sent as email messages by ensuring that a
message cannot be opened even if it is accidentally addressed to the wrong
recipient.



Lets start by creating ADRMS service account on
Domain Server (Service account — Microsoft
recommends using a standard domain user account
with additional permissions. You can use a managed
service account as the AD RMS service account).

Access Active Directory Users and computers and
create a standard user account
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Before you begin

Before You Begin

Insiallation Type

Server Salection

Add Roles and Features Wizard E@E

DESTIMATION SERWER
WIN-CHGTERSTAUP etecheforestcom

This wizard helps you install roles, role services, or features. You determine which roles, role services, ar
features to install based en the computing needs of your organization, such as sharing documents, or
hosting a website.

To remaove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[] Skip this page by default

< Previous Mext = Install Cancel




Add Roles and Features Wizard E@E

DESTIMATION SERVER

Se | ect insta | | ation t}"pe WIN-CHGTERSTAUR stacheforest com

Before You Begin

Insiallation Type

Server Salection

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

@) Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext = Install Cancel




= Add Roles and Features Wizard E@E

DESTIMATION SERVER

Select destination server T e R

Before You Begin Select a server or a virtual hard disk on which to install roles and features.,

Insiallation Type ® Selact a server from the server pool

Serlllrer SElectl‘]n I::I 5E|E1:t =] ?irtual ha rd dlsk

Server Roles Sarver Pool

Features
Filter: | |
Mame IP Address Operating System

Microsoft Windows Server 2012 R2 Standard

1 Cemputer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Mext » | In=tall
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Select server roles

Before You Begin

Insiallation Type

Server Selection

Add Roles and Features Wizard

Select one or more roles to install on the selected server,

Roles

b [m] Active Directory Certificate Services (5 of 6 installe
Active Directory Domain Services (Installed)
[ ] Active Directory Federation Services
[] Active Directory Lightweight Directory Services

Active Directory Rights Management Service

[] Application Server
DHCP Server (Installed)
DM5 Server (Installed)
[ ] Fax Server

> [m] File and Storage Services (10 of 12 installed)
L] Hyper-V
B[] Metwork Policy and Access Services (1 of 3 installe
[ Print and Document Services (Installed)
> [m] Remote Access (2 of 3 installed)

— - - -

<] " RE

[=][=][x]

DESTIMATION SERWER
WIN-CHGTERSTAUP etecheforestcom

Description

Active Directory Rights Management
Services (AD RMS) helps you protect
information from unauthorized use,
AD RMS establishes the identity of
users and provides authorized users
with licenses for protected
information.

< Previous | | Mext » | | In=tall | | Cancel




WI

Add Roles and Features Wizard

Add features that are required for Active Directory
Rights Management Services?

The following toels are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] Active Directory Rights Management Services Tool:

< | 1] >

Include management tools (if applicable)

Add Features Cancel
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Select server roles

Before You Begin

Insiallation Type

Server Selection

AD BER5
Role Services

Confirmation

Add Roles and Features Wizard

Select one or more roles to install on the selected server,

Roles

B

[m] Active Directory Certificate Services (5 of 6 installe
Active Directory Domain Services (Installed)

[ ] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

Active Directory Rights Management Service

[] Application Server

DHCP Server (Installed)

DM5 Server (Installed)

Fax Server

File and Storage Services (10 of 12 installed)
Hyper-V

Metweork Policy and Access Services (1 of 3 installe
Print and Document Services (Installed)

Remaote Access (2 of 3 installed)

] ] <] [w] (] ] ] =] <]

[l HE

[=][=][x]

DESTIMATION SERWER
WIN-CHGTERSTAUP etecheforestcom

Description

Active Directory Rights Management
Services (AD RMS) helps you protect
information from unauthorized use,
AD RMS establishes the identity of
users and provides authorized users
with licenses for protected
information.

< Previous | | Mext » | | In=tall | | Cancel




= Add Roles and Features Wizard E@E

DESTIMATION SERVER

Se | ect ]CE atures WIN-CHGTERSTAUR stacheforest com

Before You Begin Select one or more features to install on the selectad senver,

Insiallation Type Features Description
Server Selection i
SN NET Framework 3.5 Features ~ .MET Framework 3.5 combines the
Server Roles _ power of the .NET Framework 2.0
f+ [m] .NET Framework 4.5 Features (4 of 7 installed) APIs with new technelogies for
b [] Background Intelligent Transfer Service (BITS) | = building applications that offer
AD RMS [ BitLocker Drive Encryption appealing user interfaces, protect
_ your customers' personal identity
Role Services [ BitLocker Network Unlock information, enable seamless and
Confirmation BranchCache ({Installed) secure_u:.cummunication, and provide
Client for NFS (Installed) the ability to model a range of

business processes.
[] Data Center Bridging :

[ ] Direct Play

[] Enhanced Storage

Failover Clustering (Installed)

Group Policy Management (Installed)

[I5 Hostable Web Care (Installed)

Ink and Handwriting Services (Installed)

— . - . - b

< | n | »

| < Previous | | Mext » | | In=tall | | Cancel
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Add Roles and Features Wizard

Active Directory Rights Management Services

Before You Begin
Insiallation Type
Server Selection
Server Roles
Features

Role Services

Confirmation

[=][=][x]

DESTIMATION SERVER

WIN-CHGTERSTAUP etecheforestcom

Active Directory Rights Management Services (AD BRMS) is an information protection technology that
can be integrated with other applications to help safequard digital information from unauthorized
use. With AD RMS, content owners can take steps to define who can open, medify, print, forward, or
take other actions with the information they choose to protect. Organizations can also use AD RMS to
create rights policy templates for applying rights restrictions directly to customer data to help ensure

their confidentiality.

Things to note:

* To deploy AD RMS, you must create a root cluster for certification and licensing using ene or more

Senvers.

* After deploying AD RMS, you cannot change the name of the domain to which this AD RMS server

is joined.

More about deploying AD RM3

< Previous | | Mext »
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Select role services

Before You Begin
Insiallation Type
Server Selection
Server Roles
Features

AD RMS

Role Services

Confirmation

Add Roles and Features Wizard

[=][=][x]

DESTIMATION SERVER

WIN-CHGTERSTAUP etecheforestcom

Select the role services to install for Active Directory Rights Management Services

Role services

Active Directory Rights Management Serve

[ Identity Federation Support

Description

Active Directory Rights Management
Services (AD RMS) helps you protect
information from unauthorized use,
AD RMS establishes the identity of
users and provides authorized users
with licenses for protected

information.

< Previous | | Mext »
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Add Roles and Features Wizard E@E
Confirm installation selections IN-CHGTERS AP stecnerbrens com

Before You Begin
Insiallation Type
Server Selection
Server Roles
Features

AD RMS

Role Services

Confirmation

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Rights Management Services
Active Directory Rights Management Server

Remote Server Administration Tools
Role Admimistration Tools

Active Directory Rights Management Services Toals

Export configuration settings
Specify an alternate source path

< Previous Mext = Install | | Cancel




Add Roles and Features Wizard E@E

DESTIMATION SERVER

Installation progress WIN-CHGTERSTAUP etecheforest com

View installation progress

0 Feature installation
L |
Configuration required. Installation succeeded on WIN-CHGTERST4UP etecheforest.com,

Active Directory Rights Management Services
AD BMS is installed but additional configuration is needed.

Perform additional configuration.
Active Directory Rights Management Server

Remote Server Administration Tools
Role Administration Tools
Active Directory Rights Management Services Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Metifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext = Close Cancel
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AD RMS Configuration: WIN-CHGTERST4UP etecheforest.com =|[][x]
TARGET SERVER
A D R M S WIN-CHGTERST4URetecheforest.com

AD RMS Active Directory Rights Management Services
AD RMS Cluster

Active Directory Rights Management Services (AD RMS) is an information protection technology
that can be integrated with other applications to help safeguard digital infermation from
unauthorized use. With AD RMS, content owners can take steps to define who can open, modify,
print, forward, or take other actions with the information they choose to protect Organizations
can also use AD RMS to create rights pelicy templates for applying nghts restrictions directly to
customer data to help ensure their confidentiality.

More about deploying AD RMS

< Previous MNext = Install Cancel




AD RMS Configuration: WIN-CHGTERST4UP etecheforest.com =|[][x]

AD RMS Cluster

AL RM5

AD EMS Cluster

Configuration Database

TARGET SERVER
WIN-CHGTERST4URetecheforest.com

Create or Join an AD EMS Cluster

AD RMS supports two types of clusters: a root cluster for certification and licensing and a
licensing-only cluster. To deploy AD RMS, you must first set up a root cluster in the forest. You
can then set up one or more licensing-only clusters in the same forest, depending on your needs,

@ Create a new AD RMS root cluster

Join an existing AD RMS cluster

More about AD RMS clusters

< Previous | | MNext = Install




= AD RMS Configuration: WIN-CHGTERST4UP.etecheforest.com =|[][x]

TARGET SERVER

Canlg uration Database WIN-CHGTERST4UP.etecheforest.com

AD RMS Select Configuration Database Server
AD RM5 Cluster

Configuration Databa Your AD RMS5 cluster uses a database to store configuration and poelicy infermation. The database
can be hosted either by Windows Internal Database or on a separate 501 database server
(recommended). If you choose Windows Internal Database, you cannot add more AD RMS
servers to this cluster. You can specify the SQL database server by selecting it from a list, or you
can type its name or CMAME alias (recommended).

Service Account

() Specify a database server and a database instance.

Server:

Select..

Database Instance:

- List

® Use Windows Internal Database on this server

More about the AD RMS configuration database

< Previous | | MNext = Install




. TARGET SERVER
Service Account SVRO1.Comsys.Jocal

AD RMS Specify Service Account
AD RMS Cluster

Configuration Database The AD RMS cluster requires a domain user account so that it can communicate with other
services and network computers. Specify a standard domain user account with no additional
permissions.

Cryptographic Mode

Cluster Kay Storage Domain User Account:

Cluster Key Password COMSYS\ADRMSWC Specify...

More about the AD BEMS service account

< Previous | Mext » | | In=tall || Cancel




TARGET SERVER
SVRO1.Comsys.local

Cryptographic Mode

AD RMS Specify Cryptographic Mode
AD RMS Cluster

Configuration Database AD RMS can operate under two modes which differ on the basis of the cryptographic key length
and the strength of signature hashes. Cryptographic mode 2 is recommended for new cluster
deployments where you have ensured that all AD RMS5 client computers have been updated to

Service Account

Cryptographic Mode support it. As cryptographic mode 2 cannot be undone, if you are unsure of full support within
- this cluster er any other clusters that it will share a trusted user domain (TUD) relationship with,
Cluster Key Storage select cryptographic mode 1 instead.

Cluster Kzy Password

® Cryptographic Mode 2 (RSA 2048-bit keys/SHA-256 hashes)

() Cryptographic Mode 1 (RSA 1024-bit keys/SHA-1 hashes)

More about the AD RMS cryptographic mode

< Previous Mext = | | Install | | Cancel




TARGET SERVER

Cluster Key Storage SVRO1.Comsyslocal

AD RM5

AD RMS5 Cluster
Configuration Database
Service Account

Cryptographic Mode

Cluster Key Storage

Cluster Kzy Password

Specify AD RMS Cluster Key Storage

An AD BMS dluster uses the AD BMS cluster key to sign certificates and licenses that the cluster
issues, The cluster key is required for disaster recovery and when additional AD RMS servers are
joined to the cluster. You can allow AD RMS to encrypt and store the key, or you can store the
key by using a cryptographic service provider (CSP). If the cluster key is stored in a C5P, you must
manually distribute the key to servers that join the cluster later.

i®) Use AD RMS centrally managed key storage

() Use C5P key storage

Maore about cluster key storage

< Previous MNext » | | Install | | Cancel




TARGET SERVER
Cluster Key Password SVRO1.Comsyslocal

AD RMS Specify AD RMS Cluster Key Password

AL RMS Cluster

AD BRMS uses the cluster key password to encrypt the cluster key. To join other AD EMS servers
) to this cluster or to restore the cluster from backup, you must be able to supply this password.
service Account AD RMS does not store this password and cannot recover it if it is lost, 5o you should keep itin a

Cryptographic Mode secure place.

Configuration Database

Cluster Key Storage
Password:

Cluster Key

Cluster Web 5ite

SRR RER
Confirm Password:

illiil-l4

More about cluster key storage

<previous [ Next> || | nsta | [ cancel




i Local Server
ii All Servers
E® AaDCs

t& AD RMS

ii File and Stora

@ s

Cluster Web Site

AD RM5

AD RMS Cluster
Configuration Database
Service Account
Cryptographic Mode
Cluster Ky Storage

Cluster Key Password

Cluster Web Site

Cluster Address

TARGET SERVER
SVRO1.Comsys.local

Select AD RMS Cluster Web Site

AD RMS is hosted in an Internet Information Services ([15) virtual directory, which is set up on one
of the existing Web sites on this server.

Select a Web site for the virtual directony:

Default Web Site

More about the cluster web site

<Previous | | Next> | || nstall || Cancel




Cluster Address

TARGET SERVER
SVRO1.Comsys.local

A You cannot use an unencrypted connection if you want to add Identity Federation Support. x

AL RS

AD RMS Cluster
Configuration Data...
Service Account
Cryptographic Mode
Cluster Key Storage
Cluster Kay Password

Cluster Wekb Site

Cluster Address

Licensor Certificate
SCP Registration

Confirmation

SPECy iU eT AUaress

A cluster address makes it possible for AD RM3 clients to communicate with this cluster over the
network. We recommend that you configure AD RMS to use the Secure Sockets Layer (SSL)
protocol to encrypt network traffic between AD RMS clients and this cluster. You must use an
S5L-encrypted connection if you intend to federate this cluster.

Connection Type:

() Use an 551 -encrypted connection (hitps://)

(®) Use an unencrypted connection (http://)

Fully-Cualified Domain Name: Port:

http:// comsys.local 20

o You cannot change this address or port number after AD RMS is installed and™oommited.

More about the cluster web site

< Previous Mext = | | | Install | | Cancel




Licensor Certificate

AD RM5

AD RM35 Cluster
Configuration Database
Service Account
Cryptographic hMode
Cluster Key Storage
Cluster Key Password
Cluster Web Site

Cluster Address

Licensor Certificate

SCP Registration

Confirmation

TARGET SERVER
SVR01.Comsys.local

Name the Server Licensor Certificate

AD RMS creates a server licensor certificate that establishes the identity of this AD RMS cluster to
clients. Because of the significance of this certificate, we recommend that you make a backup of
this certificate to safequard your deployment and improve disaster recovery efforts in the event
of hardware failure or loss of the AD RMS database server,

Mame:
Comsys ADRMY

<Previous ||| Net> || | instal || Cancel




SCP Registration

AD RM5

AD RM5 Cluster
Configuration Database
Service Account
Cryptographic Mode
Cluster Key Storage
Cluster Key Password
Cluster Web Site
Cluster Address

Licensor Certificats

SCP Registration

Confirmaticn

TARGET SERVER
SVRO01.Comsys.local

Register AD RMS Service Connection Point

The AD RMS service connection point (SCP) can be registered in Active Directory Domain Services
(AD DS) when an AD RMS cluster is created. The SCP provides clients with intranet URLs for the
AD RMS cluster.

To register the service connection point (SCP) now, you must be a member of the Enterprise
Admins group. If you are not a member of the Enterprise Admins group, you must have a
member of the Enterprise Admins group register the SCP after you finish installing AD RMS.
Clients cannot access this AD RMS cluster until its SCP is registered.

® Register the SCP now

() Register the SCP later

More about SCP registration

< Previous || | Next » || | install | | Cancel




Confirmation

AD RM5

AD RMS Cluster
Configuration Database
Service Account
Cryptographic Mode
Cluster Key Storage
Cluster Key Password
Cluster Web Site
Cluster Address
Licensor Certificate

SCP Registration

Confirmation

Confirm Installation Selections

To install the following roles, role services, or features, click Install.

Active Directory Rights Management Services

Cluster Type: Root cluster

Database Server: Windows Internal Database

Service Account: COMSYS\ADRMSVC

Cryptographic Mode: Cryptographic Mode 2

Cluster Key Storage: AD RMS centrally managed key storage
Cluster Web Site: Default Web Site

Cluster Internal Addrass: http:/fcomsys.local/

Licensor Certificate Name: Comsys ADRMS

Register SCP: Register Mow

TARGET SERVER
SVR01.Comsys.local

<Previous | | Next> | | | Instal

Cancel




e  ADRMSConfigumtionSVROComsysloal ~ L=1-
TARGET SERVER

RE‘SU |t5 SVRO01.Comsys.local

Installation Results

The following recles, role services, or features were installed successfully:

0 Active Directory Rights Management Services

* Before you can administer AD RMS on this server, you must log off and log on again.

The following role services were installed:

Active Directory Rights Management Server

Troubleshooting AD RMS setup

< Previous | | Mext » | | Close Cancel
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— In Internet Information Services (11S) Manager, expand Sites\Default Web Site and click
_wmgcs, then under /_wmcs Home, double-click Authentication...

P » SVRO1 » Sites » Default WebSite » _wmes »

File View Help
_ = wmcs Home
- [ la u? f_ Open Feature
------ ?ﬁ Start Page . — '
Filter: - W Go - GHShowall |G - - El- B Explore
a. iﬁ SVRO1 (COMSYS\administrator) e P Go - (g Show All | Group by: Area E . N
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: Application Pools ASP.MET ~ln
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Ea)
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Then right-click Anonymous Authentication and click Enable

P » SVRDT » Sites » Default WebSite » _wmcs »
ey

File View Help

e iz Authentication

Enable
- ﬁ‘i Start Page N Group by: Mo Grouping . Edit...
4 'ﬂﬂ SVRO (COMSYS\administrator) — 0 .
- @- Application Pools _ Marme Status Response Type P

Disabled :
Disabled

Disabled HTTP 302 Legin/Redirect
Enabled HTTP 401 Challenge

b@ certification
b@' decommission
b@' groupexpansion
b@' licensing

B aspnet_client




In the Connections pane, expand _wmcs and click licensing and double-click
Authentication...

m |‘3‘ » SWVRODT1 » Sites » Default Web Site » _wmes  »  licensit

H=l

File  View Help

Q- i: 18 u; /_wmcs/licensing H

------ ?ﬂ Start Page

Filter: - W Go -
493 SVRO1 (COMSYS\administrator) T -
... [Z} Application Pools ASP.MET
4-[&] Sites . = @
a 48 Default Web Site ; Ny 404
A--H? _Wimcs MET MET MET Error
b ¥ admin Authorizat... Compilation Pages
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._? licensing Settings Strings
[} -

SMTP E-rnail

d e
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Redirect
S5L Settings
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Ready



Right-click Anonymous Authentication and click Enable, then close 1IS
Manager...

@ » SVRO1 » Sites » Default Web Site » _wmes » licensing  »

File  View Help

- . .
Authentication
Q- | & la Enable
- w Start Page N Group by: No Grouping . Edit...
A qﬂ SVROT (COMSYS\administrator) — 0
P @ Application Pools e = Status Response Type Help
4.[B] Sites Eﬁnuﬂmn] Boklewmiini Disabled :
: Enable .
4. Default Web Site __ASBNET| - Disabled
4 [@ wmes Forms Au Edit... Disabled HTTP 302 Login/Redirect
B @ adrnin Windows 0 Help Enabled HTTP 401 Challenge
[ - @ certification

b @ decormmission
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configure AD RMS super users group for SVR01

Server Manager * Dashboard

Local Server

All Servers

AD CS

AD RMS

File and Storage Services [»

s

WELCOME TO SERVER MANAGER

Server Manager
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- |'. s
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Active Directory Rights Management Services

Manage Tools View

QUICK START

WHAT'S NEW

0 Configure this local server

[

Add roles and features
Add other servers to manage

Create a server group

Certification Authority
Compaonent Services

Computer Management
Defragment and Cptimize Drives
DFS Management

Event Viewer

File Server Resource Manager
Internet Information Services (15} Manager
i5C5l Initiator

Local Security Policy

CQDBC Data Sources (32-bit)
ODEC Data Sources (64-bit)
Performance Monitor

Resource Monitor



In the Active Directory Rights Management Services console, expand the SVR01 node,
and then click Security Policies...

File Action View Help

== 2 H
%Hightsm AD RMS Server Cluster e

Configure settings for a cluster. All servers in a cluster share common configuration and

. Q Change Service Accou...
logging databases.

View »
“ |3 Delet
Cluster Details - s
=i Rename

Cluster summary

Cluster name: svrll |G} Refresh

Cluster type: Certification Properties

Cryptographic mode: 2

Servers in cluster (number): 1 Help
Intranet cluster URLs

Licensing: http://comsys.local/ wmes/licensing

Certification: http:/fcomsyslocal/ wmes/certification/certification.asmzx
Extranet cluster URLs

Licensing:

Certification: -

Database -
Configuration
Server name SVROT
Database name: DRMSE_Config_comsys_local_80
Logging
Server name: SWRO1
Database name: DRMS_Logging_comsys_local_80

T
Tasks -

1. Recommended tasks
BJ Establish trust

u Set rights account certificate policies

< m > n Manage rights policy templates -




In the Security Policies area, under Super Users, click Change super user group...

File Action View Help

=z B
Active Directory Rights M = Actions |
4 8 svid1 (Local) Super Users
b 3 Trust Policies 1 The administration for Super Users. _D' ble Super U
] Rights Palicy Tem) J Disable Super Users
ﬁ Rights Account Ce View [
[=5 Exclusion Policies - 0 Refresh
4 5 Security Policies Super users is enabled. res
& Super Users Properties
e S P H @ e

ﬂ Decommission
b =l Reports Mernbers of the super users group are granted owner use licenses when they request a use license from this AD RM5S
cluster, This allows them to decrypt all AD RMS-protected content published by the cluster,

It is recommended that you keep this feature disabled and enable it only when required.

Super user group: Mot set

n Change super user group




o o ' "' TActive Directory Rights Management Services - o x
File Action View Help

= 7| H

ﬁ Active Directory Rights M| = Actions |
4 & svrd1 (Local) Super Users
| Super Users

[ d Trust Policies Th .
e adminis X |
] Rights Policy Tem) Super Users 36 Disable Super Users

E}r nghts.ﬁ.ccou.nt. Ce Super User Group | View )
[+ ,Eﬁ Exclusion Policies @ Refrash
: . .. i - res
4 ‘é Security Policies Super USErs 15 Specify the super user group name in the format group@domain.com. The )
& Super Users group that you specify must be an Active Directory Domain Services P Properties
% Cluster Key Pa: W distribution group that has an e-mail name that exactly matches the group -
name. ﬂ Help

ﬁ Decommission
B E-.I Reports Members of the su m this AD RMS
cluster, This allows

It i= recommended

Super user group:
Mot set ” Browse. ..

Super user gro

n Change super

Select this object type:
‘Emup

From this location:
‘Entire Directony

Enter the object name to select (ex@mples):
ADRMS Superllsers

4 m >
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File Action View Help

Active Directory Rights Management Services

- | O

=% 7 H

Active Directory Rights M
4 B 5wl (Local)
[+ ,|__?3 Trust Policies
] Rights Policy Tem|
ﬁ Rights Account Ce
[ ,1:% Exclusion Policies
4 |5} Security Policies
& Super Users
% Cluster Key Pa:

ﬂ Decommission

b =l Reports

<| i | 3

& The admini

Mermbers of the su
cluster. This allows

It is recommended

Super user gro

n Change super

Super User Group |

Specify the super user group name in the format group @domain.com. The
group that you specify must be an Active Directory Domain Services
distribution group that has an e-mail name that exacthy matches the group
name.

Super user group:
ADRMS_Superlsers @comsys local

this AD RM3

B @ B

Ii

Disable Super Users
View

Refresh

Properties

Help

Displays Help for the current selection.










