Active Directory Database Mounting Tool
(AD DS and AD LDS Snapshots)

Windows Server 2008 introduces a new feature that allows you to create and view snapshots of
data that is stored in AD DS and AD LDS. The Active Directory database mounting tool
(Dsamain.exe) was referred to as Snapshot Viewer and Active Directory data mining tool during
the beta releases of Windows Server 2008.

Microsoft states that the Active Directory database mounting tool is useful to simplify the forest
recovery process and to audit modified and deleted objects. These are two very useful reasons to
learn more about the Active Directory mounting tool. What follows is a step-by-step on how to
use the Active Directory database mounting tool.

Overview of the Active Directory Database Mounting Tool

It is important to note that the Active Directory database mounting tool is built into Windows
Server 2008 and can be used for AD DS and AD LDS. There are essentially three tools you will
leverage when using the Active Directory database mounting tool:

o Ntdsutil snapshot is a new operation that allows you to create, delete, list, mount, and
unmount snapshots of AD DS and AD LDS data.

o Dsamain.exe allows you to expose snapshots as LDAP servers.

o LDP and Active Directory Users and Computers allow you to view the data within a
snapshot.

It is also important to note that by default, only members of the Enterprise Admins and Domain
Admins groups can view data stored within snapshots. However, Dsamain.exe does allow you to
allow non-administrators to access data that is stored in a snapshot.

Another great feature of the tool is that the permissions within the data itself are enforced. So, for
example, if a group has been denied the ability to read data on user accounts in a particular OU
in your AD DS domain, that same group will be denied the ability to read these user accounts in
the snapshot, even if you use Dsamain.exe to grant them access to the snapshot.

This new feature is not fool proof though. Data can be copied from one forest to another forest,
and then the data can be exploited. As a result, you need to ensure you properly secure the
snapshot files and do not rely solely on the AD DS or AD LDS permissions.

Step-by-Step Guide to Using the Active Directory Database Mounting Tool

The steps required to use the Active Directory Database Mounting Tool include the following:



Manually or automatically create a snapshot of your AD DS or AD LDS database.
Mount the snapshot.

Expose the snapshot as an LDAP server.

Connect to the snapshot.

View data in the snapshot.
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The steps that follow are specific to AD DS. The steps required for AD LDS are very similar and
can be found here: http://technet.microsoft.com/en-us/library/cc753609.aspx.

Create a Snapshot of Active Directory Domain Services

As previously mentioned, a snapshot can be created manually or it can be scheduled by using
Task Scheduler in Windows Server 2008. | will cover the steps for both below. It is my
recommendation that you schedule a regular task that creates snapshots of your AD DS domain.

Manually Create a Snapshot

Logon to a Windows Server 2008 domain controller.

Click Start, and then click Command Prompt.

In the Command Prompt window, type ntdsutil, and then hit Enter.

At the ntdsutil prompt, type snapshot, and then hit Enter.

At the snapshot prompt, type activate instance NTDS, and then hit Enter.
At the snapshot prompt, type create, and then hit Enter.

Record the GUID that is returned by the above

command.
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=+ Administrator: C:\Windows\system32\cmd.exe - ntdsutil

C:\>ntdsutil

ntdsutil: snapshot

snapshot: activate instance NIDS

Active instance set to "“NIDS"Y.

snapshot: create

Creating snapshot...

Snapshot set {BedSea%a-al3a9-4adc-9b1d-9ccd66B48h13> generated successfully.
snapshot: mount {BedSea%a—-ala9-4adc-9b1ld-%ccd66848h13>
Snapanoés(fd21d29f~937a"4Bac—895d—ea9d9626ahﬂ9) mounted as C:\$SNAP_2008111082241
UOLUMECS\

snapshot: _

Schedule a Task to Create a Snapshot


http://technet.microsoft.com/en-us/library/cc753609.aspx
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Logon to a Windows Server 2008 domain controller.
Click Start, click Administrative Tools, and then click Task Scheduler.
On the Action menu in Task Scheduler, click Create Task.

On the General tab of the Create Task Wizard, type a name for the task into the Name

field.

On the Triggers tab of the Create Task Wizard, click New.

On the New Trigger window, define a trigger for the task, and then click
OK.
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Begin the task: |On a schedule |
~ Settings

" Onetime Start: l11:’10/2003 :I tl1=00:00 PM ::1] I™ Synchronize across time zones

@ Daily
Recur every: Ill days
" Weekly

" Monthly

— Advanced settings

= Delay task for up to (random delay):

™ Repeat task every: Il hour
[ Stop all running tasks at end of repetition duration
[” Stop task if it runs longer than: I‘ days vI
I Expire: Ill:llff"ZC:'JQ ;l l‘;O:SJ:SS PM j I” | Synchronize across time zones
M Enabled

OK Cancel

On the Action tab, click New.

On the New Task window, ensure Start a program is selected from the drop-down, type
C:\Windows\System32\ntdsutil.exe into the Program/Script: field, and type ntdsutil




“activate instance ntds” snapshot create quit quit into the Add Arguments field, and
|_ el

You must specify what action this task will perform.

Action: [Start a program E]
— Settings

Program/script:

|C:\Windows\SystemBZ\ntdsutil.exe Browse...

Add arguments (optional): Intdsutil "activate instance ntds” snaps

Start in (optional): I

then click OK.
9. Click OK on the Create Task Wizard.

Mount the Snapshot

NOTE: When a snapshot is manually created, it is automatically mounted. Therefore, if you
manually created the snapshot, you can skip these steps.

Logon to a Windows Server 2008 domain controller.

Click Start, and then click Command Prompt.

In the Command Prompt window, type ntdsutil, and then hit Enter.

At the ntdsutil prompt, type snapshot, and then hit Enter.

At the snapshot prompt, type activate instance NTDS, and then hit Enter.
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6. At the snapshot prompt, type list all, and then hit
Enter.

Administrator: Command Prompt - ntdsutil

C:\>ntdsutil

ntdsutil: snapshot

snapshot: activate instance NTDS

Active instance set to "“NIDS".

snapshot: list all
: 2088/11/10:18:49 {bh8de?875-d8ec—4d5h—-9f1a—-7e2c8a236625>
: E: {5386hd39-3312-4484~-bce4-e87¢c594d153d>

3: 2808,/11,18:22:41 {BedSeaPa-a3a?-4adc-9b1d-9ccd66848h13>
: C: {fa21d29f-0837a-4Bae-895d-ea%9de626ahB9>

snapshot: _

7. The snapshot is item 4 above.
8. At the snapshot prompt, type mount 4, and then hit
Enter.

.| Administrator: Command Prompt - ntdsutil

C:\>ntdsutil
ntdsutil: snapshot
snapshot: activate instance NIDS
Active instance set to "NIDS".
snapshot: list all
1: 2008/11/10:18:49 {(b8de?875-dB8ec—4dS5h-9f1a-7e2¢c8a936625>
2: E: {5386hd39-3312-4484-hced4-e87c594d153d>

3: 2008/11/10:22:41 {(BedS5ea%a-ala9-4adc-9b1d-9ccd66B48h13>
4: C: {fa21d29f-837a-4Bae-895d-ea%de626ahB9>

snapshot: mount 4
Snapshot (fa21d29f—BB?a~ﬁ&uRﬂ95d—ea9de626ab89) mounted as C:\$SNAP_200811162241
_UOLUMECS\

snapshot:

9. If the mounting was successful, you will see Snapshot {GUID} mounted as PATH, where
{GUID} is the GUID that corresponds to the snapshot, and PATH is the path where the
snapshot was mounted.

10. Record the path.

Expose the Snapshot as an LDAP Server



Now that the snapshot has been created and mounted, you need to expose the snapshot as an
LDAP server so that data can be read from it. By exposing the snapshot as an LDAP server,
users can connect to it by using the native Windows LDAP tools, such as LDP.exe and Active
Directory Users and Computers.

1. Logon to a Windows Server 2008 domain controller.

2. Click Start, and then click Command Prompt.

3. In the Command Prompt window, type dsamain /dbpath
C:\$SNAP_200811102241 VOLUMECS$\WINDOWS\NTDS\ntds.dit /Idapport 51389,
and then hit Enter.

o [dbpath C:\$SNAP_200811102241 VOLUMEC$\WINDOWS\NTDS\ntds.dit
represents the path to the snapshot, which was recorded in step 10 above.

o [/ldapport 51389 represents the LDAP port to use. It is important that 389 not be
used on a domain controller.

4. “Microsoft Active Directory Domain Services startup complete” will appear in the
Command Prompt window after running the above command. This means the snapshot is
exposed as an LDAP server, and you can proceed to access data on it. NOTE: Do not
close the Command Prompt window or the snapshot will no longer be exposed as an
LDAP server.

V] Administrator: C:\Windows\system32\cmd.exe - dsamain /db

C:\>dsamain /dbpath C:\$SNAP_200811102241_UOLUMECS\WINDOWS\NIDS\ntds .dit /ldappOE!
»rt 51389

EUENTLOG {Informational): NIDS General / Service Control : 108068

Microsoft Active Directory Domain Services startup complete, version 6.6.608081.18
A33

Connect to the Snapshot

You can connect to the snapshot by using any LDAP tool. In this example, | will use the Active
Directory Users and Computers console to connect to the snapshot.




1. Log on to a domain controller or a member computer that has Windows Server 2008
Remote Server Administration Tools (RSAT) installed.

2. Click Start, Administrative Tools, and then click Active Directory Users and
Computers.

3. Inthe console tree, right-click on the Active Directory Users and Computers node, and
then click Change Domain Controller.

4. On the Change Directory Server window, click <Type a Domain Controller name or
an IP Address here>, and type the name and port number of the server where the
snapshot is exposed on.
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View Data in the Snapshot

To view data in the snapshot, Find the object (user, computer, group, contact, OU, etc.) you want
to view, and view the object as you would view live AD DS objects.



