Howto Wse the CAPdicy.inf Alefor Instdl ati on

If you want to depoy aroot or subordi nate CA and you want to
predefi ne some val ues for use duri ng instdl ati on and defi ne sone
additiona paraneters, you can use the CAPdicy.irf filetoconpl ete
these steps. The CAPdicy.irf fileis ap a ntext filethat contai ns vari ous
settings that are used wheninstdlingthe AD CSrde or whenrenew ng
the CA certificate The CAPdicy.irf fileis not requredtoinstdl AD CS,
but wthout it, the defaut settings wll be apdied andin many cases,
the defaut settings areinsuffid ent. You can use the CAPdicy.irf fileto
configure CAs in nore conplicated dep oy ments.

Each CAPdicy.irf fileis dvidedinto sections, and has asi npl e
structure which can be descri bed as fdl ows:

A sectionis an areainthe.irf filethat contains alogcd group of keys.
[ J
A secti on d ways appearsin bracketsinthe.irf file

e A keyisthe parameter thatistotheleft of the equal (9 sign
eAvdueisthe parameter thatistothe right of the equal (9 sign

For exanpl e if you want tospecify an Aut hority | nf or mati on Access
pao nt inthe CAPdicy.inf file you wll use fdl ow ng syntax:

[ Aut horityl nf or mati onAccess]
URL=htt p: //pki. adat umcony Cert Data/adat u nCA crt

Inthis exanpl e Authorityl nfor mati onAccessis asection, URLis the key,
and http//pki. adat umcony Cert Data/adat untCA crt is the vd ue



You can dsospecify some CAserver settingsinthe CAPdicy.irf file
One exanpl e of the secti on that specifies these setti ngs is:

[certsrv_server]

Renewal KeyLength=2048
Renewal Vali dtyPeri od=Years
Renewal Vali dtyPeri odUnits=5
CRLPeri od=Days

CRLPeri odUnits=2

CRL Del taPeri od=Hours
CRL Del taPeri odUnits=4

d ockSke wM nut es=20
LoadDef au tTe npl ates=Tr ue
AternateS gnatureA gorithm=0
ForceUTF8=0

Enabl eKeyCounti ng=0

Note: Al paraneters fromthe previous exanpl es are opti onal.

You can dso use the CAPdicy.irf file wheninstdling AD CS to defi ne
the fdlow ng:

Certificati on practice statement: Descri bes the practices that the CA
®uses toissue certificates. Thisind udes the types o certificates issued,
i for mati onforissuing renew ng and recoveri ng certificates, and



ot her details about the CA's confi gurati on
* Obj ect i dentifier (O D: | dentifies a specific ob ect or attri bute

CRL pubicationintervds: Defines theinterva bet ween publicati ons
[ J
for the base CRL.

CArenewal settings: Defi nes renewal settings as fdlows:

Key size: Defi nes the length of the key pair used duri ng the root CA
0
renewal.

® Certificate vaidty peri od Defines the vaidty periodfor aroot CA
o
certificate

CDP and A A paths: Provides the path usedfor root CAinstdlati ons
o
and renewal s.

Once you have created your CAPdicy.irf file you nust copyitintothe
%systenroot %fdder of your server (for exanpl e C\W ndows) before
youinstdl the ADCSrde o beforeyourenewthe CAcertificate

Note: The CAPdicy.irf fileis processed for both the root and
subord nate CAinstdl ati ons and renewal s.



