
Ho w t o Use the CAPoli cy.i nf Fil e for I nstall ati on  

 

If you want to depl oy a root or subordi nat e CA, and you want to 

pr edefi ne some val ues f or use duri ng i nstall ati on and defi ne some 

addi ti onal para meters, you can use the CAPoli cy.i nf fil e to compl et e 

these steps. The CAPoli cy.i nf fil e i s a pl ai ntext fil e that cont ai ns vari ous 

setti ngs that are used when i nstalli ng the AD CS rol e, or when renewi ng 

the CA certifi cate. The CAPoli cy.i nf file i s not requi red to i nstall AD CS, 

but wi thout it, the def aul t setti ngs wi ll be appli ed, and in many cases, 

the def aul t setti ngs are i nsuffi ci ent. You can use the CAPoli cy.i nf fil e to 

confi gure CAs i n mor e compli cated depl oy ments.  

Each CAPoli cy.i nf fil e is di vi ded i nt o secti ons, and has a si mpl e 

struct ure, whi ch can be descri bed as foll ows:  

• 
A secti on i s an area i n the .i nf fil e that contai ns a l ogi cal  group of keys. 

A secti on al ways appears i n brackets i n the .i nf fil e.  

• A key i s the para met er that i s to the left of the equal (=) si gn.  

• A val ue i s the paramet er that i s to the ri ght of the equal (=) si gn.  

For exa mpl e, if you want to specify an Aut hori ty I nf or mati on Access 

poi nt i n the CAPolicy.i nf fil e, you will use f oll owi ng syntax:  

 [Aut hori tyI nf or mati onAccess] 

URL=htt p://pki. adat um. com/ Cert Data/adat umCA. crt 

I n thi s exa mpl e, Aut hori tyI nf or mati onAccess i s a secti on, URL i s the key, 

and http: //pki. adat um. co m/Cert Data/adat umCA. crt is the val ue.  



You can al so specify some CA server setti ngs i n the CAPoli cy.i nf fil e. 

One exa mpl e of the secti on that specifi es these setti ngs is:  

 [certsrv_server] 

Renewal KeyLength=2048 

Renewal Vali di tyPeri od=Years 

Renewal Vali di tyPeri odUni ts=5 

CRLPeri od=Days 

CRLPeri odUni ts=2 

CRL Del taPeri od=Hours 

CRL Del taPeri odUnits=4 

Cl ockSkewMi nut es=20 

LoadDef aul tTe mpl at es=Tr ue 

Al ternat eSi gnat ureAl gori thm=0 

ForceUTF8=0 

Enabl eKeyCounti ng=0 

Not e: All para meters from t he previous exa mpl es are opti onal.  

You can al so use the CAPoli cy.i nf fil e when i nstalli ng AD CS to defi ne 

the f oll owi ng:  

• 
Certifi cati on practice state ment: Descri bes the practi ces that the CA 

uses to i ssue certificates. Thi s i ncl udes the types of certifi cates i ssued, 

i nf or mati on f or i ssui ng, renewi ng, and recoveri ng certificates, and 



ot her detail s about the CA’ s confi gurati on.  

• Obj ect i dentifi er (OI D): I dentifi es a speci fi c obj ect or attri but e.  

• 
CRL publi cati on i nterval s: Defi nes the i nterval bet ween publi cati ons 

f or the base CRL.  

• 

CA renewal setti ngs: Defi nes renewal  setti ngs as f oll ows:  

o 
Key si ze: Defi nes the l engt h of the key pai r used duri ng the root CA 

renewal.  

o 
Certifi cate vali di ty peri od: Defi nes the vali dity peri od f or a root CA 

certifi cate.  

o 
CDP and AI A pat hs: Provi des the pat h used f or root CA install ati ons 

and renewal s.  
 

Once you have creat ed your CAPoli cy.i nf fil e, you must copy it i nto the 

%syste mr oot % f older of your server (for exa mpl e, C: \Wi ndows) bef ore 

you i nstall the AD CS rol e, or bef ore you renew t he CA certifi cate.  

Not e: The CAPoli cy.i nf fil e i s processed f or bot h the root and 

subor di nat e CA i nstall ati ons and renewal s.  

 


