
Enforce settings, 

Block inheritance 

Deny apply group policy 

Child group also called shadow group 

Set security permissions on the group 

-------------------------------- 

You need to make sure that branch office administrators are able to create and manage their own GPOs 

respectively. 

1.  Modify the manageby tab on the OU and add the administrator 

2. Run the delegation wizard (right to link GPO to administrator) 

------------------------------------------ 

 

ADML- Active Directory Multiligual files  

You need to use the French version of Administration templates 

 

 

Each ADML file represents the language you wish to support 

ADMX represent the structure 

 

 



 

 

 

Windows Server 2008 R2 and Windows 7 provide a new set of administrative template files in the ADMX 

format. XML 

 

 

 

Look at auditing in group policy 

Look at security template…..importing the security template to a  gpo …link gpo to OU 



 

 

Create a Gpo to assign application to a particular OU that has computer accounts 

 

 

 

o specify settings for Group Policy slow link detection for computers, use the Group Policy 

slow link detection policy setting in the Computer Configuration\Administrative 

Templates\System\Group Policy item of the Group Policy Object Editor. The unit of 

measurement for connection speed is Kbps. 

To set this for users, use the Group Policy slow link detection policy setting in User 

Configuration\Administrative Templates\System\Group Policy. 



 

 

Look at passwords default 42  (password may have expired if you cannot get in and you are not locked 

out..then change to does not expire 

 

Group Policy preferences, new for the Windows Server 2008 operating system, include more 

than 20 new Group Policy extensions that expand the range of configurable settings within a 

Group Policy object (GPO). These new extensions are included in the Group Policy Management 

Editor window of the Group Policy Management Console (GPMC), under the new Preferences 

item. Examples of the new Group Policy preference extensions include folder options, mapped 

drives, printers, scheduled tasks, services, and Start menu settings.  

Group Policy preferences provide better targeting, through item-level targeting and action 

modes. Additionally, rich user interfaces and standards-based XML configurations provide you 

with more power and flexibility over managed computers when you administer GPOs. 

In addition to providing significantly more coverage, better targeting, and easier management, 

Group Policy preferences enable you to deploy settings to client computers without restricting 

the users from changing the settings. This capability provides you with the flexibility to decide 

which settings to enforce and which settings to not enforce. You can deploy settings that you do 

not want to enforce by using Group Policy preferences. 
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Use Group Policy to Set Your Application and System Log Security 

1. In the Active Directory Sites and Services snap-in or the Active Directory Users and 

Computers snap-in, right-click the object for which you want to set the policy, and then 

click Properties. 

2. Click the Group Policy tab. 

3. If you must create a new policy, click New, and then define the policy's name. Otherwise, 

go to step 5. 

4. Select the policy that you want, and then click Edit. 

 

The Local Group Policy MMC snap-in appears. 

5. Expand Computer Configuration, expand Windows Settings, expand Security 

Settings, expand Local Policies, and then click Security Options. 

6. Double-click Event log: Application log SDDL, type the SDDL string that you want for 

the log security, and then click OK. 

7. Double-click Event log: System log SDDL, type the SDDL string that you want for the 

log security, and then click OK. 

 

 

 

 



 

 

 



 

 

 

WMI filter 



We go out to our Domain Controller and Open Group Policy Management Console and 

select WMI Filters: 

 

The right hand side content area should be blank… 

 

If you r familiar with SQL then this should be really straight forward for ya… 

- Your basically running WMI query but the format is just like a SQL query 

“Select * from Win32_OperatingSystem where Caption = "Microsoft Windows 7 

Enterprise " OR Caption = "Microsoft Windows 7 Professional "” 

Click Ok 

http://myitforum.com/myitforumwp/wp-content/uploads/2012/04/image61.png
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----------------------- 

These are some powerful policy settings that allow you to configure five settings for 

Application, Security, Setup, and System event logs. These categories and their policy settings 

are located under Computer Configuration\Policies\Administrative Templates\Windows 

Components\Event Log Service. 



The Log File Path policy setting, when enabled, allows you to provide a specific location where 

the Event Log service writes its log file. You must provided path and filename when relocating 

where Windows writes the log file. 

Next is the Maximum Log file size policy. When enabled, this policy allows you to specify the 

maximum size of the event log. It supports sizes between one megabyte and two terabytes and 

uses one-kilobyte increments. 

 

Figure 1 Event Log Service Policy Settings 

The next two policy settings are related. The Event Logging service uses the Retain old events 

and Backup log automatically when full policy settings when the event log reaches the 

maximum file size (defaults to 20 MB or the value specified in the Maximum Log size policy 

setting). With the Retain Old Events policy setting enabled, the Event Logging service stops 

writing new events to the event log when the log file reaches or exceeds the maximum value and 

you lose all new events. With this policy setting disabled, new events overwrite old events. 

When you enabling the Backup log automatically when full and the Retain old events policy 

settings, the Event Log service closes the current event log, renames it, and then creates a new 

log. The Backup log automatically when full policy setting works only when you enable 

Retain old events policy setting. 

http://blogs.technet.com/blogfiles/askds/WindowsLiveWriter/EventLoggingpolicysettingsinWindowsServe_9B78/image_2.png


 

Figure 2 Maximum Log Size Policy Setting 

The last setting and one that I think is the most beneficial is the Log Access setting. Enabling 

this setting allows you to enter a security descriptor for the log file. The security descriptor 

controls who can read, write, or clear the event log. You enter the security descriptor using 

Security Definition Description Language (SDDL), which is document on 

MSDN(http://msdn.microsoft.com/library/en-

us/secauthz/security/security_descriptor_string_format.asp). Also, my esteemed colleague Jim 

provides a two-part blog series about SDDL 

(http://blogs.technet.com/askds/archive/2008/04/18/the-security-descriptor-definition-language-

of-love-part-1.aspx and http://blogs.technet.com/askds/archive/2008/05/07/the-security-

descriptor-definition-language-of-love-part-2.aspx).  

Finally, I should mention that these new policy settings have precedence over the older Windows 

Server 2003 and Windows XP security policy setting that manage Event Logs. Both settings can 

exist in the same Group Policy object and apply only to the respective operating systems for the 

policy setting. 

http://msdn.microsoft.com/library/en-us/secauthz/security/security_descriptor_string_format.asp
http://msdn.microsoft.com/library/en-us/secauthz/security/security_descriptor_string_format.asp
http://blogs.technet.com/askds/archive/2008/04/18/the-security-descriptor-definition-language-of-love-part-1.aspx
http://blogs.technet.com/askds/archive/2008/04/18/the-security-descriptor-definition-language-of-love-part-1.aspx
http://blogs.technet.com/askds/archive/2008/05/07/the-security-descriptor-definition-language-of-love-part-2.aspx
http://blogs.technet.com/askds/archive/2008/05/07/the-security-descriptor-definition-language-of-love-part-2.aspx
http://blogs.technet.com/blogfiles/askds/WindowsLiveWriter/EventLoggingpolicysettingsinWindowsServe_9B78/image_4.png


 

These new policy settings for the Event Logging service provide more flexibility and control 

from earlier versions. Using Group Policy to control where event logs are written, how large they 

can grow, how they are preserved, and who can manage them are key to change control and 

security auditing. You can implement these policy settings in your existing Group Policy objects 

and they will not affect operating systems earlier than Windows Vista. 
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