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Select features

Before You Begin
Installation Type

Server Selection

Server Boles

Select one or more features to install on the selected server,

Features

L

P

] OGNL T F PGINTEVVRN R S | TALM ED L W8 T

] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption

[] BitLocker Netwark Unlock
BranchCache (Installed)

Client for NFS (Installed)

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management (Installed)
|15 Hostable Web Core (Installed)

Ink and Handwriting Services (Installed)
[] Internet Printing Client

IP Address Management (IPAM) Server (Installed)jivy

W

DESTIMATION SERVER
WIMN-EG30K0ETQHE server2012.com

Description

IP Address Management (IPAM)
Server provides a central framework
for managing your |P address space
and comesponding infrastructure
servers such as DHCP and DNS,
IPAM supports automated discovery
of infrastructure servers in an Active
Directory forest. IPAM allows you to
manage your dynamic and static
IPv4 and IPvE address space, tracks
IP address utilization trends, and
supports monitoning and
management of DN5 and DHCP
services on your network,

| < Previous || Mext = |

| Install | | Cancel
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s Confirm installation selections
@l Remote Access

Rafnre Yo Ranin To install the following roles, role services, or features on selected server, click Ins
nstaliabeon Type [] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page

been selected automatically. If you do not want to install these optional features,
their check boxes

______

Confirmation NET Framework 4.5 Features

ASP.NET 4.5
WCF Services
TCP Activation
IP Address Management (IPAM) Server

Remote Server Administration Tools
Feature Administration Tools
IP Address Management (IPAM) Client

Role Administration Tools
DHCP Server Tools

Export configuration settings

Specify an alternate source path
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1 Connect to IPAM server 4 Start server di

Select a server to connect to: ar add 4

Mame
WIN-E630KOETQHE.server2012.com

ve data f

Mote: If the required IPAM server is unavailable in the above list, please
close this dialog and add the server to pool of servers managed by this CONFIGU
server manager console and relaunch this dialeg to connect to the server

(8] 4 Cancel P i1 IPA
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1 Connect to IPAM server
Cormected to LON-SVRZ Adstum com
QUX STARO Commeied a5 ADATUM Adm s tator

3 Configure server discovery

4

Start server discovery

SeleCt or agd servers to ma

Retrieve data from managex

MANAGIED NITWORK

IPAM Server Name lon-swr 2 a3atum.com

S

CONFIGURATION SU!

F PAM Communca




Before you begin

Before you begin

Select provisioning method

IP Address Management (IPAM) provides a centralized management, monitoring, and auditing
platform for IP address space and corresponding infrastructure servers on your network. [IPAM
provides this functionality by accessing the following Windows servers:

» DHCP Server

» DNS Server

» Network Policy Server (NPS)

» Active Directory Domain Controller (DC)

You can choose these servers to be managed or unmanaged by IPAM. Managed servers must be
configured with access settings that allow IPAM to remotely manage, monitor or audit them. You
can either configure these settings manually on each server, or IPAM can provision managed
servers automatically using Group Policy Objects (GPOs).

This wizard allows you to choose the manual or Group Policy based provisioning method to
configure required access settings on the managed servers.

IPAM database and custom IPAM security groups will be created on this server, as part of
provisioning. Access rights will be assigned to the database and IPAM tasks and folders.

A The managed server provisioning method cannot be changed after completing this wizard.

Learn more about IP address management



Lonmigure database

Before you begin IPAM can be configured to store data in a Windows Internal Database or in a Microsoft SQL

L Server database. To use 5QL, the database server must be running SOL Server 2008 R2 or later.
Configure database

Select provisioning method Specify the type of PAM database:
® Windows Internal Database (WID)
* Enter the location where IPAM will store the database and log files:

%WlNDm%\kS}'StEFnEE\JPAM\DBta Base Use Default

) Microsoft SQL Server

* Server name;
* Database name:

* Port: 14

Lad
[wy]

v| Create a new schema

@ The database can be migrated from WID to SOL, or its settings modified using Move-
lpamDatabase and Set-lpamDatabase Windows PowerShell crdlets for IPAM Server,

Learn more about the IPAM database

< Previous | | MNext = Apply




Select provisioning method

Before you begin

Select provisioning method

Summary

Managed servers must be configured with settings that allow IPAM to access remote management
functions and event information.

Learn more about access provisioning on managed servers
Select a provisioning method for managed servers:

() Manual

The manual provisioning method requires that you configure the required network shares,
security groups, and firewall rules manually on each managed server.

@® Group Policy Based
The Group Policy based provisioning method requires Group Policy Objects (GPO) to be created
in each domain that you manage with this IPAM server. IPAM will automatically configure
settings on managed servers by adding the server to appropriate GPO. This can be especially
useful in a large network with many managed servers. GPOs that you create must follow naming
conventions used by IPAM, however you can customize the GPO name with a prefix of your
choice. GPO name prefix, should be unique for each IPAM instance running in an AD forest.

GPO name prefix: IPAM

& Create the GPOs in each IPAM managed domain using the IPAM powershell cmdlet ‘Invoke-
IpamGpoProvisioning'.



Summary

Before you begin Confirm the Settings

Select provisioning method
You have selected the Group Policy based provisioning method to configure required access
settings on the managed servers. These settings will be applied on managed servers using the
following GPOs:
» |PAM_DHCP for DHCP servers

« |[PAM_DNS for DNS servers.
« |PAM_DC_NPS for domain controllers and NPS servers.

© Create the GPOs in each IPAM managed domain using the IPAM powershell cmdlet ‘Invoke-
IpamGpoProvisioning'.
Learn more about group policy based provisioning.

IPAM provisioning wizard will also:
» Create IPAM security groups.
» Create IPAM database and configure access.
» Configure access to IPAM tasks and folders.

Click Apply to confirm these settings.

1. The managed server provisioning method cannot be changed after completing this wizard.
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Completion

AN ™
©

Provisioning in progress...



Completion

Completion

& IPAM provisioning completed successfully

The following settings were successfully provisioned:

» Group Policy based provisioning method is used to configure required access settings on
the managed servers. These settings will be applied on managed servers using the
following GPOs:

* |PAM_DHCP for DHCP servers
» |IPAM_DNS for DNS servers.
« |PAM_DC_NPS for domain controllers and NPS servers.

» |PAM security groups created.

« |PAM database created and access configured.

» Access to IPAM tasks and folders configured.

Next steps:

Create the GPOs in each IPAM managed domain using the IPAM powershell cmdlet ‘Invoke-
IpamGpoProvisioning’. Domain Administrator privileges will be required to create the GPOs.
Learn more about group policy based provisioning.
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] SERVER INVENTO..
i IP ADDRESS SPACE 1 Connect to IPAM server 4 Start server discovery
. > P Address Blocks Coomected to LON-SYRZ Adstum.com
b ® Address erve QUK START Cormeied a5 ADATUAD AGm sttt
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b R PAM Secarity Ges
¢ Masaged Domans: b PAM Commrunia

m OMMMIN




Select domains to discover:

Select the server roles to discover:

Domain Domain contraller  DHCP server DMS server

Select the domain that we want to add to the
discovery scope from the drop down box and
click Add

Remove

O ror Group Policy based provisioning, create the GPOs for each domain in the list using the
Windows PowerShell cmdlet "Invoke-lpamGpoProvisioning” on IPAM server,

Learn more about Group Policy based provisioning.

— Details of server discovery schedule

Mext scheduled run tirne: 23/10/2013 17:25:34

A Discovery schedule can be changed by editing \Microsoft\Windows\IPAM
\ServerDiscovery located in the Task Scheduler on the IPAM server with administrator

privileges.




Configuring IP Address Management
t the server roles 10 dacover:

(root domain) Adatum com v | & | &

Doman Domain controller DHCP server DNS server |

check the types of roles to discover [%

Remove

For Group Policy based provisioning create the GPOs for each domain in the list using the
Windows PowerShell cmdlet “Invoke-lpamGpoProvisioning” on IPAM server

Learn more about group poicy based provimonng

Detasls of server duscovery schedule
Next scheduled run time: 9/8/2013 645:50 PM

1 Discovery schedule can be changed by editing \Microsoft\Windows\IPAM\Server\Discovery
located in the Task Scheduler on the IPAM Server with administrative priviliges

Selt
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SERVER INVENTO...

IP ADDRESS SPACE 1 Connect to IPAM server o Stal
IP Address Blocks s e i , Select step 4
IP Address Inve... for the discov.
IP Address Ran.. 2 Provision the IPAM server > Sels

MONITOR AND... LA PRt £
DNS and DHCP... ACTIONS
DHCP Scopes 3 Configure server discover 6 Ret
DNS Zone Moni.. R
T A LEARN MORE

EVENT CATALOG

MANAGED NETWORK

PAM Server Name: lon-svr2.adastum.com

<« i

Managed Domains: adatum.com
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i SERVER INVENTO

i IP ADDRESS SPACE
B IP Address Blocks

IP Address Inve...
IP Address Ran.,,
MONITOR AND
DNS and DHCP..,
DHCP Scopes
DNS Zone Meni...
Server Groups
EVENT CATALOG

Please wait for the completion

—_——

3 in the Task Scheduler, Plests wait for their completion More
Le
-
IPAM server 4  Start server dis &
VERWIDGET I
ol "

verify IPAM acc

6 Retrieve data from managed server

supportserver,widgetlicintemal

widgeticinternal

CONFIGURATION SUMMARY

#' Access Prowsioning Method
[5] PAM Scheduled Tasks

B¢ 1PAM Secunty Groups

#' PAM Communication Settings

© Learn more stout IPAN provisiomng




Overview Task Details and Notifications

All Tasks | | total

Filter @) -

Status  Task Nome

IPAM ServeiDecovery tack

|

Status  Notibcation Time ;hmp




Overview Task Details and Notifications
AN Tasks | 1 total
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SERVER INVENTO..
IP ADDRESS SPACE
IP Address Blocks
IP Address Inve...
IP Address Ran...
MONITOR AND...
DNS and DHCP...
DHCP Scopes
DNS Zone Moni...
Server Groups
EVENT CATALOG

3 64644 PM. Next data collection 15 on: 9/8/2013 &45:50 PM. Please refresh to update the vie

IPAM server 4 Start server giscovery
ATUMNAGmnstrat

1@ IPAM server © sclect or add servpm to manage ;

- .
‘DA‘r‘J\, \P:~of~:_,.-

erver discovery 6 Retrieve data from managed servers
g1
CONFIGURATION SUMMARY
lon-svr2.adatum.com > I} Access Prowisioning Method
(5] 1PAM Scheduled Tasks
> @ IPAM Security Groups
adatum com » I} PAM Communication Settings

© Learn moce about IPAM ProVILIONING
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SERVER INVENTO..
| serverinvento_ I :

i IP ADDRESS SPACE
L IP Address Blocks Recommended Action Manageabiity Status  IPAM Access Status  Server Name |
o IP Address Inve...
IP Address Ran...
MONITOR AND...
DNS and DHCP...
DHCP Scopes
DNS Zone Moni...

b Set Manageabity Status Unspecéied Blocked lon-swrl i

A Set Manageabiltty Status Unipecieed

!..E

Set Manageability Status with a warning sign.
Server Groups And showing up as Blocked. We now need to
EVENT CATALOG unblock the server so that it can be managed.

Managed Serv... P

Right Click the server and select Edit Server.

< "
Unmanaged S.. P
e Details View
Managed Serv... » lon-del
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*BPS C:\Users\admmstrator.ADATUM> Invoke-IpamGpoProvisioning -Domain Adatum.com -GpoPrefixN\
Svr2.adatum. com

Invoke-IpamGpoProvisioning -Domain contoso.com
-GpoPrefixName IPAM -IpamServerFgdn ipam.contoso.com
-DomainController orange-dc.contoso.com
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Provisioning IPAM ...
validating parameters ...

Confirm
he Invoke-IpamGpoProvisioning cmdlet crea
parameter, for provisioning IPAM access se

tes and 1inks three Group Policy Objects in the ¢
ttings on the servers that are managed by IPAM. T
for IPAM. The value of GpoPrefixName must be the
3

domain wide DNS ACL to enable read access

he IPAM provisioning wizard when selecting the option of Group Policy Based prowvisioning.
action?

[¥] Yes [N] No [S] Suspend [?] Help (default 15 "Y"): y
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SERVER |

Prowvide server details and other custom field mapping detads:

‘ b s Server Name |
- : A
io Basic configurations & lon-svrl :
T = =

d *  Server name (FQDN) lon-d¢ 1.adstumcom Verrty

DHCP z W OC

ONS 2 Server type | DNS server

| DHCP server
Senvar || NPS server

Manageabiity status Managed -




i SERVER INVENTO. : : e
5 0(. p :! - “ hd

(F IP ADDRESS SPACE
"o IP Address Blocks Recommended Action Manageabilty Status  IPAM Access Status  Server Name |
o IP Address Inve...

A Set Manageabiitty Status Unspeafed

m IP Address Ran... © Unbilock IPAM Access Mmagﬁ Blocked lon-de) !

al MONITOR AND...
DNS and DHCP...
DHCP Scopes
DNS Zone Moni...
Server Groups
EVENT CATALOG

4
Managed Serv... P : =
Unmanaged S.. D

A Details View
Managed Serv... b lon-svr)

Unmanaged S... P Detads
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4 IoN-DCT A S

/Craatelirectory¥artition Create a directory partition

/Do leotePirvectoryPartition e lote a directory partition

/EnliztDirvectory¥Fartition Add DNE zerver to partition replication zcope

AUnenliztPirectoryfartition Ronove DNE zerver fron replication zcope

/CroatoBuiltinPirectoryfartitions Create Built-in partitions

/ExgportSettings OQutput zsettings to PnsSettings.txt in the DNE ze
rver databaze directory

7T LineS ign Offline zsigning zone files, including key genera
fon/de letion

ZEnunTruztPoints Pizplay active refrezh information for all trust
points

MRetiveRolfrosMiliTrustPoints Porforn an active refrezh on all trust points
v

/BotrievelootTrustAinchors Eatrieve root trust anchors via HITFS

Command Farameters!
MnzCad <CommandMNarne > 7 For delp info on specific Command
In future verzions of Vindowva, Microsoft night remove dnzscnd.oxe.

If you currently uze dnzcnd.oxe to configure and manage the DNE zerver.
icrozoft recommands that you tranzition to VNindows FowerShell.

o viev a lizt of commands for DNS zerver management, type

Cat~Command ~Module PnzServer™ at the Vindows r..wr::srxi prompt. Additional
information about Vindowz Fowverfbhell commandz for DNE iz available at
ttpli/7go.nicrosoft .conviulink Thinkld~21727.

IN\Uzerzs\Adniniztratorddnzcnd lon-dcl sconfig Zenableglobalnameszszupgort 1
Rogistry property enableglobalnameszsupgort succeszsfully reset.

command completed succeszzfully.

siNUseras\Adninizstratordnzcnd lon~deol /Zoneadd ClobalNames /DaPrinary /¢ /fTores

NS Server lon-dcl created zone ClobalNanes!

command conpleted szucces ‘.l‘ull-,'.k

SiNUzerasN\Adninizstratorigpupdate /fTorce
Jpdating policy...
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l SERVER INVENTO_ o Discovered servers are based on: 9/7/2013 707:54 PM. Next data collection i on: 9/
i IP ADDRESS SPACE
L IP Address Blocks

-~
o IP Address Inve... Recommended Action Manageabiity Status  IPAM Access Status  Server Name |

IP Address Ran... V' IPAM Access Unblocked Managed

ol MONITOR AND... i Set Manageabday Status Unspecfed Blo

DNS and DHCP... | ,"‘NQ{:':“{D!"_
Refresh Access Staty

DHCP Scopes

DNS Zone Moni...

Server Groups
EVENT CATALOG

4
Managed Serv... » L( =
Unmanaged S.. D

i Details View
Managed Serv... » lon-de

y

Unmanaged S... )
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r SERVER INVENTO... .
3 'n the Task Scheduler. Please wait for thewr completion.
i IP ADDRESS SPACE
"8 P IPAddressBlocks  |pAM server 4 Start server discovery
io IP Address Inve... N-SVR2 Adatun
IP Address Ran... i
a MONITOR AND... e IPAM server > Select or add servers to manage ar
DNS and DHCP... e Camtan s
DHCP Scopes
N Moni... ; :
VRS £on e erver discovery 6 Retrieve data from managed servers
Server Groups 4
EVENT CATALOG 13

CONFIGURATION SUMMARY

lon-svr2.adstum.com ' Access Provisioning Method
(5] 1PAM Scheduled Tasks
8 1PAM Security Groups
adatumiom

¥ IPAM Communication Settings
© Learn more about IPAM PrOVISIONING










