Managing Trust Relations

Managing Trust Relationships

1. Open the Active Directory Domains And Trusts administrative tool by clicking Start »
Administrative Tools » Active Directory Domains And Trusts.

2. Right-click the name of a domain and select Properties.

5. Tocreate a new trust relationship, click the New Trust button on the Trusts tab. The New
Trust Wizard appears. Click Next to proceed with the wizard.

6. Onthe Trust Name page, you are prompted for the name of the domain with which the
trust should be created. Enter the name of the domain and click Mext.
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On the Trust Type page, youwould normally choose the Trust With A Windows Domain

option if you know that the other domain uses a Windows domain controller. In order to

continue with this exercise {(without requiring access to another domainl, it is important

to choose the Realm Trust option. This selection allows you to walk through the process

of creating a trust relationship without needing an untrusted domain in the Active Direc-
tory environment. Click Next when you are done.
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On the Transitivity Of Trust page, you choose whether the trust is transitive or intransi-
tive. Choose the Nontransitive option and click Next to continue.
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9. On the Direction Of Trust page, you select the direction of the trust. If you want both
domains to trust each other, you select the two-way option. Otherwise you select either
One-Way: Incoming or One-Way: Outgoing, depending on where the affected users are
located. For the sake of this exercise, choose One-Way: Incoming and then click Next.
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10. On the Trust Password page, you need to specify a password that should be used to
administer the trust. Type P@ssword and confirm it. Note that if there iz an existing trust
relationship between the domains, the passwords must match. Click Next to continue.
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11.

MNow you see the Trust Selections Complete page that recaps the selections you have
made. Because this is an exercise, you don't actually want to establish this trust. Click

Cancel to cancel the wizard without saving the changes.
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12. Exit the trust properties for the domain by clicking Cancel.

To Enable Selective Authentication

1.
2.

In the console tree, right-click the name of a domain and select Properties.

Select the Trusts tab. Under either Domains Trusted By This Domain (Cutgoing Trusts)
or Domains That Trust This Domain (Incoming Trusts), click the forest trust that you want
to administer, and then click Properties.

On the Authentication tab, click Selective Authentication, and then click OK.




