Monitoring Network traffic Section one

This topic covers the following points:
1. Network Monitor

2. Working with network captures
3. Configuring capture filters
4. Configuring display filters

5. Configuring triggers and parsers
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= Microsoft Network Monitor - [Local Area Connection Capture Win
@ File Capture Tools Options ‘Window Help
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Metwork Monitor uses an amount of
RAM as its capture buffer.

When you instruct Network Monitor to
start capturing frames to and from a
computer, it copies any frame of data
seen on the Metwork Interface Card
(MIC) of that computer, and places it in
the buffer, Once you end the capture
process, you can use the varietly of

Metwork Monitor filters and triggers to -
analyze the buffered data. e
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J administrator is o diagnose hardware

There are two versions of Network Monitor:
* Windows Server 2003

* SMS version J
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. This version of Network monilar is E

inzstalled with the Windows Server 2003
operating system.

This version contains a subset of features
that are available in the full version, and
only allows you o capture traffic sent to or
from the machine it is installed on.

Metwork Monitor is a network analyzer
that captures frames of raw data that are
transmitted and received on a computer,
It also displays fillered frames and edils
captured frames.

Once these frames have been captured,
Metwork Monitor decodes them, and
provides information about the frame,
such as the

& ype of packet

& spurce and destination address

# data contained in packet

SMS version

The SMS version of Metwork Monitor is E
part of the Microsoft Systems Management
Server (SMS) product,

This version allows you to capture data
from remote machines and also to capture
all network traffic on a network segment
UsiNg Promiscuous mode.



Monitoring Network traffic Section one

_ Microsoft Metwork Monitor - [Local Area Connection Capture Windo
What are the functions of the Netwaork Monitor shipped

with Windows Server 20037

[}(\ Captures raw network traffic to and
from the machine on which it's installed

@ Caplures traffic from remaole

machines

D‘l: Provides filters
B> Provides statistical data

Metwork Monitor captures raw network traffic and
provides statistical data and filters.

Suppose you are the systems administralor for
a global haulage company called Interswift.
The company has offices in Mew York, and
Seattle and Chicago, with a European branch
in London. You work in the Interswift
headquarters in New York.

The Interswift company network has been
experiencing network connectivity problems,
Some staff in the Sales department have not
been able to access the Sales server. You
have already installed Metwork Monitor on the
server to diagnose the problem.

Select Start - Administrative Tools - Network
Monitor fo open the monitor,

The Metwork Monitor loolbar has bultons
that you use to open and save capture files,
and toggle the various viewing panes.

?Eile Capture  Tools Options Window  Help
i@ EEEE@ ﬂ S 0 e e
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Capture button =

ou click the Open Capture File button
to open and view a capture (.cap) file,

File Savae As buttonEl

You click the File Save As button to save
captured data in a file 50 you can view in
Metwork Monitor at a later time. You can
also save a capture or display filter that yo
have set up, and save frame data to a text
file, which you can later print.

=
Toggle buttonl:

You click the Toggle Graph Pane button [
to toggle the Graph pane on and off,

[ TP TP

Toggele Total Statistics Pane button;I

You click the Toggle Total Statistics
Pane button to toggle the Toggle Total
Statistics Pane on and off,

Togele Session Statistics Pane=

¥ou click the Teggle Session Statistics
Pane button to toggle the Toggle Session
Statistics on and off.




Monitoring Network traffic Section one

Toggle Station Statistics"—.'

ou click the Teggle Station Statistics
Pane button to toggle the Toggle Station
Statistics Pane on and off.

Zoom buttongl

You click the Zoom Pane button to obtain
a larger view of the pane,

You use the remaining buttons in the Network
Maonitor toolbar to edit capture filters, to start,
pause, and stop captures, and to view the
captured data.

2 LCapture Toolz Options “Window Help

il EEEEQEI = k2|

rozoft Metwork Monitor - [Local Area Connection Capture Wing

wark tilization:
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] 100
Per Secand:
]
i 100

casts Per Second:

k Addiess 1]1-+2]1<-2|Network dddress 2]

Ire

Edit capture filter?'

You click the Edit Capture Filter button to
specify the protocols for Metwork Monitor
o capture while your caplure filter runs.

SAP or ETYPE protocols can be filtered in
the capture filter.

Start Capture —2—

You click the Start Capture button to start |
capturing network data frames,

Pause Continue buttonﬂ

You click the Pause/Continue Capture |
button once to pause the capturing process
and then you click it again o continue
capturing network data frames.

Stop Capture button—

ou click the Stop Capture bution to stop
capturing network data frames,

Network Monitor is comprised of four
panes:

Z Metwork Utilization:

0 i
Frames Per Second:

0 i
Butes Per Second:
[

Graph pane

0 1]

Broadcasts Per Second:

MHetwork Address 1 | 1 -->2| 1 <--2| MHetwork, Address 2|

Session statistics pane

4l

-]
D # Framesz in B

Time Elapged: 00:00:00.000

1]

5

—Metwork Statisti
# Frames: 0
# Broadcasts
# Multicasts: 0
# Bytez: 0
# Framesz Cirop|

Metwark Statu total statistics pane

—Captured Stati
# Frames 0

# Frames lost
# Bytes: 0

# Bytes in Buffer: 0
% Buffer Utilized: 0

lLI # Frames Dropped: 0
e

Mebwark Addressl Frames Sentl Frames Hcvdl Butes Senll Bytes Hcvdl Directed Frames SenllMuIlicasls Senll Broadcasts Sentl

station statistics frame
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Graph Pane

The Graph pane is on the upper-left corn EFE

of Network Manitor. It displays the current

total capture statistics from the accumulated

data in the form of bar graphs.

Session statistics pane

The Session Statislics pane is on the lefi- |Z

hand side of Metwork Monitor beneath the
Graph pane, It displays the informafion
collecled about captured conneclions during
the current capture session.

Source addresses, deslination address, and
amounts of data exchanged are displayed.
This pane is continuously updated during
the capture process.

=

Station statistics

The Siation Statistics frame is at the E
bottom of Metwork Monitor, and displays
information about the computer's activity

an the network.

Total statistics pane

The Tolal Statistics pane is on the right- E

hand side of Network Monitor. It displays a
summary of inbound and outbound traffic on
the computer.

Statistics shown include number of unicast,
broadcast, and multicast frames, and the
amount of data contained in the buffer. This
pane is continuously updated during the
capture process.

Microzoft Hetwork Monitor - [Local Area Connection Capture Window [Graph]]

§Eile Capture  Toolz Option:  Window  Help

el iPEEQ 3l bl = 2]

# Mebwark | flization:
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I I
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[

]
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I I
Broadcasts Per Second:

]
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# Frames Dropped: 0
Metwork Status:

—LCaptured Statiztic

detwark Address 1 | 1 -->2| 1 <--2| MHetwork Address 2|

al

|

B Frames: O

# Frames in Buffer: 0

# Frames lozt when bulfer excesded: 0
# Butesz: 0

# Bytes in Buffer: 0

% Buffer Utilized: 0

# Frames Dropped: 0

Mow suppose you wanl lo capture some
network frames.
Time Elapzed:
—Metwork, 5 tatistic

# Frames:

H#Bioadcas To do this, select Capture - Start.

# Multicash

# Bytes: 0
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i Metw
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C——  Addiesszes..

o Buffer Settings..

Broadc:  Filter... Fa
| m— Hetworks. ..
M etwark, Irigge[m

Dedicated Capture bode

% Metwork Utiization: | Time Elapsed: DDEDI;I:DS.SD4242
[ . Metwork Statistics
0 0 100 # Frames; 39

The caplure process commences, a
Frames Per Second: & Bme!dcasts: 3 variety of information is displayed in
L L ' # Multicasts: 0 the panes of Network Monitor,
0 g 100 # Bytes: 6517
Buytes Per Second: # Frames Dropped: 0 |
ID i 115?2' Metwork Status: Mormal

Broadcastz Per Second:

I ! Captured Statistics

# Frames; 39
# Frames in Buffer: 33

Metwork Address 1[1-x2|14--2 | Metwork Address 2

o | K

1 ".&DC&ST # Frames lost when buffer exceeded: 0
1 |_||_.e-.L # Bytes: 6517
1 BROADCAST # Bytes in Buffer 6517

LOCAL 1 "BROADCAST

% Buffer Utilized: 0

| 'J # Frames Dropped: 0

Metwiork Address |Frames Sent | Frames Fovd | Bytes Sent | Bytes Revd|Directed Frames Sent | Multicasts Sent|Broadcasts Sent
"BROADCAST |0 3 1] 603 1] 1] 1]

KYE SY076374 |19 18 2933 307 18 a 1
Lans TE1D37 1 1
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Microzoft Hetwork Monitor - [Local Area Connection Capture Window [Graph]]

?Eile Capture  Tools Options  Window Help

S F={ 0 - |(m;| (r‘u"'l Ql
T T TG

%MNetw  Stop and Wiew Shift+F11 N e
Pause Fa —————— || Network St
i Continue Shiftea g # Frames: 4 You want to stop capturing the frames,
“rames —— #Broadeai so you select Capture - Stop.
DreplaviEapturediata; Bl | —| # Multicast
L Clear Statighics 100 # Bytes: 6517
# Framez Dropped: 0
Selelizia Metwork Status: Momal
Biffen Setinas.. 11572
Eilter. 8 || —Captured Statistic
Wetworks, . — # Frames: 39
Arigger.. |_l # Framesz in Buffer: 39
: = # Frames lost when buffer exceedad: 0
Dedicated Capture Mode # Bytes 6517
43NS TETDSYE [T EROADCAST # Bytes in Buffer. 6517
JCAL L “BROALCAST % Bulfer Utiized: 0
J _ILI # Frames Dropped: 0
»

To stop the caplure process, you can
also press the Stop Capture button or
press F11,

rozoft Hetwork Monitor - [Local Area Connection Capture Window [Graph]]

le | Capture Tools Options: Window Help

= Start F10 N = e e Mow that you have captured this information,
=i Eop EH —l_l —l_l - you need to view it.
ww Stop and Yiew Shift+F11 _||Time Elapsed:
- Fa — | s
Cantinue ShiftsFa ey st d

#Bmadeai To do this, select Capture - Display

ay Captured D ata ':I # Multicas Captured Data.

[Ele 2 Statishts 100 # Bytes: 69
z P # Frames Dropped: 0
—  Addiesses... 1 Mebwork, Status: Mormal
Buffer Settings. .. 1572
dt Filter.. Fg || —Captured Statistic:
= Mebworks.. ——————— # Frames: 33
% Trigger... |_l 1 Frames in Buffer: 39

# Frames lost when buffer exceeded: D
# Bptes: BR17

# Butes in Buffer, BR17

% Buffer Utilized: 0

. 'LI # Frames Dropped: 0

Dedizated Capture Mode
TE1D374 |1 *BROADCAST
L 1 *BROADCAST
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Microsoft Network Monitor - [Capture: & [Summary]]

5l File Edit Displap Tools Option:  Window Help

= | & |BE gl [EeEla 1] vlw sl 5 2

Frame I Time I Src MAC Addr I D=t MaC Addr I Protocol I Description

1 c DT ADD: I

z 2.615199%  KYE SYOZA95E *BROADCAST ARP_PAEP ARP: Becuest, Target IP: 192.18%.1.201
] 7.79lz04 ETE SY023A9EE LOCAL nr Zrc Port: Network Time Protocol (12331 ;
4 7.801lE1l% LOCAL EYE EYOZ2A%EE UDP Src Port: Network Time Protocol (1E3);
g FO.2E3137 LANS T21D374 LOCAL SME C echo, Bepeat 1 times

& Z0.2E9132 LOCAL LAN: e § =1

7 20.369290 LANS TslD374 Loc. The Frame Viewer window displays allthe & ..., len: 0, seq:2
2 Zz. 732688 KEYE 3Y07s374 LoOC. captured frames, and provides statistical rk Time Protocol (123);
Q ZZ.72E688 LOCAL EYE information about each frame — its source vk Time Protocol (LE3);
10 37.734260 LOCAL EYE and destination address, network type, lime call 0xdd  opnum
11 37.734Z60 KYE 2Y076374 LOC. of capture, and protocol in use. e: call 0xd4d  conte
1z 37.734760 HYE 8Y076274 LOCaw Ao Y Y S e - call Oxdd  opnum
13 37.764303 LOCAL ETE 5Y076374 MERPC cfo BPC Response: call Oxd4d4  conte
14 37.854432 LOCAL KYE S¥076374 TCP Comtrol Bits: _A...., len: 0, seg:4
1k 37.884476 KYE 2Y076374 LOCAL TCP Contrel Bits: .A...., len: 0, seg:3
1& 40702536 LANSE TE21D374 LOCAL uLp Src Port: Network Time Protocol (1E3);
17 40. 718551 LOCAL LANS T21D374 TP 2rc Port: Network Time Protocol (123);
K= 44 343764 KYE SYOZASEE *ELOADCAST EROWSER  Get Backup List Dequest [0x03]

To see the full contents of an individual
frame, you double-click it.

In this case, you double-click the first frame.

Microsoft Hetwork Monitor - [Capture: b [Summary]]
I3 File Edit Display Tools Options ‘window Help

=|d| Ve gl [FEEQ] ¥ 1] ¥l 8w 5

|Src MAC Addr |Dst MAC Addr |Pr0t0col |Description

The full contents of an individual frame are
displayed in three panes.

Frame |Time

1 05& E *B o[
z 3.615199 KYE SYO3RI5E *BROADCAST ARP: Redues _
2 7.791204  KYE SYOZASEE LOCAL g The Summary Pane displays the listof %]
4 7.80lzlg  LOCAL EYE SYOZRIEE UDFP & all captured frames. You can use a filter
£ Z0_25%13%Z LANS TE21D374 LOCAL SME o : .
n this | i in fr ;
5 £0.253132 LOCAL LANS TSlD374 SME on this list to isclate certain frames

al |

The Detall Pane shows information E
about the frame that is currently selected
in the Summary Pane.

g§LRD DADE:

The Hexadecimal Pane contains two E
zo0 21 wiews — the aclual dala expressed in
hexadecimal format, and the alphanumeric
ASCI version of the frame.

moooooo
moooolo
moooozo
moooozn

oo
o
z0

oo
co
z0

ao
ao
20

o0&
oo
z0

z0 z0
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Microsoft Network Monitor - [Capture: 6 [Summary]]

# File Edit Display Toolks Option: Window Help

Open... J _I I_I_I__I + | F'S | ?l@l Mlmllml _I TC_I close the Frame Viewer window, you

g
= Savefs. click File - Close. L
X T | -o MAC Addr I D=t MAC Addr I Protocol I Description
l ; S *B RO, LRP RARP LRP: quest, Target IP: 19z.1 .
Bint... EYE SY03A2EE *EROADCAZT ADP_ DALRP ARP: Request Target IP: 15Z_168.1.E01
Evit EYE 5Y03A2EE LOCAL uDe Srec Port: Network Time Protoceol (123); Dst ...
=k LOCAL KEYE 2¥032435E UDP Src Port: Network Time Protocol (123); Dst ...
Z0.2E8913F LANS T21D374 LOCAL SME C echo, Repeat 1 times
Z0.2E913F LOCAL LaNs T21D374 SME B echo, Besponse § = 1

] FRAME: Base frame properties
]ETHEEMET: EType = ARP
[EADD DARP: ARP: Request,

aululuyuluju}
1oooolo 02 00 06 04 OO0 01 OO0 CO DF
[[nlalalul-dulCIC OO0 OO0 OO0 OO0 00 CO &8 0Ol 20 Z0

1nooo030  z0 Z0 20 20 EZ0 20 EO OZ0 20

And you return to the main Network
Monitor window,

Microsoft Network Monitor - [Local Area Connection Capture Window [Graph]]
? Fil= Capture Tool: Option:  Window  Help

B”'lnl EEEEQI il > | " | a |6r0;| gunl '}l You Fan configure the way in which Network

Monitor captures and stores data.

& Mebwork Ltilization: = Iz Zlspazat

L ] —Metwork 30 Network moniter can caplure only data sent

] 0 100 # Frames: ] g and from the machine it is installed on.
Frames Per Second: #Broadeas You can set up a capture filter to capture
[ I ] B Multicast) only traffic sent from a specific computer.
1 1] 100 # Bytes: BY

Buytes Per Secand: # Frames Dropped:; 0

[ 1
0 0 11572

Broadcasts Per Second:

Metwork Status: Mormnal

—Captured Statistic

LI L = # Frames: 39

detwork Address 1(1-»2(1<--2|MNetwark Address 2 | # Frames in Bulfer; 39

B SYO7EZVE |1 ﬁDD’"‘-ST = # Frames lost when buffer excesded: 0
g 4 1 LOCAL # Bytes: 6517

ANSTEIDITY 1 ‘BEROADCAST # Bytes in Buffer; 517

acaL 1 “BROADCAST % Bulfer Utiized: 0

,ﬂ # Frames Dropped: 0
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rosoft Metwork Monitor - [Local Area Connection Capture Window [Graph]]

le | Capture Toolz Options ‘Window Help

= Start F10 ) Suppose that you, as the systems administrator
=0 Sop B _l_l —I—I : for Interswift, want to limit the traffic captured to
b Stoparnd Wiew Shiitt+ =1 = ||Time Elapsed: | on1y the transmissions between the Sales
= = —— || Metwork S department server and a workstation in the
Eamtirme Shift+ES 100 #Frames: ] sales department.
a3 # Broadca
—  Display Captured Data F12 I # Multicast| You can use caplure filters to isolale different
[Elean Statistics 100 # Bytes: B9 types of data transmitted to and from the sales
iP # Framez [0 server on the Interswift network. To do this, you
—  Addesses.. :I‘I‘IE?.? Metwark S§ - must specify a filter,
Buffer Settings. ..
= | e ———
= Metworks... # Frames:
% Trigger . |_l # Frames i Select Capture - Filter.
= # F | T TICTT DUMET AT TTTOETI LT
m Dedicated Capture Mode # E;E:::SEE 7
TED34 1 LI ‘ # Bytes in Buffer: 6517
- ! BROADCAST % Bulfer Utiized: 0

_ILI # Frames Dropped: 0
F

Microzoft Metwork Monitor - [Local Area Connection Capture Window [Graph]]

Microsoft Hetwork Monitor E

- Far secunty reazans, Windows Server 2003 family's Hetwark, Monitar captures anly
\!}) netwark, traffic [framesz] sent to or from the local computer, including broadzast and
multicast frames. To capture frames zent to or from any computer an the network, uze the
verzion of Mebwork, Monitor included with Syztems Management 5 erver.

H.904242

=
L
E

i

F

C

C

H DS DT T
# Frames Dropped: 0
Metwork, Statuz: Mormal

IB'l'ItES SELEEE The Microsoft Network Monitor message box

1] informs you that only the frames sent to and
from the local computer can be captured.

Broadcasts Per Second

—Captured Statistic

= = # Frames: 39
Metwork Address 1)1--+2|1<--2 [Network Address 2 |_‘ # Frammes in Buffer: 39
YE Sv076374 BROADCAST = # Frarnes lost when buffer exceeded: O

# Bytes: BR17F

:BHD&D CAST # Bytes in Buffer. 6517
BROADCAST 3 Buffer Utilized: 0

LAMS TE1D374
LOCAL

_ILI # Frammes Dropped: 0
] 3

You click OK to close the message.
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Microzoft Hetwork Monitor - [Local Area Connection Capture Window [Graph]]

— Add

Addrezs...

i

Batter...

In the Capture filler dialog box, the
filters are displayed in a tree grouping.
The default filter is SAP/ETYPE.,

— Inzert

You want to take captures of traffic
between two computers, so you need
lo specify their addresses.

To do this, select the Address Pairs
node, and click the Address button. _'I

B

it

[Eelete

LLL

|; EE§|§||nm SFm ST S s IIE‘ |@3

| =
I—
o
-

Save.. | Cancel | Help |

apture Filter

Address Expression The Address Expression dialog box

allows you to include or exclude the
" Exclude traffic between network stations in a
Station 1 Direction Statian 2 caplure.
xNamE fueldicts ! xName G In this case, you want to capture
AMY GROUP a AMY
"BROADCAST FFFFFFFFFFFF sa My GROLP frames belwaenj the Sales Server and
*METBIOS Multicast | 030000000001 "BROADCAST FFFFFFFFFFF| Sales Workstation 1.
LOCAL 00CO26E1D 374 "METBIOS Multicast | 03000000000
MWY-F502 127.0.0.1 LOCAL O0C02681D 374
[yver 5 il MY-FS02
"By RAS Address Q0000 Sales Server

I [

Edit Addreszes...

Cancel |

Select Sales Server in the Station 1
list, select Sales Workstation 1 in the
Station 2 list, and click OK.

L]

=

Help |

10
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Capture Filter

SAP/ETYPE =Any SAF or dnp ETYPE
[Address Pairz)

[FPattern Matches)

INCLUDE Sales Server [IP] <> Sales Waorkstation 1 [IP]

Address Pairs node.

You return o the Caplure Filter dialog box,

The filter you added is displayed under the

[EH [

Load... | Save.. |

L
C
C
F
C
C
E
C
C
E

L

e

K

L

LT

Y

To confirm the addition you click OK

e

—Add

Eatter.. |

— Inzert

Cancel | Help

You are returned to the Network Monitor Window.

Suppose you are the systems administrator
for Interswift. ou are experiencing some
network connectivity problems between an
Interswift (NY-FS01) DC, and a server in the
Mew York domain (MNY-FS02).

You have opened Metwork Monitor to see if
you can diagnose the problem, and have
accessed the Capture Filter dialog box.

To set up a filter that captures frames
between NY-F501, and NY-F302, you select
the Address Pairs node in the Capiure Filter
dialog box, and click the Address button in
the Add section. In the Add Expression dialog
box, you select NY-FS01 in the Station 1 list,
and select NY-FS02 in the Station 2 lisL.
Finally, you click QK twice.

In addition to filkering which data o capture,
you can also filter the information displayed
in the viewing pane.

You use display filters to filter captured data.

Like capture filters, they isolate specific types
of Information, but unlike capture filters, they

filter data that has already been captured.

Suppose that you are Irying lo diagnose a
problem between a user's workstalion and a
weh server. You have captured traffic between
the workstation and the server for the period
of time the user was atternpting o access a
web page on the server,

You want to filter the captured data so that
anly data relevant to web browsing is shown.

j EycEi= e e O, ==q. 95563 - -

To configure a display filter, select
Display - Filter.

|_ra=p=rrr o g T AL TR AT - .

11
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" Microsoft Network Monitor - [Capture: 4 [Summary]] ~Microsoft Network Monitor - [Capture: 4 [Summary]]
J5 File Edit | Display Tools DOptions ‘window Help J| Dizplay Filter
D’Ml | ‘;% ﬂe:-ct.Flame Chrl+Down i o d ~Add

m oy DO Cocn |
Frame | Tim (g To Frame.. F5 ] =
R . S
- " Find Nest Frame... Al+F3 o e
3 5.4 HepeatFnd Hest Erame E3 1 AND |
4 5.4 Hepeat Find Erevious Frame: Stift+ES o1 The Display Filter dialog box, like the -
5 5.5 |, : Caplure Filter dialog box, contains filters —l_
& 5.5 : displayed in a tree grouping.
2 .5 Disable Filer F7 : vay groueing wor |
g E.E 1

- ; it Expression...
10 5.5 FindAlNames 1 To configure the filter, select the E—l
11 5.5 Ho1 Protocol == Any naode, and click the Delete
1z E. & Cal H Expression bullon. :
13 5. 5| IR 4 Ling |
14 .5 Options.. .
15 E.E578021 KYE SYO76374 LOCAL 1 Branch |
18 £.E78021  LOCAL EYE 2Y076374 1 m |
17 £ R7AN?1  EYR SVATAATA  LAMAT 1 | :

E wpressian _
SANY <os B In the EIDFESSID!'I If.hﬁlf::ug box, there are
three tabs containing items you can
e : filter — Address, Protocol, and Property.
[AddressT Protacal TF‘ru:upert_l,l ] pery
Station 1 Direction  Station 2
M ame Address m M ame
-

o

*BROADCAST FFFFFFFFFFFF *BROADCAST FFFFFFFFFFFF
*METBIOS Multicast (020000000001 "METBIOS Multicast | 030000000001
LOCAL DOCOZEVE45E 4 LOCAL DOCOZE¥E45E4
Mv-FS0 192.168.1.200 h-FS 0 192168.1.200
My-FS01 127.0.01 r-FS0 127.001
MY-F502 192.168.1.201 MY-FS02 192.168.1.20
My'-F503 192.168.1.202 hY-FS03 192168.1.202

KV 2zl RT— 2zl

12
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" Microzoft Network Monitor - [Capture: 4 [Summary]]

Expression
E xprezsion
Y - TERY 3
You want to filter the HTTP protocol, so

you click the Protocol tab.

[ Protacal ] Property ]
Station 1 Direction  Statian 2
Mame Address m tame Address

ol |

*BROADCAST FFFFFFFFFFFF "BROADCAST FFFFFFFFFFFF
*METEIOS Multicazt (030000000007 "METEIOS Multicast 030000000007
LOCAL OOCOZE7E45E 4 LOCAL OOCO2EYE45E 4
My-FSOT 192.168.1.200 M-FSO 1592 168.1.200
My-FS01 127.0.01 -FS01 127.0.01
My-FS02 192.168.1.200 MY-FSO2 192.168.1.201
Mv-FSO03 192.168.1.202 Mv-FSO03 1592 168.1. 202
R0 k4 R |

In the Protocol tabbed page, an Enabled
Protocols list displays all the protocols
that can be filtered.

But you want to filter for the HTTP
protocol anly,

iest 13

To do this, click Disable All, scroll down
in the Disabled Protocols list, select
HTTP, and click Enable,

T T
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HPrESEIon

Pratocol == Mane

&ddrezz | Protocol (F‘rnpert}l 1

Enabled Protocols

M amme | Description U

Dizable

Enable

Digable Al

E nable Al

e

KN —

XpIession

E xprezsion

i [

Dizabled Protocaolz

M amne
FTF:
GEMA:
GEMERIC:
GRE:

ICMPE:
ICHMP:
IGMP:
IP/1394:
IPE:

[P

KN —

D eszcription

Internet's FT
Generic Eve
Metwark, kMo
aeneric Fol
[nternet's H

ICHPE RFI
[nternets [C1
[nternet’'s |G
IF ower 133:
[P+ RFCs 1
[Hternet’s P

Protocol == HTTR

Addrezz | Protocol (F‘mpert_l,l ]

Enabled Pratocalz

Dizabled Pratocals

4 4

JJ Enatle &I |:EF:

M ame Dezcrption | Diizable | Mame
HTTF: Intermet's HT TP [Hyuper FTF:
| | GEMA:
: GEMERIC:
) GRE:
HTTP is now listed in the Enabled ICPE:
Protocols list of the Expression dialog box. ICMPF:
bl A4 IGMP:
IP/41394:

[PCP:

Generic Event Motifica
Metwork, Monitars GEM
Genernc Bouting Encar
ICkPvE RFCs 1885 a
Internet's ICMP [Intermne
Internet's IGMP (Intern
[P ower 13594 [Firewire]
IPwE RFCs 1883 and 1
Internet's [P [Intemet P
Internet's IPCP [IF Con >

4 3

Description |
Internet's FTP [File Tral«

14



Monitoring Network traffic Section one

AL [E=] .
Protacal == Any Expreszion...

AMY - ANY B

=
o
o
1=
= |
\ig

You return to the Display Filter dialog box and
the new filter — Protocol == HTTP —is listed in

Edit Expression... |
the tree pane.

) ) ] — Delete
You click OK to confirm the filter setting.

Line

i

Branch

= A
« | _'*IJ

Help

Microzoft Hetwork Monitor - [Capture: 4 [Summary]]
J5l File Edit Display Taoolz Dptions ‘window Help

= = W = = N = o 2 Y 0 6 s e

Frame ITime ISrc MAC Addr IDst MAC Addr IPrDtDcol IDescriptiDn
{ EYE B8Y076374 LOCAL HTTP GET Becquest from Client
44 26.17E012 LOCAL ETE 8¥07&374 HTTP RBesponse to Client; HTTP/Ll.l; Etaty
4E 26.17Z013 LOCAL ETE E2YOT7&£374 HTTP Continuaation Response Packet
47 26.12E0Z7 EYE E5Y07&374  LOCAL HTTP GET PRegquest from Client
42 26.z1E071  LOCAL EYE S¥07&6374 HTTP Besponse to Client; HTTPSLl.l; Statu
43 26 £1Z071 LOCAL EYTE 5Y07e374 HITP Continuation Response Packet
Lo 26 £1Z071 LOCAL EYTE 5Y07e374 HITP Continuation Response Packet

And you return to the Frame Window, where
anly HTTP protocol frames are displayed.

15
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v Microzoft Network Monitor - [Capture: 4 [Summary]]

File Edit Display Tool: Option: Window Help

Gpen. @ S|FEER | vl@| sl o] 2

Save fz..
;IMAC Addr IDst Mac Addrl Protocaol IDESCrlptan
EYE SY076374

of

s IR

47 2 LOCAT GET Becuest from Client

dd 2 LOCAL EYE BYO7&E274 HITP Besponse to Client; HITP/l.l; Status Code =
45 % LOCAL EYE BY07&6374 HTTIP Continuation Response Packet

47 7 FKYE 3Y076374 LOCAL HTTP GET Recuest from Client

48 3&6.Z12071 LOCAL KEYE 2¥0763274 HTTIP Besponse to Client; HITP/l.l; Status Code =.
49 36.F12z071 LOCAL EYE EY076374 HTTP Contiruation Response Packet

ko FE.212071 LOCAL EYE BYOT7EZ74 HTTPE Continuation Response Packet

To close the Frame viewer window, you
click File - Close.

Microzoft Hetwork Monitor - [Local Area Connection Capture Window [Graph]]

? File Capture Toolz Option: Window Help

@ [=E=Eal 2] oo 5 )2

_a | [Time Elapsed: 00:00:33.155304

% MNetwoark Utilization: .

[ 1 _|| —Metwark Statistics—|

a a 100 # Frames: 12

Frames Per Second: & Bme!dcasts: 0

ID I 0 1EIE: E gd;:tfa;% L And you return to the main MNetwort
) Monitor window.

Butes Per Second: # Frames Dropped: O

[ ] .

0 0 10 Metwork Status: Mormnal

Broadcasts Per Second: —Captured Statistic:

# Frames: 12

# Frames in Buffer: 12

B Frames lost when buffer erceeded: O
# Bytes: 978

# Bytes in Buffer, 978

% Buffer Utilized: 0

# Frames Dropped: 0

|

[ SKiflCheck |
Suppose you are the administrator for Suppose a departrnent in Interswift's New York
Interswift, You have been experiencing some headquarters has not been able to access the
connectivity-based problems in your network, local web server. You have configured a filter that
and you want to isolate some network traffic captures frames sent between the web server
lo diagnose the problem. and a workslation in the department. You have

captured some frames, and now want to filter
To do thiz, you must specify a capture filter, them to display only ones using HTTF. You have

already accessed the Display Filter dialog box.

You select Capture - Filter in Network

Maonitor to specify a capture filter, Tao filter and display only the frames using HTTP
protocol, you select the Protocol == Any node in
the Display Filter dialog box, and click
Expression. In the Expression dialog box, you
select the Protocel tab. You click Disable All,
then select HTTP in the Disabled Protocols list,
and click Enable. Then click OK twice.
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% Microsoft Network Monitor - [Local Area Connection Capture Window (Graph)

ﬂEiIe Capture Tools Options  MWindow Help

When Metwork Monitor caplures network

frames, it captures a default of 1 MB of data
| Start F10
= I G| 7 at one time before stopping. You can
el lii increase this if necessary.
% Matw = Time Elapsd
 E— —— | W ]
0 100 # Fram J
Fisties b To do this, select Capture - Buffer Settings.
CT— Display Captured Data  F12 —— # Mult [ == P gs.
a 100 # Eptes 7 T
Butez P # Frames Dropped: 0
C——  Addesses.. — Metwark Status: Mormal
0 f ings 440
Broade:  Filter.. Fg Ca i
Ll ptured Statistics
I |
— Hebworks. . # Frames: 12
MHetwark, Trigger... | # Frames in Buffer: 12
: el # Frames lost when buffer excesded: 0
Dedicated Capture Mode # Bytes: 978

# Bytes in Buffer: 578
% Buffer Utilized: 0
# Frames Dropped: 0

% Microzoft Hetwork Monitor - [Local Area Connection Capture Window [Graph]]

@Eile Capture Toolz DOption:  Window Help

Capture Buffer 5ettings ga| 2
Buffer Size [MEB] -
]
Frame Size [Bytes) Full - 100
ak. | Cancel | Help | 3 I:II::
Bytez Per Second:
[ ]
1] 1] 440
Broadcasts Per Second:
L ]

& | |Time Elapzed: 00:00;39.156304
Metwork, Statiztics

# Frames: 12

# Broadcasts: 0

# Multicaztz: 0

# Buytes: 978

# Framesz Dropped: 0
Metwork Status: Mormal

Captured Statiztics

# Frames: 12

Metwork, Address 1{1--2]1¢--2 | Metwork Address 2

In the Caplure Buffer Setlings dialog box,
you can alter both the buffer size, and the
frame size.

# Frames in Buffer: 12

# Frames lost when buffer exceeded: 0
# Buytes: 978

# Butes in Buffer: 978

#% Butfer Utilized: 0

# Framesz Dropped: 0

17
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“ Microsoft Network Monitor - [Local Area Connection Capture Window [Graph]]

Broadcaztz Per Second:

ﬁi File Capture Toolz Options Window  Help
Capture Buffer Settings o] ?
Buffer Size [MEB] 5 -
]
Frame Size [Bytes] Full - 100
ok | Cancel | Help | —
Bytes Per Second:
[ ]
] ] 440

Time Elapzed: 00:00:39.156304
Metwork, Statistics
# Frames: 12
# Broadcasts: 0
# bMulticasts: 0
# Bytes: 978
# Framez Dropped
Metwark, Status: M

Captured Statistics

# Frames: 12

In this case, you only want to incre:
buffer size to 5 ME, so you type 5 it
Buffer Size (MB) drop-down list box

Metwark Address 1[1--32|1<--2| Hetwark Address 2

| # Framesz in Buffer: 12

# Framesz lost when buffer exceeded: [
# Bytes: 978

# Bytes in Buffer: 378

% Buffer Utilized: 0

# Framesz Dropped: 0

icrozoft Network Monitor - [Local Area Connection Capture Window [Graph]]

Options  Window  Help

File Capture Toolz

pture Buffer Settings

iffer Size [MEB] 5 -
]
ame Size [Bytez] Full - 100
"""""" k. AHicel Hel ]
____________________________ o | e |
tes Per Second:
]
1] 4410

radcasts Per Second:

mork Addregs 1122|142 |Metwark Addrezs 2
S TE1D3Fs

m 2 LOCAL

You click OK to confirm the change.

Time Elapzed: 00:00:39.156304
Metwark Statiztics
# Frames: 12
# Broadcasts: 0
# Multicaszts: 0
# Bytes: 978
# Frames Dropped: 0
Metwark Statuz: Mormal

Captured Statistics

# Frames: 12

# Frames in Buffer: 12

# Frames lozt when buffer exceeded: 0
# Bytes: 978

# Bytes in Buffer: 978

% Buffer Utilized: 0

# Frames Dropped: 0

18



Monitoring Network traffic Section one

Microzoft Network Monitor - [Local Area Connection Capture Window [Graph]]

@Eile Capture  Toolz Option:  Window  Help

%EEEEEEI | 0| = ]72] e 2]

% Metwork Utilization:

Broadcasts Per Second:

1] 1]

Frames Per Second:

I ]
1] 1] 100
Bytes Per Second:

[ ]
1] 0 440

Metwork Address 1(1--22]1<--2| Network, Address 2

And you return to the main Network
Monitor window.

If you create caplure triggers, Network Monitor
can respond to events on your network. You can
set triggers to alert you or to stop capturing when
the buffer space has filled lo a cerlain level,

You can also set a trigger to stop capturing when
& cerlain sequence of characlers appears in the
network frames received.

Suppose you are the systems administrator of
Interswift. You are trying to resclve a problem
with access (o a local web server, and you
wish 1o be notified when a user requesls a
web page from the server,

When a browser conlacls a web server for a
web page, it sends a HTTP GET command to
the web server requesting the page. 5o, you
need to set up a trigger to execute a
command that alerts you when the GET text
string is sent on the network.

To determine the sequence of ASCI
characters you need to set the trigger for, you
examine a previously captured packet that
was sent to the web server in the HEX detail
pane of the caplure. The ASCII text GET
appears at offset 036.

|

Time Elapsed: 00:00:39.156304
—Mehwork Statiztic

# Frames: 12

# Broadcaste: 0

B bulticazts: 0

# Butes: 978

# Frames Dropped: 0
Metwork Status: Mormal

—Captured Statiztic
# Frames: 12
# Frames in Buffer: 12
# Frames lost when buffer excesded: 0
# Buytes: 978
# Butes in Buffer: 978
% Buffer Utilized: 0
# Frames Dropped: 0
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% Microsoft Network Monitor - [Capture: 1 [Summary]]

JiEl File  Edit Displap Tools Option:  window  Help

2 | H o — d
=] (e g [FEEQl $t]| viw| alala]
Frame | Time | Breo MAC Addr |Dst MAC addr | Protocol |Descripti
g 416.83. .. LANS TS1D374 LOCAL TCF Control E
3 416.83. .. LOCAL LANE TS1D»374 TCP Control E
10 4le.23. .. LANS Ts8lD374 LOCAL TCPE Control E

“ Microsoft Metwork Monitor - [Local Area Connection Captugg

|§Ei|e Capture  Tool: Options  Window  Help

. LANS T81D374 LOCAL GET Reou
1z 417.04. .. LOCAL LANZ T81D274 TCP Contraol E
1z 419 .45 .. LOCAL LANS T81D274 HTTP Bezponse
4
+- FRAME: Base frame properties
+- ETHEFMNET: ZEType = Internet IP (IPwd)
+-IP: Protocol = TCP - Transmission Control; Packet ID = £3931; 1
L. TCP- Control Bit=-_ AD len: 314, seq:EZ50357E371-2E03575881
EEHTTF: GET Pecquest from Client

anhll
You need lo sel a trigger for the ASCII code 036.

sl Start F10 ‘- '
=E 2 &' ° To configure trigger seltings, select
Esonnsmnns = Capture - Trigger.
% Metw
— 7] 14 EIAOI
0 100 # Frame
Framesz # Broac
C 1T  Display Captured Data ~ F12 ] # Multicasts: U
1] 100 # Byptes: 975
Buytes P # Framesz Dropped: 0
C—— Addesses. ] Metwork Status: Mormal
o Buffer Settings. .. 440
Broads  Filter... F3 Ca it
L = ptured Statiztics
i S— Metwarkz... I # Frames: 12
NWDIK Trigger... | # Frames in Buffer: 12
A : - = # Frames lost when buffer exceeded: 0
Dedicated Capture Mode # Bytes: 978

# Buytes in Buffer: 978
% Buffer Utilized: 0
# Framesz Dropped: 0
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Microzoft Hetwork Monitor - [Local Area Connection Capture Window

Capture Trigger
— Trigger on = Butten Space

& 5 '
£ B

i~ Buffer space 5
) 755

" Pattern match then buffer space
g i

" Buifer zpace then pattern match

In the Capture Trigger dialog box, you can
trigger an aclion when a specific ASCI| or
hexadecimal string appears in a frame,

QL [ T ] ) 8 o . o DT

= From Ernd ef Tepalogy Header = ASE

= IO ErSEhET
= suditle Signal Dl = Stop Capture

I L= e W l

Microzoft Metwork Monitor - [Local Area Connection Capture Windo

Capture Trigger
— Trigger on = Bulter Space
f-. .
wefhe & 257
¥ Pattern match
oo e oo r EDZ
" Buffer space
) 7E
" Pattern match then buffer space
£ 100E

= Buffer space then pattern match
Ta do this, you select the Pattern matel———————

— Pattemn radio button. [
Offzet [Hex]: IEI | Patter:; I
% Fram Start of Frame & Hex
= From End of Topology Header = ASCI

— Trigger Action
= Audible Signal Dnly " Stop Capture
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Microzoft HNetwork Monitor - [Local Area Connection Capture Window [Graph]
Capture Trigger In the Pattern section, you can specify the
: pattern that will trigger the alert.
— Trigger on —=Eutien Space
™ Mothing & me Elapzd 1 this case, you want the ASCII text GET
- T —Networ| 10 be the pattern.
Gl :
e s il # Framegz T T
i # Broac
" Pattemn match then buffer space # Mulk )
~ ) 100 H But So, select the ASCI radio button, type 36
L el e Sl Y23 in the Offset field and type GET In the
# Frami
N Pattern field, and press Enter.
— Pattern et |
Offeet [Hex): IDSE Patter: |GEt —Captured Statistic
# Frames; 12
% Fram Start of Frame " Hex # Frames in Buffer 12
= From End of Topology Header & AsCl # Frames lozt when buffer exceeded: 0
# Bytes: 578
— Trigger Action # Bytes in Buffer: 978
: : % Buffer Utilized: 0
o i
Audible Signal Only Stop Capture FEire bioesatn

In the Trigger Action section, you can choose
what type of action will take place if the pattern
is found. You can choose an audible signal to
stop the caplure, or to execule a command.

In this case, you want to execute the net send
command, so you select lhe Execute
Command Line checkhox.

Mow you can type the net send command that
will alert you when GET is found in a frame.

Type net send ny-£s01 GET has been
detected in captured data, and click OK.
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{+ Pattern match

~
~
Buffer space ~

(" Pattern match then buffer space ~

" Buffer space then pattern match
Fattern
Offzet [Hex]: 036 Pattern: |I3ET

' From Start of Frame " Hex

" From End of Topaology Header + ASCI
Trigger Action

o+ Aydible Signal Only " Stop Capture
W Execute Command| |net send my-fs01 GET has been dete

Browse. . |
| E. | Cancel | Help

“ Microsoft Network Monitor - [Local Area Connection Capture

ﬁ File Capture Toolz Optionz ‘Window Help

=21 1) S e I S N e T C1 el

# Metwark Utilization:
[ ]
1] 1] 100

Frames Per Second:

1 ]
1] 1] 100
Bytes Per Second:

[ ]
1] 1] 440

Broadcasts Per Second:
I 1

Metwork Addrezs 1]1--2|1<--2| Hetwork Addresz 2

You return to the main Metwork Monitor window.
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“ Microsoft Network Monitor - [Local Area Connection Capture Windo
@ File | Capture Tools Options  Window  Help

= i 2

| B A . || 5|2

= hehw ko and Hiew afiftrA =
L | Eauge =4 ]

0 Cortinue Ghiftea ey

Frames

CT—  Digplay Captured Data  F12 ]

L [oean Statistics 100
Bytes P

C———  Addesses... ]

a Butfer Settings. .. 440
Broadc:  Filter... F&

— Metwarks. .. i
M etwork, Trigger... |_‘

Dedicated Capture Mode

And you start the capture process.

Once the word GET Is discoverad in any frame,
a message box is displayed indicating that GET
has been detected in the captured data,

" Microzoft Metwork Monitor - [Local Area Connection Capture Wi
E File Capture Toolz Option:  ‘Window  Help

Meszenger Service k.onl 2 |

Mezzage from MY-FS01 ta MY-FS01 on 142042004 2:232:00 Pk
GET haz been detected in captured data ﬁ
[ 1
100
Bytes Per Second;
I ]
1] 122 13868

Broadcasts Per Second:
I I ]

Yetwork Address 1] 1--22( 142 [ Mebwork Address 2

rJ

<E SY03495E |24 |21 [LOCAL
<%E SY07E374 32 |32 |LOCAL
E SYO7RIT 25 *BROADCAST

SANS TED3RE (3 3 LOCAL

e s o NI I e
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Microzoft Hetwork Monitor - [Local Area Connection Capture
f File Capture Toolz Optionz Window  Help

Meszenger Service Lﬂ'l ? |

Mezzage from MNY-FSOT ta WY-FS0T on 1/20/2004 2:32:00 P _
GET haz been detected in captured data ﬁ E
[ 1
100
Bytes Per Second:  You click OK to close this message box.
[ | 1
1] 122 13368
Broadcasts Per Second:
I I ]

MHetwork Address 1]1--:2 (142 | Mebwork, Address 2

EYE Sw034358 |24 |21 (LOCAL
EYE SYO7ESF 40 |44 |LOCAL

‘BROADCAST
LaMS TAD3FE |3 3 LOCaL
LOCAL 10 *BROADCAST

Suppose you are troubleshooting access problems to a
business wehb server. You want to set 2 frigger command
that stops the capture when a certain web page is
requested from the web server. You know from a
previous caplure that the HTTP response packel for this
page contains the text “Interswift Sales” at offset 390.

You have already accessed the Caplure Trigger dialog
box, and selected the Pattern match radio button,

To stop the capture when a web page conlaining the text
“Interswift Sales" at offset 390 is requested from the web
server, you select the ASCI radio button in the

Pattern section.

You then type 390 in the Offset (Hex) field, type
Interswift Sales in the Patlern field, select the
Stop Capture radio button, and finally click OK.
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A parser is a program or algorithm that reads,
analyzes, and describes a frame and its contents.

For the Metwork Monitor, a parser is the DLL file
that reads, analyzes, and describes messages
from different protocols. Each protocaol that
Metwork Monitor supports has a corresponding
parser. Metwork Monitor ships with approximately
30 parsers that are stored in the
Windows\System32\Netmon!\Parsers folder.

The 30 parsers can interpret over 110 protocols.
You can add additional parsers for new protocols
when they become available by placing the DLL

in the Parsers folder and editing the parser.ini file.

Suppose you are the administrator for [nterswift,
Your company uses a customized protocol for
communication with a specialized database. The
development group has sent you a DLL. You
want Network Monitor to parse this new protocol,

You've already placed the DLL in
Windows\System32iNetmon'\Parsers and have
navigated to the parser.ini file, which is stored by
default in Windows\System32\Metmon.

TTFT B

To open the parser.ini file, double-click it

™

CAWINDOWS\Spstem324Netmon

File Edit “iew Faworites Tools  Help
Ll Back = 0 bl | ' Search Folders | o 3
Address I.j CAAMD OS5 patem 324N etmon
Mame = | Size I Type
I CAPTURES File Fald
) parzers File Fold:
,ﬂ bhzupp.dll 19kE  Applicati
default. adr TKB ADR File
,ﬂ hieedit dll 16 kKB Applicat
’ netmon, exe E13KB  Applicat
:} retrman.ini 4 KB Configur.
| 2] rmapi. dil 72KE  Applicati
| %] parser.di KB Applicat
] ini 13kKB  Configur
,ﬂ zlbz.dil FIKE  Applicati

parser.ini - Notepad

File Edit Format “iew Help

The parser.ini file contains the list of all

the parsers and their associated details.

[PARSERS]

FRAME.DLL = O: FRAME

MAC . DLL = 0: ETHERMET, TOKEWRIMG, FDDI, TMAC, SMT, ATM, IP/1394

LLE. DLL = 0: LLC, RPL, SNAP, EBPDU

METBIOS.DLL = O: WETEBIOS

SME. DLL = 0: SME

NS, DLL = 0: NS

IP>. DLL = 0: IP¥, SAP, RIPX, MMPI, MNBIFX, SP¥, WwWDP, MSP, MDR

TCPIP.CLL = O: IP, ARP_RARP, ICMP, ESP, AH, ISAKMP, IGMP, UDP, NET, TCP, DNS, FTP, RI
DHCP, RPC, NFS, OSPF, HTTP, FINGER, LPR, RADIUS, IPG, ICMP&

MCP. DLL = 0: NCP

ATALK.DLL = 0O: LAP, AARP, DDP, RTMP, NMEP, ATP, PAP, ASP, ZIP, AFP, ADSP

BOME. DLL = 0: BOME

MSRPC.DLL = 0: MSRPC, SSP

BROWSER.DLL = O: BROWSER

METLOGOM. DLL= 0: MNETLOGON

PPP.DLL = 0: PPP, LCP, EAP, PPPRAP, PPPCHAP, IPXCP, IPCP, MBFCP, CBCP, CCP, PPTP, G
PPPML, IPXWAN, EAPOL
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!«. parser.ini - Notepad
File Edit Farmat Yiew Help

To add the new customized protocol,
which is called CUSTOM.DLL, you type

» .
; Bloodhound parser//protocal dnitialization file. CUSTOM.DLL=0: CUSTOM in between
j========s========sssss====sssss=====ssss================{ [PARSERS]and FRAME.DLL.
[PARSERS] kz,-'

CUSTOM, DLL = O: CUSTOM

FRAME. DLL = 0: FRAME

MAC. DLL = 0: ETHERMNET, TOKEMRIMG, FDDI, TMAC, SMT, ATM, IP/1394

LLC.DLL = 0: LLC, RPL, SMAP, BPDU

METEIQS.DLL = O: METBIOS

SME. DLL = 0: =SME

*M5. DLL = 01 =S

IPX. DLL = 0: IPX, SAP, RIPX, MMPI, MEBIPX, SPx, NWDP, NSP, NODR

TCPIP.DLL = 0: IP, ARP_RARP, ICMP, ESP, AH, ISAKMP, IGMP, UDP, MBT, TCP, DNS, FTPR,
DHCP, RPC, NFS, OSPF, HTTP, FINWGER, LPR, RADIUS, IPA, ICMPA

MCP. DLL = 0: WNZP

ATALK.DLL = 0: LAP, AARP, DDP, RTMP, MEP, ATP, PAP, ASP, ZIP, AFP, ADSP

BOME. DLL = 0: BOME

MSRPC. DLL = 0: MSRPC, sSSP

BROWSER.DLL = O: EROWSER

METLOGOMN. DLL= O: METLOGOM

PPP.DLL = 0: PPP, LCP, EAP, PPPPAP, FPPPCHAP, IPXCP, IPCP, MBFCP, CBCP, CCP, PPTP
PPPML, IPWwWAMN, EAPOL

parzer.ini - Motepad

Fil= Edit Format Wiew Help

fcusTOM]
Comment
Followset
HelpFile

"Custom Protocol”

You scroll down the file 1o the point above

[ATM] [ATM) and type the three lines onscreen.
Comment "ATM topology”
Followset
HelpFile

[1P&]
Comment
Followset
HelpFile

"IPvG RFCs 1883 and 1384"

[1CMP&a]
Comment.
Followset
HelpFile

"ICMPVE RFCs 1885 and 1970"

[rRTF]
Comment

Ll B T

"RTP V2 Protocol’
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File Edit Fomat Yiew Help

Mew Ctrl+M
Upsi. Chrl+0] Custom Protocol”

Al

Save bz

Fage Setup... .,
Firt... Cukp  [ATM Topology

E xit

[1P&]
Comment
Followset
HelpFile

"IPvE RFCs 1883 and 1834"

[TCMPa]
Comment
Followset
HelpFile

"ICMPVE RFCs 1885 and 15707

[RTP]
Comment
Followset

"RTP w2 Protocol”

Crder the sleps to amend the parserini file
when adding a protocol to Metwork Monitor.

3. Open the Netmon folder

2. Open parser.in

1. Add new parser details

And you save the details by clicking
File - Save.
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Summary

Metwork Monitor is a network analyzer that caplures
frames of raw data that are transmitted through a
network, Metwork Monitor displays and captures
filtered frames and edils caplured frames.

Metwork Monitor containg numerous buttons you
use to analyze captured frames, and there are four
panes that display statistics about captured frames.
Information about individual frames is displayed in
three panes = Summary, Detail. and Hexadecimal.

You can configure the way in which Network Monitor
captures and slores data. You use capture filters to
capture only traffic sent from a certain source, using
a certain prolocol, or containing a specific patlern.

Summary

Cnce vou have caplured data, vou can use display
filters to filter the information displayed in the
viewing pane, When Network Monitor captures
network frames, it captures a default of 1 ME of data
at one time before stopping. You can increase this if
Necessary,

Metwork Monitor can respond to events on your
network if you create capture triggers. Triggers allow
you to specify an action that occurs once a certain
pattern is found in any of the captured frames. A
parser s a program or algorithm thal reads,
analyzes, and describes a frame and its contents.
Metwork Monitor uses parsers fo read and interpret
different protocol lypes.

This topic covers the following points:
1. Exercise overview

2. Task 1: Capturing data
3. Task 2: Filtering captured data
4. Task 3: Viewing captured data
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In this exercise, you're required to perform a network capture,
and filter and view the captured frames.
This involves the following tasks:
& creating a filter to capture network data
» fillering the caplured dala to isolate specific information

» using different views to examine the filtered data

Staff in Interswift's New York marketing
department have experienced trouble
connecting to the local web server. You
have installed Network Monitor on the
server to begin diagnosing the problem.

You want to use the capture filters feature of
Network Monitor to isolate different types of
data transmitted between the web server and
one of the marketing workstations on the
Interswift network.

I

Task 1of 3

Create a capture filter that intercepts the data
transmitted between the web server and Marketing
Workstation 3.

1. Select Capture - Filter
2. Click OK

3. Select the Address Pairs node and
click Address

4, Select Web Server from the Station 1 list,
and select Marketing Workstation 3 from
the Station 2 list, and click OK

5. Click OK

—

Task 2 of 3 E3

Filter the captured data so that only data relevant to
web browsing is shown.

1. Select Display - Filter

2. Select Protocol == Any, and
click Expression

3. Select Protocol
4, Click Disable All
5. Scroll down, select HTTP, and click Enable

6. Click OK twice

The Inlerswift network has been experiencing
more network connectivity problems. Users are
complaining that they cannot access their files
oh network servers, You are at one of those
servers now, and want to diagnose the problem.

You have installed Metwork Monitor on the
server and have started the capture.

Task 3 of 3

Stop the capture and view the accumulated data.
Change the view so you can view all listed frames,
all protocol information for each frame, and the
hexadecimal format of each frame.

1. Select Capture - Stop

2. Select Capture - Display Captured Data
3. Click Toggle Detail Fane

4. Click Toggle Hex Pane
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