Monitoring Network Traffic section two

This topic covers the following points:

1.

2
3.
4

Introducing the Performance console

. Adding counters to System Monitor

Logging and viewing performance data

. Creating a performance alert

Monitoring the performance of your network
infrastructure is essential to ensuring that
network resources are available and
responsive to user requirements.

By establishing a performance baseline and
regularly monitoring performance, you will
quickly identify when network services are
becoming overloaded or congested,
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The Windows Server 2003 Performance
console is an effective tool for monitoring
system performance.

| B0

The Performance console is divided
into two parts:

..... =9

& Syslem Monitor

& Performance Logs and Alerts

System Monitor allows you to U|EW|E
and analyze performance data

from your local computer or

remote compulers on the network,
both in real-time and from

previously recorded log files.

You use System Monitor to choose
specific objects and counters to be
analyzed, and the parameters that
will be used with these objects.
You can also determine the format
of the data that will be displayed -
graph, histogram, or report view.
And you can create HTML pages
for viewing data.

Performance Logs and Alerts IE
allow you to set up logging to

record performance data in a log

file and also set alerts o wam

you when performance data goes
above or below set limits,

It runs as a background service
in Windows Server 2003,

collecting data continuously.

|dentify the component parts of the Windows
Server 2003 Performance console.

Performance Logs and Alerts, and Sysiem
Maonitor are the components that make up the
Windows Server 2003 Performance console,
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To use System Monitor o view dala from
either your local computer or other computers
on the network you must have administrative
permissions. Allernatively, you must be a
member of the Performance Monitor Users or
Performance Log Users group on the local
computer or in the domain in which the
computer is a member.

You can define the lypes of items you
want System Monitor to collect:

# ohject
® countar

®* instance

object
In System Monitor, a8 performance object E
iz a collection of counters associated with
a particular application, service, ar
hardware device. Every lime an ohject
performs a task, its corresponding
counters are automatically updated.

Some of the most frequently monitored
objects are

Processor
Memaory

Cache

Physical Disk
Server

Metwork interface
Paging File

counter
A counter is a component within an |E
object. It signifies the information for a
specific aspect of an application, service,
or hardware device,

instance

Performance data can be obtalned from
many components in your computer, while
these components are being used.

What type of itern do you need to collect to
view this data?

You use a performance object to oblain
information about a particular

application, service, or hardware device on
your compuler,

instance
An instance is a single occurrence of [
multiple performance objects of the same
type on a machine,

If an object has many instances, adding a
counter for each instance will allow you to
track the statistics of each instance.

Performance dala can be oblained from
many components in your computer, while
these components are being used.

What type of item do you need to collect to
view this data?

You use a performance object o oblain
information about a particular

application, service, or hardware device on
your compuler,

Suppose you are the systems administrator for a
global haulage company called Interswift. The
company has offices in New York, Seattle, and
Chicago, with a European branch in London. You
work in the Interswift headquarters in Mew York.

The company network has been experiencing
network connectivity problems, and you are
concerned that the network interface card on the
Mew York domain server (WY-F502) is being
overloaded with network traffic. You decide to
use System Monitor to investigate.

To open the System Monitor, select Start -
Administrative Tools - Performance.
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Systern Monitor:

ﬁ Performance Logs and Alerts

In the Performance console, the tree in the lefi-
hand pane displays the System Monitor, and
Performance Logs and Alerts snap-ins. The
detalls pane displays the graphic view where
the countars you want to monitor are plotted.
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By default, System Monitor tracks three counters.
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The Pages/Sec counter indicales the rate at E
which pages are read from or written to disk.

This counter is a primary indicator of page faults
that cause network delays.

The Avg Disk Queue Length counter is the |
average number of read and write reguests that
were queved for a particular disk during a
sample interval.

The % Processor Time counter is the E3
percentage of elapsed time that the processor
spends to execute a working thread.

This counter will show processor activity by
displaying the average percentage of busy fime
during a sample interval.

Suppose you wanl to use System Monitor to
review the rate of page swapping between
RAM and disk. Identify the counter you view
for this information.

You use the Pages/Sec counler 1o review
the rate of page swapping between RAM
and disk.

If necessary, you can remove the default
counters, and add counters specific to
monitoring network performance —
namely Byles Received/sec, Byles
Sent/sec, Bytes Total'sec, and Cutput
Cweve Length,

To delete all the counters currently being
monitored, you click the New Counter
Set button on the toolbar.
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In the Add Counlers dialog box, you can select (o
add counters from the local computer, or from
another computer on the network,
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erformance

| Add Counters

" Use Jocal computer counters

& Select counters from computer;

| FS 01 =]

Performance object:

I Processor j

Al counters

© Allinstances

' Select counters from list; & Select instances from list

Z L2 Time -
ELC3Time _I ]
%ZDPC Time J

¥ Idle Time

Interrupt Time

Frivileged Time
Fr i Time

&

Add Explain |

In this case, you want to monitor NY-FS502 on
another server, so you ensure the Select
counters from computer radio button is selected.

In this case you want to monitor NY-FS02, s0 you
type \WANY-F502 in the drop-down list box.

(i@ Performance

| £dd Counters

€ Use local computer counters
% Select counters from computer:

[HaHv-F502 =]

Performance ohject:

I Proceszor j

Al counters C Allinstances

& Select counters from list: & Select instances from list;

% C2 Time -

%2 C3 Time _I 0
% DPC Time J

#% |dle Time

* Interupt Time

ed Time

Add Evplain |

You are concerned with monitoring
counters from the MY-FS02 network
interface card, so you must select
the appropriale performance object.

Add Counters

To do this, click the down-painting
arrow in the Performance object
drop-down bax, and select
Netwerk Interface.

€ Use local computer counters
& Select counters from computer:

[srvFs02 i

Performance object:

I Processor i |

Al counters  Allinstances

& Select counters fom list & Select jmstances from list

Add Explain |

€ ze Jocal computer counters
% Select counters from compter:

NS 02 |

Performance object:

Al counters  Allinstances
& Select instances from list:

MS TCF Loopback interface
Fiealtek RTLE133 Family PCI Fazt E

& Select counters from list:

Out
Fl

put Queue Length
-l Muthound Disnarded [T
» i

dd Evplain |

LCloze |

Cnece you have selected Metwork Interface, the
associated counters are displayed in a list.
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Then, in the Select counters from list, you selec
the counters you want to track;

Bytes Received/sac
Bytes Sentisec

Bytes Tolal'sec
Qutput Gueue Length

L I

hdd Counters 7| X

= Use local computer counters
% Select counters from computer:

[\NTFS 2 |

Performance object:

&l counters = &l instances

' Select jinstances from list:

M5 TCF Loopback ir &
Realtek RTLE133 Family PCI Fast E

' Select counters from list;

Fackers Lurnnunn | lsrtarﬁﬁl'l"_‘
’ 4 ! i

Add Explain

L |

g
-
3

Mext, you need (o select the instance to which
the counters apply.

In this case it is the instance of the Realtek
RTLE139 Family PC| Fast Ethemet NIC.

Select Realtek RTL&139 Family PCI Fast
Ethernet in the Select instances from list, and
click Add.

dd Counters

I
b3

" Usze Jocal computer counters
& Select counters from computer:

[hr-F502 =l

Performance ohject:
| Metwork Interface ﬂ

Al counters " Allinstances

+ Select instances from lisk

MS TCP Loopback interface
iHealtel: BT |

% Select counters from list:

LCloze

The relevant counters are added lo the
details pane.

B50.225 b aximum B5
Duration

ge BROEEZ  Minimum

[ Instance [ Parent [ Object | Compute

alor [ Scale | Counter

B 1 T
— 0.000... Bytes Sent/sec Realek . WWYFSI

— 0.000... Bytes Tatal’sec Realek ... - Metwor...  SWMY-FSI
1.000  Dutput Queu... FRealek ... - Metwor... WWWY-FSI

Add Conlets : HE

" Use local computer counters
&+ Select counters from computer:

[Fahv-Fs02 =l

Performance ohject:
| Metwork Interface j

" Al counters = Allinstances

% Select jmstances from list

b5 TCP Loopback interface
Fealek RTL! Family PCI Fast B

+ Select counters from list:

||
F
israrded T
4

fdd | Explain

To close the Add Counlers dialog box
you click Close.

i Performance
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You then return to the Performance console,
where the counters you specified are being
plotted in the details pane.
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This indicates that the NIC is working at
nearly full capacity, so it would be worthwhile
upgrading to a 100 MB card.

You wanl o invesligate the performance of
the MIC on NY-FS0Z by reviewing the rate at
which bytes are sent and received over the
MIC. You have accessed lhe Performance
conzole already.

To review the rate at which bytes are sent
and received over the NY-FS02 NIC, you
click the Add button on the toolbar. You
ensure the Select counters from computer
radio button is selected, and type N¥-F302
in the drop-down box. You select Network
Interface from the Performance object drop-
down box. The Bytes Total'sec counter is
selected, so you select Realtek RTL8139
Family PCI Fast Ethernet in the Select
instances from list, and you click Add.

As the systems administrator for Interswift, you
want to establish a baseline for the performance
of the network interface card in an Interswift
DC. which is NY-F501.

You wish to log the data during a normal day of
operalion for analysis laler. To do this, you must
set up a counter log.

N i

You notlce thal the Bytes Total /sec counter is
regularly peaking at 110 on the scale, which
corresponds to 1,1 megabytes per second,
The capacity of the network interface card is
10 MBisec.

Aohoho h A.Aﬂﬁf\ AI\

[ Performance

@ File  Acton  View Favontez  Window  Help
el E

I:I Conzole Root [ u ﬁ
EI@ Performance Logs and Alerts 100
3 Counter Logs

Trace Logs g0

You start off by expanding the Performance Logs
and Alerts node in the Performance console.

=

50

40

MNow you can specify a new log.

To do this, select the Counter Logs node, and
select Action - New Log Settings.




Monitoring Network Traffic section two

Performance
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ame
B Systemn 0.,

Mew Window from Here

Mew T azkpad View. ..

Refresh
Ewport List...

Help

Performance

@ File | Action  Yiew Favortes  Window  Help

Il Hew Log Setlings HE

Mame: I
I s
Q. I Cancel |
!

In the Mew Log Seltings dialog box, you
can specify the name of the new log.

izl Performance

@ File | Action Miew Fawortes  Window  Help

Il Hew Log Settings EHE

Marne:

IDa_I,I Log
ak I Cahcel |

In this case, you want to call it Day Log,
S0 you type Day Log in the Mame text
field, and you click QK.

[i@l Performance

General | Log Files | Schedule |

Current log file name:

This log begins immediately after you apply changes.

LCounters:

In the Day Log dialog box, the log file name
is shown as Day Log_000001.blg.

Add Objects... | Add Counters...l Eer
Gample data evers
[tenal: h = [ Fits: ISBDDndS

iz Performance

General | Laog Filesl Schedulel

Current log file name:
IE:RF‘erfLogs'\Day Log_ 000007 klg

Thig log begins immediately after pou apply changes.

Counters:

And to add counters to this log, you click the
Add Counters button.

Add Dbjects... | [

Sample dataeven

Witts: ISECDI"ld$

[ntensal: 15 =i

Mow you can add the relevant performance
object — Metwork Interface, and the appropriate
counters — Bytes Receivedisec, Bytes Sent/sec
Byles Totalisec, and Cutput Queve Length.

Ta do this, you carry out the following steps:

# select the comact performance object

& select the correct counters and instance

# add the counters and instance, and confirm
the selections
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i-n oUnte LA

TR

| € Usze Jocal computer counters
' Select counters from computer:

[MAY-FSOT =l

Performance object: I/

I Metwark Interface P j

Al counters

 Allinstances

% Select jnstances from list

M5 TCP Loopback |nterface
‘Healtek BT 9 F 2l

' Select counters from list:

[
Output Queue Length
Parketz Muthound Nr‘arde_I_I
4

Add Explain I

|i# Performance

Day Log 7

General | Log Files I Schedule

You have now added the counters

Current lag file name: You want 1o track.

IC:'\F‘erfLogs\Da}- Log 00000TERG

This log beging immediately after pou apply changes.

LCounters:

WAHY-FS 014N ebwork Interface(Realtel: B TLET39 Family PCI Fast Ethernet

WAMY-FS 074N ebwork, Interface(Realtelk R TLE133 Family PCI Fast Ethernet

\\NY F5 014N ebwark InterfacelRealtek B TLE1 29 Family PCI Fast Ethernet
W

s ork InterfaceRealek BT Farnily PCI Fast Ethernet
i | i

Add Dbiects.. | [Bdd Eaurier

Bemove

Sample data every:

Urits: I secands W I

Interval 15 =

Suppose you wanl to schedule the slart
and stop of log file entries.

To do thig, you click the Schedule tab.

Day Log
General | Log Filesl Schedulel

Current log file namme:
IE: YPerflogsiDay Log_ 000007 . klg

Thiz log beginz immediately after you apply changes.

LCounters:

WWNY-FSOTAHetwork Interface(R ealtek RTLE133 Family PCI Fast Etherne

WWMY-FSO0TAMetwork, Interface(R ealtek RTLE133 Family PCI Fast Etherne

\\NY FS0T4Metwork Interface Realtek RTLE139 Family PCI Fast Etherne
k In

caltek BT Farnily PC Fagt E
4 I | »

Add Obiects... | [{6dd Eotriet

Remaove

Sample data every:

Units: I seconds |1

Interval: 15 _l

i Performance

Day Log [ 2] x|

General | LogFiles  Schedule |

— Start log

€ Manually [using the shortcut menu)

| a48:254M = on | 1/ B/2004 =

 Stop log
% Manually [using the shortcut menu)

© after: |1 =il s Ida_l,ls 'l

= on | 1/ 772004 "

A | 54825 4

£ ifhen thelag flef 6 You wanl lo start the log at midnight on

January 06, 2004 and stop the collection

‘when a log file clozes:
of data after one day.

= St & rew o file

30, in the Start log section of the
Schedule tabbed page, you ensure the
Start Log At radio button is selected,
and type 12:00: 00 in the spin box.

i@ Performance

Generall LogFiles  Schedule |

— Start log

= Manually [using the sharkout menu)

@ 4 [12000KAM = on | 14 672004 =l
S log

= Manually (using the shortcut men)

i After |1 _:l [t Idays ﬂ

AL | 9:43:25 AM =1 a | 1/ 742004 Fl

£ ihen the o bleis fl

When a log file closes:

1= Gtart & mevleg fle
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In the Stop log section of the Schedule tabbed
page, you select the Stop log After radio button,
accept the default value of 1, and click QK.

LM anualY [USIng the Shomeut men)

1 e e o File i full)
When a log file closes:
™ Start a new Ing file

I Bun this command:

> At 12:00:00 Abd j on | 1/ 6/2004 j
— Stop log
= Manually [using the shortcut menu)
&+ After |1 _|; Units: | days =]
Bt | 54525 A =l o | 14 742004 j

Erawse, |

Cancel | Apply

(i Performance

B File  Action  View

Fawvaorites

Window |

&= Em N E

[ Console Root
gﬁ Swstem Monitor
Eﬁ Performance Logs and Alerts
8 PR Counter Lags
Trace Logs

¥ Alerts

M ame

. Dray Log
. System [

a day's worth of data.

The log will start automatically and log

SkillCheck

You want to invesfigate the performance of
the NIC on MY-FS02. You wish to log the
data during the normal operation on the NY-
FS02 server, and have accessed the
Performance console lo do so.

To create a new log that will collect data from
MNY-F302, you access the Perfformance
console, expand the Performance Logs
and Alerts node, and select the Counter
Logs node. Then you select Action - New
Log Settings.

ou wanl to invesligate the performance of
the MIC on NY-FS0Z. You wish to log the
data during the busiest part of the Interswift
working day — 08:00 1o 13:00. You have
created a new log, and added the counter.
You have accessed the Schedule tabbed
page to sel the slart and slop limes,

To set the start and stop times for the new
log, you ensure the Start log at radio button
is selected, and type 08 :00:00 in the
spinbox. You select the Stop log at radio
button, type 13:00;00 in the spinbox, and
then press Enter. Finally you click QK.

Window  Help
FIEIEE EEE R R EE
100

Mow suppose a day has passed

a0 since you started the log.

a0 You have returned to the System
Monitor node, and you now want

70 to view the day's logging.

> ]

50 To do this, click the View Log
Data button on the toclbar.

40
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ernormance

System Monitor Properties

General Source I Data I Graph | Appearancel

r~ Data source

The System Monitor Properties dialog
box opens, and the Source tabbed
page is displayed by default,

sddl, | Eemzve

" Database:
System S I

Ilog set: I

e Fange |
Tiats range

System Monitor Properties

General Source I Data I Graph I Appearancel

i~ Data source
' Curent activity
& Log files:
T Youwant to view data from a log file,
s0 you select the Log files radio
button, and click Add.

Eemove |
" Datzbase;

Systenm EHE I

[lag|set: I

Tiime Frange |
Tjatalrahge

|| Day Log_000001 blg
Q Syztern_Overview blg

In the Select Log File dialog box, you select the
name of the log file, Day Log_000001.blg. and

click Open.
File name: Ida_l,l_log_Epm_to_Eam_ianDE_DDDDm .blg j
Files of type: ILog Files [*.blg, *.csv, ".tav] j

You return to the Source tabbed L
page, where Day Log_000001.blg
is listed in the Log files list box.

You can now specify the startand
end times for the log data that will
be displayed.

To do this, click Time Range, and
click OK to accept the full tirme
range of 24 hours.

System Monitor Properties

General Source | Data I Glaphl .&ppearancel

 Data source
™ Current activity

& | og files:

Ja]

Bemove

" Databaze:
Sl BISE I

{fogeet: I

Time Range |
iatal range

| g files:
C:\Perfla Jay Log 000001 .klg
1] 1 Bl
Add... Bemove
" Databaze:
Spstem [ETHE I j
[Lag set I j
: Total range
12:00:00 A 11:59:05 P
14642004 1/7/2004
12:00:00 Ak 11:53:05 P
1/6/2004 14742004
Wiew range
QK | Cancel | Apply

10
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0 W WW‘
50
The resulting data is displayed In graph
40 format for easier reading.
30 ‘ ‘
20
10
0 | L=
Last | 40674 Average | 97759.73  Minir
Color | Scale | Counter Ihstance | Parent | Object
0.000... Bytes Recejv... Fealtel, ...
0.000... Bytes Sent/sec Realek ... - Metwar,
AR Putae Taballan Bazlbal (AT

You can also display the dala as a
Histogram or a Report by clicking the
appropriate buttons on the toolbar —
View Histogram, and View Report.

You wanl o invesligate the performance of
the MIC on NY-FS02 during the lunch time
hours of 1:00 PM and 2:00 PM. You have
already created a log to do this. It is called
Lunchtime Log, and now you want to view
this log's data.

To view the Lunchtime Leg file from System
Manitor, you click the View Log Data bulton
on the toclbar. In the Source tabbed page,
you select the Log files radio button, and
click Add. Mext, you select Lunchtime
Log_000001.blg and click Open. Finally, you
click Time Range, and then click OK.

As the syslems administrator for Interswift,
you are concerned about the performance
of the network interface in the New York File
and Print server and you want o be alerled
when the utilization is over 50 percent.

The server has a 10 Mb Ethernet card,
which will have a capacity of 1.25 MB/sec.

(i Performance

@ Eile  Acton “iew Favortes ‘window |

&+ BmE @2

I:I Conzole Root m g|

gﬁ System k onitor

Elﬁ Performance Logs and Alerts 1 —
3] Counter Logs

- Trace Loos 30

i ¥ Alarts

You slarl by crealing a new alert.

—————

To do thig, select the Alerts node, and
select Action - New Alert Settings.

| i~

@ File | Action Miew  Favortes Wi

& -

Mew Alert Settings From... =

gﬁ 5 Mew Window from Here

Mew T azkpad Yiew...

Refrezh
Ewport List..

il Performance

@ File | Action  Miew Favortes  Window  Help
Il Hew Alert Settings EH

| Mame:

Ok I Cancel |

I the Mew Alert Settings dialog box, you
can type the name of your new alert.

11
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[ Performance

@ File | Action  Miew Favontes  Wwindow  Help

Il New Alert Settings

| Mame;

|50f'4 Metwark Utlizatian

Cancel |

[~ In this case, you type 50% Network
Utilization in the Name field, and
click QK.

' Performance

502 Metwork Utilization HE
General |Acti0n| Schedulel

This alert scan beging immediately after vou apply changes.

Comrment:

Counters:

In the 50% Metwork Utilization dialog box, you
can configure the settings for the new alert.

Slertwhen thewalue s I 'l Lirmits I

Add... Eemaye |

Sample data evern

[rtenal; |5 _Ij Whits: I secands ¥ l

You first want to enter a comment in the
Comment field to help you remember the alert
In this case, you type Alert to advise
administrater when network
utilization over 50%.

iz Performance

50% Metwork Utilization

General | Action I Schedule I

Thig alert zcan beging immediately after pou apply changes,

Comment:

I.t’-‘n.lert to advise administrator when network utiization over 507%

Counters:

Alert when thewalue s I 'I it I_

Add.. t

Sampledeta even
s |

g Performance

50% Metwork Utilization

General | fiction | Schedule |

This alert scan beging immediately after pou apply changes.

Comment;

IAIert to advize administrator when network, tilization over 0%

LCounters:

To add counters, you click Add.

Alerb e the walle & I "I Lt I

Sample data evens:

I tenwal |5 :: i Wiartss I zeconds

And in the Add Counters dialog box,
you select the Network Interface
performance cbject, ensure that the
Bytes Total fsec counler is selecled,
and select Realtek RTL&139 Family
PCI Fast Ethernet as the instance,

12
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= Perlormance
50% Metwork Utilization
Add Counters

" Use Jocal computer counters
@ Select counters from computer:

| BT i

Ferformance object:
I Metwark, Interface j
Al counters

© Allingtances

@ Select counters from list & Select jnstances from izt

Bytes Received/sec
Bytes Sent/zec

0

Current Bandwidth

Output Queue Length

Parkets Muthond isr:arrlﬁrl_l;l
3

fdd Evplain |

To confirm your selection, you click
Add, and finally, you click Close,

Performance

50% Network Lt on R

General |Action| Schedule |
Thiz alert zcan beging immediately after you apply changes.

Comment:

IAIelt to adwvise administratorn when network, utilization over 502

LCounters:

(01 WM etwark, Interface(Fealtel BTLS Family PCI Fast Etherrgl

You return to the 50 percent Metwork
Utilization dialog box, where you can specify
the threshold for the counter you have added.

x| Limit |

|+

Alert when the value is: | Over

Bemove

Sample data eveny:

LUrits: I seconds 1]

Interval: |2 =i

The print server has a 10 MB Ethemet card,
with a capacity of 1,25 million bytes per
sacond. You wanl to be alerted when
utilization is owver 50 percent, 50 you type
625000 in the Limit field.

:‘I '. ulmance

50% Network U

tion
General | Action | Schedule |

Thiz alert scan beging immediately after you apply changes.

Comment:

IAIert to advige administrator when network, utlization over 50%

Counters:

. InterfacelRealtek Family PCI Fast Ethern

L | I
Alert when the value is: IUVEI "I Lirnit: |52EDDD

Add... | Bemove

Sample data every

Interval: |5 _% Units: I seconds ']

ou can now specify the actions o take
when the threshold is met

To do this, select the Action tab.

50% Metwork zation

General | Action | . 0B |
Thig alert scan begins immediately after vou apply changes.

Comment;

IAIerl to advize administratar when network, utilization over 502

Family PCI Fast Ethe

Kl |
Alert when the value is: IUVEf 'l Lirnit; |52EDDD

Add... | Bemowe

Sample data every:

Interval: |5 j:- Lrits: Iseconds

In the Action tabbed page, you can

create an event log entry
send a nelwork message
start a performance data log
run a specified program

13
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50% Network Utilization

General  Action | Schedulel

“When an alert is triggered:

¥ Log an enty in the application event log

[ Send a network message to:

[ Start performance data log:
| I

[ Bun thiz program:

I Brows

EamratdlLine drgumetts...

Erample commarnd e argumerts:
["50% Metwork Utiization,2003/12/24-10:01:21.024 5 Dbject\ Counter

In your case, you want to be alerted by
a message when the utilization is over
20 percent, so you select the Send a
network message to checkbox, and
type NY-FS01 in the text field.

i Performance

50% Network Utilization

General  Actian | Schedulel
‘When an alert is triggered:

W Log an entry in the application event log

¥ Send a netwaork message to;
INY-FSEH

[T Start performance data lag:
| -
™ Bun this program:

| g gL ol B =2t o =i,

Lastly you can schedule a log scan manually.
To do this you click the Schedule tab and
select the Manually (using the shortcut
menu) radio button in the Start scan section.

Performance

%2 Metwork Utilization HE3

Generall &ction  Schedule I

r~ Start szan

% Manually using the shortcut menuj

oap [10012044 = o [12/242002 =l

—Stop scan

& Marually [using the shortcut menu)

£ After |1 _lj (s Idays j

(el |1U:D1:2DAM =ilan |12325;2003 =l

When an alert scan finishes:

[ Start & mew scan

Cancel Apply I

And you click OK to close the 50% Network
Litilization dialog box,

You return 1o the Performance console
and the alert you created is displayed i
the details pane.

And now you can start it.

Ta do this, select 50% Netwaork
Utilization and click the Forward icon.

erformance

@ File  Action  “iew Favortes  Window 2 Help

«» BE BB @05 =
[ Console Roaot I arne I

gﬁ Spztem Moaonitor 8 505 Netw,..
Eﬁ Performance Logs and Alerts
-] Counter Logs

Trace Logs

L]
H

14
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Creating a performance alert SkillCheck

{59 Performance

@ File  Action Wiew Favortes  Window ﬂelp\ e S-UDFI‘USE' that the NY-F303 server has a 10

& = | Am| X 2|0 )= ME Ethernet card, which will have a capacity

) Consols oot — e of 1,250,000 bytes/sec. You want to create an
41 System Moritor P55 Fetwn . Alent to achviee, adn alert to be sent to you when utilization runs

Eﬁ Perfolmance Logs and Alerts over 10 D‘EFCEI"I[ {1 25 .|_'][}|'_'|:|

Counter Logs
Trace Logs

Blerts To create an alert to be sent to you when
utilization runs over 10 percent, you ensure
that Over is selected in Alert when the value
is drop-down list box, and type 125000 in the
Lirnit field. Then you click the Action tab,
select the Send a Network message to
check box, and type NY-F503. Finally, you

Wwindaw  Help click OK,
B2 Er =
Mame I Comment

You are concerned that one of your servers is

being overloaded with network traffic. How

might you approach analyzing data from this
The alert is now running. overloaded server?

To analyze data from an overloaded server,
you set System Monitor to analyze the relevant
counters, and you set an alert to notify you if

And when the utilization goes over 50 the capacity of the network interface passes a
percenl, an alert message appears. certain =et threshold.

Messenger Service X
Message from NY-FS01 ta WY-FS01 on 1/6/2004 3:03:00 PH The Windows Server 2003 Performance

e ffective tool f itori
200441-06 150300 \ANY-F0T\Nebwark InterfaceiReatek RTLE1 39 Fariy FC) Fast Ehernet W"EDE'E:” elec "'EI Lot formont D”Pg
NICByles Total/sec tipped is aert tieshokd, 334880, 523315213 s over the lmit value of 625000, SYstem performance. Itis composed o
lwio parts — System Monitor, and

Performance Logs and Alerts.

System Monitor allows you to view and
analyze performance data from your local
computer or other computers on the
network. By default, it tracks three default
counters = % Processor Time, Pages/3ec,

SkillCheck and Avg Disk Queve Length. If necessary,

Perform the steps to begin creating an alert. you can remove these default counters,
and add other counters.

To close the message you click OK

To begin creating an alert, you select the Alerts
node, and select Action - New Alert Settings.

15
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Performance Logs and Alerts allow you to
monitor system stress and performance
aver a period of fime. To do this, you can
creale new log files, which collect data
over specified start and stop times. And
ance the log data has been collected, you
can view it in one of three forms — graph,
histogram, or report.

You can also use Performance Logs and
Alerts to create alerts. These alerts can be
sent to you when the thresholds you have
set have been exceeded.

This topic covers the following points:
1. Exercise overview

2. Task 1: Adding counters to System Monitor

3. Task 2: Creating a performance alert

Exercise

In this exercise, you're required to monitor system performance and
create a performance alert.

This involves the following tasks:
» adding counters to System Monitor

w» creating a performance alert

The Interswifl network has been experiencing
conneclivity problems, and you are concemed that
the network interface card on the Interswift PDC
(NY-F501) is being overloaded with network traffic.

This topic covers the following points:
1. Exercise overview

2. Task 1: Adding counters to System Monitor

3. Task 2: Creating a performance alert

Exercise

In this exercise, you're required to monitor system performance and
create a performance alert.

This involves the following tasks:
» adding counters to System Monitor

» crealing a performance alert

The Interswifl network has been experiencing
connectivity problems, and you are concerned that
the network interface card on the Interswift PDC
(NY-FS01) is being overloaded with network traffic.

You have logged onto NY-FS01, and have
decided to use System Monitor, with added
counters, to investigate the problem.

Task 1 of 2 [ ]

Cpen the Performance console and add the Bytes
Received/sec and Bytes Sent/sec counters o System
Monilor. Use the Realtek Fast Ethernel instance.

1. Select Start - Administrative Tools - [
Performance

2. Click the New Counter Set button, and
click the Add button on the toolbar

3. Click the Performance object down-pointing
arrow, and select Network Interface

4, Select Realtek RTL8139 Family PCI Fast
Ethernet in the Select instances from list

5. Select Bytes Received/sec in the counters
list, and click Add

6. Select Bytes Sent/sec in the counters list,
and click Add

7. Click Close

You are concerned about the performance of the network
interface card in an application server on your network.
You would like to be alerted when the utilization is over
60 percent. The server has a 10 MB Ethemet card,
which will have a capacity of 1,250,000 bytes/sec.
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Task 2 of 2 E3

Create an alert that will send a message to NY-FS01
when network utilizationfinterface capacity exceeds
B0 percent (750000). First configure counters. Then
set the alert threshold and configure action settings.

Mame the alert "60% Metwork Utilization®. The
Metwork Interface instance is Realtek RTLB139
Family PC| Fast Ethernet.

1. Expand the Performance Logs and Alerts
node, select the Alerts node, and select
Action - Mew Alert Settings

2. Type 60% Network Utilization, and
then click QK

3. Click Add

4, Click the Performance object down-pointing
arrow and select Metwork Interface

5. Select Realtek RTL8139 Family PCI Fast
Ethernet in the Select instances from list,
then click Add, and click Close

6. Type 750000 in the Limit field
7. Click the Action tab

8. Select the Send a Network message to
checkbox, type NY-FS01, and click OK
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