READ ONLY DOMAIN
CONTROLLER

RODCs offer improved security, faster logon times,
and more efficient access to local resources. RODC

administration can be delegated to users or groups
that do not have administrative rights in

the domain.



benefits of using an RODC
Installing an RODC in a branch office.

Configuring a Password Replication Policy.
Using Administrative Role Separation.



* RODC’sprovide 3 main security benefits which
satisfy needs of many branch offices.

o By default RODC’s do not maintain password
properties for any users.

o No changes can be made to the AD database on
the RODC.

o RODC’s have local a Administrator group which
allows users in the branch office to
administrate the computer without having
privileges to the domain.



Installing a Read Only Domain Controller.

This is going to be the same process we used to install a Domain Controller.
1. Goto Add Roles

2. Active Directory Domains and Services and install the role.

3. Lauch the dcpromo wizard
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Windows Server 2008 domain cortrollers have a new more secure default for the
secunty setting named " Alow cryptography algorthms compatible with Windows NT
4.0." This setling prevents Microsoft Windows and non-Microsoft SME "clients" from
using weaker NT 4.0 style cryptography algorthms when establishing securty channiel
sessions against Windows Server 2008 domain controllers. A= a result of this new
default, operations or applications that require a securty channel serviced by
Windows Server 2008 domain contrallers might fail.

Platfoms impacted by this change include Windows NT 4.0 as well as non-Microsoft
SMB "clierts™ and networnc-attached storage (NAS) devices that do not suppaort
stronger cryptography algorthme. Some operations on cliente unning versions of
Windows eardier than Vista with Service Pack 1 are also impacted, including domain
join aperations pefomead by the Active Directony Migration Tool or Windows
Deployment Services.

For more infermation about this setting, see Knowledge Base article 542564
{hitp: #/go.microsol .comAwlink/?Link [d=104751).
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Choose a Ueployment Contiguration
You can cregld a domain centroller for an existing forest or for 2 new forest.




a1 Active Directory Domain Services Installation Wizard

Network Credentials

Specify the name of the forest whene the installation will occur and account
credentials that have sufficient privieges to perform the installation.

Type the name of any domain in the forest where you plan to install this domain
cortroller:

Fl:untl:usn.l:l:um

Sp%‘yfhe account credentials to use to pedorm the installation:

{* My cument logged on credertials (GLOBOMANTICS \administrator)

" Atemate credentials;

More about who can install Active Directory Domain Services




! Active Directory Domain Services Installation Wizard

=5 Contaso.com forest root domain)
ﬁ north, conkoso,com

ﬁ South,contasa, com




Active Directory Domain Services Installation Wizard =

Select a Site — —
Select a site for the new domain contreller. =2 A=)

[T Wze the site that comesponds to the [P address of this computer.

Default-First-Ste-fame

Used to control replication from office to office
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Delegation of RODC Installation and Administration =:

The user or group that you specify will be able to attach a serverto the RODC
accourt that you ars creating niow and complets the RODC installation . They wil
also have local administrative pemissions on this RODC.

To simplity administration, you should specify a group and then add individual users
to the group .

Group or user:

| Set...

Cther accounts can also inhert permissions on this RODC, but those accounts will not
have local administrative: permissions on this RODC unless you add those accounts

explicithy .

More about delegation for read-only domain controller installation and administration

pre-staging of RODC installation

<Back [[\Net> |  Cancel
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Review your selections:

‘_ e el ——

Configure this serveras a
domain na globomantics a

Site: Defaul-First-Ste-MNa

Additional Options:
Read-onihy domain contr
Global catalog: Yes
OMS Server: Yes

Update DMS Delegation:

Source domain contraller

Ta change an option, clic

These settings can be &x
other unattended operatic
More abolt using an ans

Active Directory Domain Services Installation Wizard

The wizand is configuring Active Directery Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected.
E i %ﬁ.— F‘r

Waiting for DNS installation to finish

Caneel
[~ Reboot an completion

+« Back MNext > Cancel




RODC Note that all the objects are missing we cannot create anything new. The NEW tab

Fil

missing.

Active Directory Users anc

g Actiomn Wiew Help

Computers
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.F'.::h'u'e Directory Users and Computers [ DAL-DC1-2K8.

Saved Queries
na. glnbumanhcs com
| Builtin

~| Computers
= | Domain Controllers

HHHH&L-

3_!, Cert Publichers
52 Denied ROD. ..

Changes can only be made on the writable domain controller

. ForeianSeaurityPringioal 52, DnsAdmins
. gn ecurityPrindpals 82 DnsUpdatePr..,
- Delegate Contral... ﬂiﬂamain Admins
Find... 52, Domain Com...
da . .
fizir Canit...
All Tasks k Delegate Control...
=ga or main Guests
Find... .
View [ —— main Users
E!‘Gruup Policy ...
Fbeﬁ'esh. _z_. Guest
ExportList... 82 RAS and 145...
Properties E!‘Flead-nnly O...
Help

Security Group ...
Security Group ...
Security Group ..
Security Group ...
Security Group ...
Security Group ...
Security Graup ...
Security Group ...
Security Group ...
Security Group ...

Liser

Security Grnupl}s
Security Group ...

Name Type Description
_!, Administrator  User Built-n account for admini. ..
ﬂﬁﬁ.]l::-wed ROD... Security Group ... Membersin this group can...

Members of this group are...
Members in this group can...
DNS Administrators Group
DNS dients who are permi...
Designated administrators. ..

Al workstations and serve...
&ll domzin comtrollers in th...

All domain guests
All domain users
Members in this group can...
Built-in account for guest ...
Servere in this group can ...
Members of this group are...



On the writable domain controller we could create a group and a user
Who will administer the RODC. We could then add the group to th

sctive Directory Users and Computers [ CHI-DC 1-2K38.1
Saved Queries

%3 na.globomantics.com

| Builtin

| Computers

| Domain Controllers

| FeoreignSecurityPrindpals

| Users

[ EE e

Any one who is a member of
This group will have their pass
words cached on the RODC. This
means that these passwords will
not only be cached on this RODC
but any RODC in the Domain

Marme

| Type

| Description

__j Y, Administrator
2 Allowed ROD

_‘5'?, Cert Publisher

_1 Yy Dallas Administrator
52, DallasUsers

J"L Denied RODC Password Replication Group

_'EE DnsAdmins

_'i"ﬂ DinsUpdateProxy

52 Domain Admins

42, Domain Computers

_‘S\?‘ Domain Controllers

_'i'?‘ Domain Guests

52 Domain Users

:i{ Group Policy Creator QOwners
%. Quest

:ﬁ_’, RAS and IAS Servers

:ﬂ', Read-only Domain Controllers

/

aszeword Replication Group

User

Security Group ...
Security Group ...

User

Security Group ...
Sequrity Group ...
security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

User

Security Group ...
Security Group ...

Builtin accou
Members in 4
Members of &

Members in i
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DNS dlients w
Designated a
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If we wanted the passwords to be cached only on the specific RODC that we are dealing with
Then we Would have to connect to that RODC and add the users to the Allowed RODC
Password Replication Group on that RODC.

File Action View Help

o= | AEalEel = HEdasvrah

| Active Directory Users and Computers [ CHI-DC1-2K8.1 | Mame Type DC Type Site [
_| Saved Queries ACHIDC1-2K8  Computer DC Default-First-Sit...
=l #4 na.globomantics. com MDALDC1-2K8  Computer Read-only, G Default-First-Sit...

| Builtin T}s

| Computers

= | Domain Controllers
| ForeignSecurityPrincpals
| Users

Expand the Domain controllers object, right click on the RODC computer object and
Click on properties




General | Operating System | Member Of I Delegation I
Password Replication Policy I Location | Managad By | Dial4n

an ar |

This is a Read-only Domain Contraller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for

le accounts that are in the Alow groups and not in the Derny groups can be
replicated to the RODC.

Groups, users and computers;

Mame Active Directary Dom__. | Setting
Account Operatars na.globomantics com/...  Deny
Administrators na.globomantics.coms... Dery

Allowed RODC Passw ..  na.globomantice coms.. Allow
Backup Operators na.globemartics com/...  Deny
Denied RODC Passwo... na.globomantics com/...  Deny
Server Operatore na.globomantice coms... Deny

N

Advanced... Add. . Fermoye

As you can see everyone else is set to deny except the Allowed RODC password replication
Group.



Add Groups, Users and Computers

Choose the setting for the account you are adding to the passwond

™ Allow hsswnrds far the: accourt ta replicate to this RODC

" Deny passwards for the account from replicating to this RODC

[ Caneel
Alowed RODC FPass... na.globomantics coms/ . Allow
Backup Operstors na.globomantics com/... Deny
Denied RODC Passw_.. na.globomantics com/..  Demy
Server Cperators na.globemantics.com/... Deny
Advanced. .. Add. Hlermse

If you wanted to add a specific person you would click on Add and select the option to
allow passwords for the accounts to replicate to this RODC



ive Directory Users and Computers - | =1 |

Action \View Help

YEEEIE I EEEEN I SeE A '
. . _ " = |
ctive Directory Users and Compute DAL-DC 12k S —IEII‘=
| Sawved Queries Select Users, Computers, or Groups ﬂﬂ Sit L.

Description

'E'_i_| na.alobomantics. com Sit. ..
7 [ Builtin Select this object type:
H || Computers IUE-EHE. Computers, Groups, or Builtdn security principals Object Types. ..
= | Domain Controllers ) _
H || ForeignSecurityPrincipals From this lacation:
| Users Ina.glnbomantics.mm Locations...

Enterthie object nameas to select (sxamplzs):
DallasUsers Check Mames

Advanced.. | ~ OK Cancel

So now any users in the Dallas Users group
Will be able to catch their password on the
Dallas RODC Domain Controller

Advanced. .. | Add. .. | Hemoye |

R ——— R



ROLE SEPARATION

On a RODC if we want to make someone an Administrator (local — because a member
on a RODC cannot be a domain Administrator) we have to do it from the command
Prompt.

The user we created on the

d=mgmt: local roles Writable DC

local roles:

local poles: add daladnin adninistrators
ouccessfully updated local rale.

local roles:




Administrator: Command Prompt - dsmgmt

local roles: list roles the list roles command
Administrators Gives you a list of all
Availahle roles: The local roles

Administrators

Users

Guests

Hemote Desktop Users

Metwork Configuration Operators
Performance Monitor Users
Performance Log Usewrs

Distributed COM Users

IIS_IUSRS

Cryptographic Operators

Event Log Readers

Certificate Service DCOM Access
Terminal Server License Servers
Fre—-Windows 2000 Compatible fAccess
Hindows Authorization Access Group
Replicator

Account Operators

Backup Operators

Eerwer Operatops

Print Operators

local »olex:

Available on the sever

If you want to make someone a member of a specific type of local group so as to manage
the individual server but without having Active Directory specific privileges, then this is
how you do it. This is called Administrative Role Separation.



RODC AND DNS

If a DNS server is installed on an RODC, clients can send name resolution

qgueries as they would to any other DNS server.

However, the DNS server on an RODC does not support client updates directly and
does not register name server (NS) resource records for any Active Directory—
integrated zone that it hosts.

When a client attempts to update its DNS records against an RODC, the server
returns a referral to a writable DNS server. The RODC then requests the updated
DNS record (only a single record) from the writable DNS server. The entire list of
changed zone or domain data does not get replicated during this special replicate-
single-object request.’



