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Configuring the Remote Access Service



What is a VPN?

» VPN stands for Virtual Private Network.

» VPNsallow users to securely connect to the
local network from a remote computer.

' Theremote computer virtually becomes part
of the local network.



Supported Authentication Protocols

* Unauthenticated - BADIDEA
= PAP - Password Authentication Protocol

(Low Security)
* CHAP - Challenge Handshake Authentication
Protocol (Medium Security) non-microsoft Systems)

= MS-CHAPv2 - Microsoft Challenge Handshake
Authentication Protocol (High Security)

= EAP-TLS - Extensible Authentication Protocol
Transport Level Security (Highest Security)

Multi-factor Username,smartcard, biometrics



Choosing a VPN Protocol

- = PPTP - Point to Point Tunneling Protocol
o Uses MPPE encryption Peint-point protocol ~original protocol
o Primarily used with pre-Windows 2000 clients
= L2ZTP - Layer Two Tunneling Protocol
o Uses IPsec encryption
o First supported in Windows 2000
= SSTP - Secure Socket Tunneling Protocol
o Uses the SSL channel of HTTPS for encryption
o New to Windows Server 2008

o Primarily used when PPTP/L2TP are blocked at
the firewall

Must have a certificate assigned to Server if
You will be using sstp for your vpn protocol



v Install the Remote Access Service.

* Configure the Remote Access Service to support VPN
connectivity.

* (Createa VPN connection from a client.
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‘are You Beqgin

ver Roles

awark Policy and Access Services
Ruole Services

TFirmation

IQress

sulks

Select one or mare roles ko install an Ehis server.

Foles:

|_ Active Directory Certificate Services

[ ] Active Directory Domain Services

|_ Active Directory Federation Services

| | &ctive Directory Lightweight Directory Services
|| active Directory Rights Managerment Services
[ ] Application Server

|| DHCP Server

[ ] DM5 Server

U] Fax Server

) rictviork Policy and Bocess

L] Terminal Services

|_ UDDT Services

L] web server (115)

] windows Deployment Services %
[ ] windows Server Update Services

[More abouk server roles

Drescripkion:

Metwork Policy and Access Services
provides Metwork Policy Serwver (HPS),
Routing and Remote Access, Health
Regiskr ation Authoricy (HRAY, and
Host Credential Authorizakion Protocaol
(HZ&PY, which help safequard the
Realth and security of vour netwark,




H Select Role Services

Befaore You Beaqin

Server Roles

MNetwork Policy and Access Services
Confirmation

Progress

Results

Needed for VPN access

Select the role services ko install Foy Metwork Policy and Access Services:

Riole services:

Description:

| | Metwark Policy Serve
= & Routing and Remote Access Services

PIRFemoke Access Service
Routing
| | Health Reqgistration Authority

| | Host Credential Authorization Prokocol

Remote Aocecs Service enables
remote offices ar mobile workers
access private office netwarks o
WPN or dialup connections,

INSTALL




From Ad Tools select Routing and Remote Access

Routing and Remote Access NY-MEM1-2K8 (local)

Server Status
MY-1EM -2k (local) . .
k Configure the Routing and Remote Access Server
To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing
and Remote Bocess,

For more information about setting up a Routing and Remote Access, deployment scenarios, al
troubleshooting, see Routing and Rermote Aocess,




2 Routing and Remote Access Wil N MEM1 2K - 8 X S—

File Action Wiew Help

e | HEIXE | BE

[
= Raouting and Remote Access NY-MEM1-ZKE (local)

Server Status

uting and Remote Access Server

ermate Access, onthe Action menu, click Confiqure and Enable

k : :
Al Tasks vout setting up a Routing and Remote Access, deployment scer
View p uting and Rermote Aocess,
Delete:
Refrech
Propettizs

Help




uting and Rermote ACcE

]

Server Status
M¥-MEML-2KE (local)

[y

Routing and Remote Access Server Setup Wizard _

Access Server Setup Wizard

remaobe clishks

To cantinue, click Mext

welcome to the Routing and Remote

This wizard helps pou set up vour gerver o that vou can
connect to ather networkz and allow connectons from

¢ Back Mewt =

Cancel

gnd Enable Routing

ment scenanos, a




3 Routing and Remote Acce
Server Status
MyY-MEML-2KS (local)

ol can enable sy of the following combinations of services, or pou can
custamize this server.

' FAemote access [dialup or WPN)

Allowy remots c%‘.ts ta wonnect o this server thraugh sither & dial-up connastion ar 5
gecume viriual private network, [YPM] Intemet connechion.

" Metwork address translation [NAT]
Allaw internal clients b connect ba the [nternet using one public 1P address.

€ Virbual private network [WPM] access and N&T

Allay remote clisnts to connect to this zarser through the [nternet and local clients to
connect to the Intemet uging a sngle public IP address,

" Secure connection betwesn b private networks
Connect thiz network to a remote nebwork, such az a branch office.

= Custom configuration

Select any combination of the features avalable in Bouting and Bemaote Access.

For more information

< Back Memt » Cancel

Routing and Remote Access Server Setup Wizard !

Configuration

knd Enable

mient scel




File  Action  Wigw Help

s | AEIXRE & HE

—
= Routing and Remote Acce . .
Routing and Remote Access Server Setup Wizard
% Server Status

Wou can get up this server to receive both dialup and WP connections.

knd Enable F

ment scena

W PN

WHM server [alzo called 2 YPM gateway] can recerve connections from
emote chents brough the Intemest.

[ Dialup

A dialup remote access server can receirye connechons directy fram
rernate clients through disl-up media, such az a modem.

Far mare information




Fouting and Remoke Acce

Serwer Staktus
MY¥-TEML-2KE (local)

Routing and Remote Access Server Setup Wizard _

VPN Connection

To enable WPM clizrts ba conrect bothis sereer, at l2ast ane netwark interface
must be conmected to the Intemet, pnd Emable Rout

Select the netwark interface that connects thiz server ta the Intemest ment scenarios

MNetwark nterfaces:

P arme | Descrphion | IP &ddress
E xtermal Intel[ R PROAD0O0MT ... 132.168.11.1
Internal Intell R FROAD00MT ... 132168101

[~ Enable secunty on the selected interface by setting up static packet filkers.

Stahc packet hiters allow onlp WP traffic to gain access to this server through the
selected interface.

Far mors inkbarmation about nebwark inkerfacs:
For mote infarmation about packet fltering.

< Back Mext - Cancel




= Routing and Remoke ACce - -
Routing and Remobe Access Server Setup Wizard
% Server Status

MY-MEML-2KE (local) IP Address Assignment

You can select the method for Sxsigning P addresses boremobe clisnts,
gnd Enable

How da pau want [P addreszes to be azzigned to remote clisnts? ment seen

" &ukomaticaly

IF pour uge a DHCF zerver bo azzign addreszes, confirm that it iz configured properly.
F pou do not uze 2 DHCP zerver. this sereer will generate the addresses.

Il"&Fn:-m a specihied rangs of addresses

Foar miare infarmahion

< Back Mext - Carcel




File  Achion  Wiewm Help

L ksl AEREN 2 B

[
B Routing and Remote Acce . .
Routing and Remote Access Server Setup Wizard
% Server Status

MY-MEM1-ZKE (local) Address Range Aszignment

Wou can gpecity the address rangss that thiz zereer will uze bo azsign addrezzes ba
remote clents. prid

me
th Hew IPv4 address Range K || of
£

Ad Twpe a starting |P addiess and sither an ending [P address or the number of
_addreszes inthe range.

F . il
Start IP address: . 0.0 .0
End IF address; o . 0.0 .0
=
Mumber of addreszes; - ]

1] & Cancel |




NEGE BRI

' Routing and Remote acce - -
' Routing and Remole Access Server Setup Wizard
% Server Status

MY-MEML-2K8 (local) IP Address Assignment
You can select the method for Sxsigning P addresses boremobe clists,

fnd Enab

How da pau want [P addre=szes to be azzighed to remote clisnts? ment sci

%fbutnmaticall It
f wou uze a DHCF zerver to azzign addreszes, confirm that it iz configured properly.
[F pour do not uze 3 DHCP zerver, this zereer will generate the sddresses

™ From a specified range of addresses

Far rare infarmation




Known as a NPS server

File  action  VWiew Help

&= | HEIXRE & HFE

T
& Routing and Remote Acce . -
Routing and Remote Access Server Setup Wizard
% Server Status

MY-MEM1-2K8 (local) M anaging Multiple Remote Access Servers

Conmechion requests can be suthenticated [ocallp or fonaand=d to & Bermate
Authentication Dial-ln User Service [RADIUS] server for authentication, pnd Enable

Although Houting and Bemote &ccess can authenticate connechion requests, large ment scer

networks that include mulkiple remote access servers often uze 3 BADIUS server for
central authenticahon.

[F pou are uzing a BADIUS server an pour nebwark, nou can st up this server to bonaard
authentication requests o the RADIUS zerver.

Do you want bo st up this server to wark withoa B2ADIUS sereer?

e Mo, uze Routing and Remote Access to autherticate connection requests

7 ez, zet up this server to work with & BADIUS server

Far miore infarmation

« Back rtglle:-:t - I Cancel




‘ing and Remote Acce
Jerver Stakus
JY-MEM 1 -ZKE (local)

Routing and Remote Access Server Setup Wizard !

Completing the Routing and Remote
Access Server Setup Wizard

knd

Tou have successfully completed the Bouting and R emote
arccess Served Sebup Wizard.

SR Sny:

VPR cliznts connect b the following public intefface: -
External

PR clients are agsigned the follawing netwaorks for
addreszzing: Intemal

Client connections are accepted and authenticated
uzing: remobe accezs policies for thiz zerver. -

Before clients can connect, uzer accounts must be added
lacally ar thraugh Active Directon. For more information abat
uzer accounts, see Bouing and B emote Aocess Helg.

To cloze thiz wizard, chek Finizh,

< Back [ Finizh I Cancel




aUCing and Kemacge HCCe

Serwer Status
) MY-TMEML-2KE (local)

Routing and Remolte Access Server Setup Wizard _

Completing the Routing and Remote
Access Server Setup Wizard

knd Enable Rout
Tou have successfuly completed the Bouting and B emche

arccess Server Setup Wizard. ment scenarios
SLrTI Sny:
Routing and Remolte Access m

To =uppart the relaging of DHCP messages from remate acces:s cient:, vou must configure the properties
of the DHCP Relap Agent with the IP address of your DHCP server. Click Help for more inbormation.

When a client connects to the remote access server it will not get additional options like
default gateway, Dns etc. What it does is takes the information that the Remote Access
Server has been assigned. So if you want custom DHCP options for your Remote Access

Clients, then you are going to have to install the remote access relay agent on this remote
Access server

ok | Help |

Lser accounts, see Bowting and Bemote Access Help.

To cloge thiz wizard, chclk Finis[%




File

Action  Wigw

Help

2| ZEEcE|HE

@

Bl Routing and Remote Acess

El

Server Status

NY¥-MEML-2KE (local)

E Metwark Interfaces %Lﬂﬂpback

E Ports

E Remote Access Clients (0) E?Internal
"N Remoke Access Logging & ﬁEKtEFI‘@

2 B P
El
= 5t
=

Mew Inkerface...

Mew Ricuting Protocal,

B IPuR

r‘-._}
Show TCRIIP Information, .
Showa Mulkicast Forwarding Tatle. .
Show Mulkicast Stakistics. .

Wig b

Refresh
Expaort List...

Fropetties

Help

Interface = Tvpe IP Address Incoming bytes Qukgaing £
Loopback 127.0.0.1 0 0

ﬁlnternal Inkernal Mot available - -
Dedicated 192.1658.10.1 1,158,519 2,040,030
Dedicated 15Z.168.11.1 141,529 o467

This is where you would do it. You would right
Click on General and click New Routing Protocol.



| E’!‘J MTTINIEF L= RO LIuLdl ) 'E - " [|maaa
Met k Interf . . .
% F'zr::m rhEiares = Click the routing protocol that you wart to add, then chck QK.
B, Remote Access Clients () £ R outing protocols; . 160
g Femate Access Logging &F E 7B
H = Pyl
= General
B Stakic Roukes
ey

ODHCP Relay dgent

| [ ] Cancel




File  Action  YWizw Help

&= | AFIXRE = HE

—

= Routing and Remote Access
Serwer Status

= MY¥-MEML-2KE (local)
E Metwork Interfaces
E Porks
E Remoke access Clients ()
S5 Remote Aocess Logging & F
B Pyt

= General
B Skafic Routes

Eﬁw

DHCP Relay Agent

Interface -

Relay mods

Requests received

Replies receiver

There are noitems to show in bhis view,



Server Status
MY¥-MEML-2KE (local)
E Metwork Interfaces
E Porks
E Remoke access Clients ()
S5 Remote Aocess Logging & F
B Pyt
= General
B skatic Routes
= DHCP Relay Agent
B PR

"
= Routing and Remote Access
=

DHCP Relay Agent
RiNew Interface for DHCP Relay Agent |] Replies received

Thig routing protocol runs on the nterface that you select below,

Interfaces:

'EE' E xtemal

ﬁﬁ' Interna !

To configure the DHCP Relay Agent you
Would right click on DHCP Relay Agent
and add an Interface

K Carcel




= Routing and Remote Access
Server Status

= MY-MEML-2KE (local)
E Metwork Interfaces

E Ports

E Remote Access Clients (O
£ Remote Aocess Logging & F
SR
= General
B skakic Routes
= DHCP Relay Agent
B PR

General I

T2 [Dwnamic Hozt Configuration Protocal [DHCP) Interface

Al

¥ Relap DHCP packets

Hop-count breshald:

Boot threzhold [seconds]:

Far miore information

ru

ok

Cancel |

Anply

E




3 Routing and Remate Access
Server Status
=] My-MEM 1-2K3 Clocal)
E Metwork Interfaces
= ports
E Remoke Access Clients {0}
3] Remote Access Logging & F
B IPvd
E Ceneral
‘B Static Routes
IENCHCP Relay Agent
B IPvk

DHCP Relay Agent

Interface -

Relay mode

Requests received

Replies received

R.

E? Internal

3

Enabled

0

0

Now the DHCP Relay Agent has been configured so that the
Client can go ahead and get additional options from the
DHCP server

0



File  Ackiom Wiz Help

= 1mc = HAl

: e
@ == Scope Options

=] B r-decl-2kE. globormanktics. com 'Eeneral ﬂgduancedl
= Py

=[] Scope [192.168.10.0] N YWendor class:

| DHCP Standard Options |

| D escription =

Address Pool Izer class:
G@ Address Leases
&l Reservations Awailable Options
28 Scope Options L1 002 Tirme Offset
|5} Server Cptions L 003 R onster
B [Pv6 ﬂ (A Tirna S arear

l% LUCT offsati™

Array of ot
ez af B -
| b

— Drata entry




[ Routing and Rerote Access
Serwer Status
] M¥-MEML-ZKE {localy
E Metwork Inkerfaces
E Forks
E Remote Access Clients (O
£ Remote Access Logging & F
= IPvd
= IPve

Marme = Device Used By Skatus |
= WAN Minipart (55TP) (VPNO-28) VRN RAS Inactive
AN Miniport (SSTP) (YPRO-98) WP &S Inactive
T2 W AN Minipart (S5TP) (VPHO-97) PN &S Inactive
o W AN Minipart (S5TP) (VPNO-96) VPN RAS Inactive
=P WAN Minipart (55TP) (VPNO-35) VRN RAS Inactive
W AN Minipart (SSTP) (YPNO-94) PN RAS Inactive
T WAN Minipart (S5TP) (VPRO-93) WP RAS Iractive
o W AN Minipart (S5TP) (VPNO-92) VPN RAS Inactive
P W AN Minipart (S5TP) (VPNO-91) VPN RS Inactive
T W AN Miniport (SSTP) (YPNO-90) =y RAS Inactive
o WAN Minipart (S5TP) (YPRO-9) WP RAS Iractive
o WAN Minipart (SSTPY (VPHO-69) VPN RAS Inactive
% WAN Miniport (SSTP) (VPRO-58) VPN PAS Inactive
=2 W AN Minipart (S5TP) (VPRNO-E7) PN RAS Inactive
T W AN Minjpart (S5TP) (VPNO-56) WP RAS Inactive
3w AN Miniport (SSTP) (VPNO-85) WP R&S Inactive
% WAN Miniport (S3TP) (VPRNO-54) VPN P Inactive
P W AN Minjpart (S5TR) (VPNO-53) WP RAS Tnactive
= WAN Minipart (S5TP) (VPNO-52) WP RAS Inactive
@wnm Minipart (S5TPY (VPND-81) VPN RAS Inactive



Routing and Remate Access o ke e M e -

Serwer Stakus [ evices
% MY¥-TMEML-2KE {local) Status

& Metwork Interfaces R outing and Remote A ceess [RRAS) uses the devices listed below, Inal:l:!ﬁ.fe
E Forks Inactive

E Remake Access Clients () M anne Llzed By Type flurnb... Inactive

T3] Remote Access Logging & F Wit biniport [FFROE] Fauting FFFoE 1 Inactive
B, IPv4 WAl Minipart [FETF] FaS/Houting  PPTP 1268 Inactive
E IPyE widsh b imipart [L2T F) RS /R oubing L2TF 128 Inachive
WAR b iniport [SSTF] CSTR

Inactive
Inactive

Inactive
Inackive
Inackive
Inactive
Inactive
Inactive
Inactive
Inactive
Inactive

Inactive
Configure. .. | Inactive

Inactive

For more information

Inactive
| Inactive

| ak. I Cancel I goolu



L F I [ H )

"Routing and Remote Access
Server Status T

% l-.li—l"ﬂ EML-2KS (local)
= Network Interfaces Fouting and Remote Access [FRAS ) uses the devices listed below.

E Ports

E Remote Access Clients (00 Configure Device - WAN Miniport {LZTP)
3] Remote Access Logging & F
B IPud
E, IPvE

ou can use this device for remote access requests or demand-dial
connections.

¥ Remote access conmections (inbound only]
v Demand-dial routing connections [inbound and outbound)
[T Demandtdial routing conrections (outbound orly]

Fhone number fiar thiz desice: I

Yo cak 22t a makinunn port o for a dewvice that supports mulkiple pors

M aximum port s IE _%

s

For mare it orrmation 0K

Carcel

LU=, .. I

Far mare inforrm ation

Ok Canicel apply




Authentication protocols

B Routing and Remote Access |
Server Status

= % MY-MEML-2KE (local)
E Metwork Interfaces

E Ports

E Remote Access Clients ()
£ Remote Aocess Logging & F

R

I

‘General Secuity |IPvd | IPvE | PP | Logging |
The Authentication provider validates: credentialz for remote accezs clients
and demand-dial routers.

ALthentication provider:
"W ind vz Authenhication Camfigure...

)ﬁhuthentica it bl ethods.

The accounting provider maintans a log of connechion requests and
EEEENNE.

Accounting provider:
IW dows Accounting j LCanfigure,..

The custom |Psec police specifies & preshaned key for L2ZTP connections.
The Routing and R emobe Access service should be stated to set thiz
option.

[ Allow custom IPzec policy far L2TP connection

Ereshared Fey:

For more information.




E Routing and Remaote Access

]

Serwer Status

M¥-MEM1L-ZK & (local)

E Metwork Inkerfaces

B ports

E Remote Access Clients ()

3] Remote fccess Logging & F
= IPvd
B IPve

] L] (] FH U C H ﬁ.

‘Genersl Secuity |IPvd | IPvE | PPP | Logging |

Authentication Methods E E I

The serder authenticates remate spstems by uzing the 2elected methods in
the order shown below.

¥ Extensible authentication protocol [EAP) ELF Methods. I

Select the EAP option if pou are uaing MNebwork Access Protechon

[MAP) Uze NPS to configurs all ather MAP sattings
¥ Microsoft encypted authentication version 2 [MS-CHSP 2]
[T Encrapted authentication [CH&P]
[T Unencrypted pazzvord [PAP)

Unauthenhcated access

[ Allowe remote systems to connact without authentication

For more information

OF. l Cancel

Far riore infarmaticn.




SET UP A CLIENT CONNECTION TO A VPN SERVER

e = Network and Sharing Center

View computers and devices

Connect to a network

Set up a co "EEEtiE n or network u

Manage network connections )
NY-VISTAL

]
Diagnose and repair (This computer)
‘_" (Domain network)
e
Bccess Local onhy
Connection Local Area Cor

2% Sharing and Discovery

Mebtwork discovery o Off
File sharing @ Off
Public felder sharing @ Off
Printer sharing @ Off

Media shanng 9 Off



Choose a connection aption

Connect to the Internet
Set up a wireless, breadband, or dial-up cennection to the Internet.

ﬁ Set up a wireless router or access point

Set up a new wireless network for your home or small business,

==y Setup adial-up coennection
mg® (Connect through a dial-up connection to the Internet.

Connect to a workplace
5et up a dial-up or VPN connection to your workplace,




How do you want to connect?

% Use my Internet connegtjon (VPN)
Connect using a virtual private fietwork (VPN) connection through the Internet.

N @ W

% Dial directly
Cennect directly te a phone number without going through the Internet.



IP address of the VPN server | am going
To connect to

@ ¥ Connect to a workplace

Type the Internet address to connect to

Your nebwork administrater can give you thic address,

Internet address: [Example:}nhtnm.mm or157.54.01 or 3ffer1 2341111

Destination name: VPN Connection

[] Use a smart card

@ [ Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

Don't connect now: just set it up so 1 can connect later



