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Advantages of Using WSUS

It allows an internal server within a private intranet to act as a virtual
Windows Update server.

Administrators have selective control over what updates are posted and
deployed from the public Windows Update site. No updates are deployed to
client computers unless an administrator first approves them.

Administrators can control the synchronization of updates from the public
Windows Update site to the WSUS server either manually or automatically
Administrators can configure Automatic Updates on client computers to
access the local WSUS server as opposed to the public Windows Update site.
WSUS checks each update to verify that Microsoft has digitally signed it. Any
updates that are not digitally signed are discarded.

Administrators can selectively specify whether clients can access updated
files from the intranet or from Microsoft’s public Windows Update site,
which is used to support remote clients.

Administrators can deploy updates to clients in multiple languages.
Administrators can configure a WSUS statistics server to log update access,
which allows them to track which clients have installed updates. The WSUS
server and the WSUS statistics server can coexist on the same computer.
Administrators can manage WSUS servers remotely using HTTP or HTTPS if
their web browser is Internet Explorer 6.0 or newer.
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Router If each client had do this imaging
How much bandwidth would be

used up.
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In the scenario above each client would have to connect directly to the Microsoft update
Server to query if they were any updates available. If updates were available the Microsoft
Server had to download those updates to the individual machine.
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WSUS Scenarios — Single Server
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WSUS helps save Internet bandwidth and makes
e ~ more etlicientuse of the Microsoft Update Servers.

| I\Ml \ Routar Q:g ~, WS5SUS gives administrators control over what
. | "”“31) updates are sent to the clients by allowing them to

test and approve updates first.
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WSUS now has the ability to Micsecet' Lipdate Sarae

Have all the clients communicate with

the WSUS Server for its updates. WSUS will go to the Microsoft update site for all its
updates and the updates will be downloaded to the WSUS Server. All the clients will
now communicate with the WSUS Server for updates.



WSUS Scenarios — Independent

Each of them operate independently. Each one \:
will go to the Microsoft Update Server for 2
updates. There is no replication or Micrasol's pdsis Saevae

synchronization of any kind between the Servers.
Therefore you will need two administrator, one
for each WSUS Server

WSJS Serwer

Twao independent WSUS servers each
servicing their own network, Need two
administrators, Mot common scenatio
nowadays



WSUS Scenarios — Autonomous Mode
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The WSUS server on the left will go
aut ta the intemet and get the
updates, Synchronization accurs, The
netwark computers above that WSS
serwer will be configured ta get their
updates Frorn that server,

M rasafi's Upidets Serees

Approval of updates
does not synchranize
framn the upstream
server to the
downstrearn server, An
administataor an the
dowwnstrear server has
to approve updates For
its awen clients

WEJS Farss

The second WSS server on the Hght will
inturn get its updates frorn the WSS server
on the right and will not hawve to go out to the
intemnet at all. This server is referrad to as
the downstrearn server, The computets in
the network abowe will be canfigured ta get
their updates fram the downstear serwer



WSUS Scenarios — Replica Mode
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This mode is exactly the same as the autonomous mode with one exception. Approvals are not
done by the second WSUS server as in the Autonomous mode but are replicated over. So you
really need only one Administrator.
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WSUS Scenarios — Disconnected
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The netwaork on the right is completely
disconnected, Updates are done on the WSUS to
the left and saved on CD to be put on the netwaork
to the right

Micrasalt's Update Seavee



Download WSUS 3.0 SP1
[nstall WSUS
Configure WSUS

Software

Configurc Computer Grouys

Configure Clients



WSUS Server Requirements

To act as a WSUS server, the server must meet the following requirements

* It must be running Windows 2000 Server with Service Pack 4 or newer,
Windows Server 2003 SP1 or greater, Windows Vista, Windows 7, Windows 8,
Windows Server 2008, Windows Server 2008 R2, or Windows Server 2012.

* It must have all of the most current security patches applied.

* It must be running Internet Information Services (IIS) 6.0 or greater.

* It must be connected to the network.

* It must have an NTFS partition with 100 MB free disk space to install the

WSUS server software, and it must have 6 GB of free space to store all the

update files.

It must use BITS version 2.0.

It must use Microsoft Management Console 3.0.

* It must use Microsoft Report Viewer Redistributable 2008.

If your WSUS server meets the following system requirements, it can support up

to 15,000 WSUS clients: Pentium Ill 700 MHz processor 512 MB of RAM
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—Lm Installing a WSUS Server
1. Choose Server Manager by clicking the Server
Manager icon on the Taskbar.

2. Click option number 2, Add Roles And Features.

3. Choose role-based or featured-based installation and
click Next.

4. Choose vour server and click Next.

5. Choose Windows Server Update Service. Click the

Add Features button when the dialog box appears. Then
click Next.

6. At the Select features screen, just click Next.

7. At the Windows Server Update Services screen, click
Next.

8. At the Select Role Services screen, make sure that
WID Database and WSUS Services are both checked.
Click Next.



Select role services '

Befora You Begie Select the nole services to install for Windows Senser Update Servioes
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9. At the Content Location Selection screen, uncheck the
box Store Updates In The Following Location and click
Next. When vou uncheck this box, updates are not
stored locallyv. Thev are only downloaded from Microsoft
once they are approved. This will help save hard drive
space.



Content location selection .

Bafore You Begin ¥ you have e drive formetted with NTFS and ot lcast & GB of fres dak space you ce
instalistion Type vpdates for dient computers to downlcad guickly.
Sanvar Selaction 1l you sced to save disk spece, deoar the check box 10 store cpdates on Msoosoft U
Server Rokes downlceds will be slowes,
Festunss I you choose 1o store updates locally, vpdates = not downlosded to your WSUS
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10. At the Confirmation screen. click the Install button.

11. The installation will begin, and vou will see the
progress. Once the installation is complete, click Close.



10. At the Confirmation screen. click the Install button.

11. The installation will begin. and vou will see the
progress. Once the installation is complete, click Close.

wn

installation progress

View nstallaticn progress

@) Festure instalbtion
—_——
Confguration required. Installaton succeeded on SeverA Stellacon com

Windows Server Upcate Servicoes
Addtional configurstion must be performed before continuirg

Launch Post-Instasibton 1asts
WSLIS Sarvices
WID Dotobase
Remote Server Admmastration Tools

e ——. Rale Acministration Tooks

Windows Server Updats Services Toolks
AP1 and PowerShell condiets

Uset Inesfacs Management Comnsole
Wi Cawswr INISY

You can close thes wizard wehout interruptng running tasks. View tasc progn
= £age again by cxclang Notificatoss n the command bar, and then Task Deta

Cxpor: configuraton scttings

12. In Server Manager,. click the WSUS link on the left-
hand side. Then <click the More link next to
Configuration Required For Windows Server Update
Services.
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13. At the All Servers Task Details And Notifications
screen, click the link for Launch Post-Installation Tasks.



[ Al Sereers Task Details
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14. The installation process will automatically continue.

Once it is finished. vou will see Complete under Stage.
Close the All Servers Task Details And Notifications
SCreern.

15. Close Server Manager.

16. If a WSUS Configure Options box appears, just close
it. You will set options in the next exercise.
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Metwork Pelicy Server

ODEC Data Sources (32-bit)
ODBC Data Sources (64-hit)
Performance Menitor

Print Management

Remote Access Management
Resource Monitor

Routing and Remote Access
Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Deployment Services
Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows Server Backup

Windows Server Migration Tools

Windows Server Update Services
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Update Services

351 File Action View Window Help

e 5[5  HE

;ﬁ[ Update Services
4 357 WIN-R4403GIKKQK
e @' Updates
b e Computers
2%- Downstream Servers
£# Synchronizations
Reports

Opticns

WIN-R4408GIKKQK

% Use this snap-in to quickly and reliably deploy the latest updates to your
J computers.

To Do

1\ To be able to view available updates, you first need to synchronize your
server. By default, critical and security updates for Windows will be
synchronized in all languages. However, before synchronizing you can
select the products and languages you want on the Options page.

Overview
Computer Status Synchronization Status
B Computers with errors: () Status: Idle
Computers needing - Synch
updates: - rcnize
Computers Now
installed/not 0 Last synchronization: 719/2
applicable: 013
12:54
AM
Last synchronization result: Failed
Update Status Download Status
B Updates with errors: 0 Updates needing files: 0
Updates needed by -
computers: -
Updates installed/not |
applicable: -
Server Statistics Connection
Unapproved updates: 0 Type: Leocal/ 550

Approved updates: 0 Port: 4530

*

Actions

WIN-R4408GIKKQK
2 Search...

Remove from Conscle
Import Updates...

View

Mew Window from Here

|G Refresh

ﬂ Help




Before You Begin

Things vou should do before starting this wizard




* Join the Microsoft Update Improvement Program
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Before You Begin ot

Microsoft Update Improvement

Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Praoducts
Choose Classifications
Configure Sync Schedule
Finished

What's Next

You have the option of joining the Microsoft Update Improvement Program

Help us design the next version of Windows Server Update Services. Improve the
quality, relisbiity, and performance of Microsoft Software.

When you opt into the Microsoft Update Improvement Program, your WSUS
server will send information to Microsoft about the quality of updates, This
information includes:

How many computers are in the organization,
How many computers successfully installed each update,
How many computers Falled to install each update,

This information is used to improve the quality and reliability of the updates
Microsoft provides.

None of the information collected is used to identify or contact you or your
organization,

Brivacy Statement

I™" {¥es, T would like to join the Microsoft Update Improvement Program

< Back Next > Finish Cancel




Choose Upstream Server

i

Provide the upstream server from which you want to synchronize content

Before You Begin e You can choose the upstream server from which your server synchronizes
Microsoft Update Improvement v updates.
Program

Choose Upstream Server + Synchronize from Microsoft Update
Specify Proxy Server s
7 " Synchronize from another Windows Server Update Services server
Choose Languages
Choose Products Server name |
Choose Classifications
Configure Sync Schedule Port number I 30
Finished I Usessiwhens ychiroritzing update intormatos
‘What's Next F i SL . & ot Phe o . et
30 =
[— { w1 1
{ Ver | als 3 [ ]
r 3resnit I Ve 31

Firish I Cancel

The main server will synchronize from Microsoft update server, but
when we are configuring the downstream server we will use the second
option. The name of the server will then be this server.



l.‘A ~ Specify Proxy Server

Provide proxy server settings for synchronizing updates with Microsoft Update

Before You Begin 3 If this server requires a proxy server to access the upstream server, you can
Microsoft Update Improvement configure the proxy server settings here.

Program -

Choose Upstream Server

I Use a proxy server when synchronizing
Specify Proxy Server :

FEOXY ';v':" el Name.
Choose Languages '

Choose Praducts gart number: It ,

Choose Classifications
r , € H
Configure Sync Schedule '
Fintshed Liser nams. l
What's Next Domakr I

I Cancel






Before You Begin

Microsoft Update Improvement
Program

Choose Upstream Server
Speciy Proxy Server

Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule

What's Next

Select the languages For which this server will download updates

If you are storing update files locally, you can filter the updates downloaded to
your server by language. Choosing individual languages will affect which
conmetscmbemdatedontrﬁssewerandmydmxstreamsavers For

moreinfmnahonsee

" Download updates in afl languages, including new languages
(‘Dmmioadmdatesgiyhﬁwselaws

[] Arabic 1 Hindi [] slo

[] Bulgarian f: Hungarian ] Sp.

[] Chinese {Hong Kong 5.4.R.) [ ] Italian [] Sw

[[] Chinese (Simplified) [ ] Japanese ] Th.

[] Chinese (Traditional) 1 Japanese (NEC) ] Tw

[T Croatian L Korean [ Uki

[] Czech ] Latvian

[T] Danish [] Lithuanian

[] Dutch [7] Norwegian

[v! English [ Polish

[] Estonian [] Portuguese

[] Finnash [7] Portuguese {Brazil)

[_] French [] Romanian

[] German [} Russian

[] Greek E Serbian (Latin)

| [] Slovak

4 ] _)J
< Back | Next > Finisty Cancel l




1 : Choose Products

Before You Begin =1

Microsoft Update Improvement '; n
Program

Choose Upstream Server
Specify Proxy Server
Choose Languages

Choose Products
Choose Classifications
Configure Sync Schedule

What's Next

Select the Microsoft products to be updated

You can specify the products for which you want updates,

Products:
[m]:i Procucts | A
] Microsoft
[ Compute Cluster Pack
[ Compute Cluster Pack
[Jexchange
[JExchange 2000 Server
[JExchange Server 2003
[JExchange Server 2007 Anti-spam
[JExchange Server 2007
[ Forefront
[l Forefront Cent Security
[Jinternet Security and Acceleration Server
[ Firewall Chent for I1SA Server
[ internet Security and Acceleration Server 2004
[Jinternet Security and Acceleration Server 2006
[ microsoft Codename Max
[ max

[ microsoft Core XML Services ~|

L o - -

All classifications, including classifications that are added in the future,

< Back | Next > Firish Cancel




F} Choose Classifications
il

Select the update classifications you want to download

Before You Begin = You can specify what classification of updates you want to synchronize,

Microsoft Update Improvement 5 |

froran gssifications:
Choose Upstream Server All Classifications
Specify Proxy Server [ Critical Updates E
Choose Languages [ Defintion Updates
Choose Products Drivers

[F] Feature Packs
Configure Sync Schedule Security Updates <—
Finished Service Packs
What's Next [ Tools

Update Rollups

Updates

Al classifications, including classifications that are added in the future,

< Back l Next > Firish Cancel




.I! . Set Sync Schedule

Configure when this server synchronizes with Microsoft Update

Before You Begin 2 You can s_ync_tvodze updates manually or set a schedule for daily automatic
Microsoft Update Improvement @~  synchronization.
Program -
Choose Upstream Server -
Synchronize manu.
Specify Proxy Server 7 oy
Choose Products 2 : - -]
First synchronization: 12:00:00 AM -~
Choose Classifications r T
Configure Sync Schedule Synchronizations per day: IZI
i Note that when scheduling a daily synchronization from Microsoft Update, the
What's Next synchronization start time will have a random offset up to 30 minutes after the
specified tims,

< Back I Next > Firish Cancel I




& Windows Server Update Services Configuration Wizard

#0_ Finished

Finished initial configuration of your server

Before You Begin

Microsoft Update Improvement
Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule

Finished

What's hNext

You have now finished configuring your WSUS server. You can go on to launch the
WSS Administration Console or start the initial synchronization.

¥ Launch the Windows Server Update Services Administration Console

Get started administering your organization by starting the Windows Server
Update Services Administration Console.

V' Begin intial synchronization
The initial synchronization with Microsoft Update or your upstream server can
take some time, The length of the initial synchronization depends on the
number of products, update classifications, and languages you have selected,
as well as the speed of your Internet connection.

e ———. AL
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En Update Services M=1E3

alflz

e 0@ @B

e Computers
i3 Downstream Servers

= Thes view ollows you to configure setbings on your server,

Dptions

Update Source and Proxy Server

You can choose whether thes Windows Server Update Sarvices server synchecnices
from Microsoft Update of froes an upstream Windows Server Update Seevices servar
on your retwork.

Products and Classifications
You ¢an specky the products foe which you want updates and the types of updates
you want,

Update Files and Languages
You can choose whether to download update Fles, where to store downloaded fles,
and which update languages you wark to downlosd,

Synchronization Schedule
You can chooss to synchvorias manusly or so¢ & schadule for dady sutomatic
synheoraation,

Automatic Approvals
You can spacly how to sutomatically apacove instalation of updates e selected
groups and howe to sppeove revisions to existing updates,

Computers
You can specky how 8o assgn computers Lo Qronugs,

Server Cleanup Wizard
You can use seever dearnp to free up okd computers, updates and update Fles from
yOour Server.

Reporting Rollup
You can choose to have replca downstream servers rol up update and comgter
status,

E-Mail Notifications
You can have Windows Server Update Sarvices send a-mad nobfications of new
updates and staus reports,

S

/|




%3] Update Services

= & The Unassigned computer group will hold all computers
g Updates pointing to The WSUS server for updates that do not
= &7 Computers belong to a computer group.

= = &l Computers

i* Unassigned Compu
Z5p Downstream Ser\-'erj%
3 Synchronizations

| Reports
|i=] Options

To create a computer group:

1. Right click on All computers

2. Click on Add computer group

3. Specify a name for the computer group

4. (computer groups allow us the ability to approve
different updates for different computer within our
organization)

There are two ways to decide how a computer will get updates.
One way is called Server-side targeting and the second way

Is called Client-side targeting. You can select the any of the
Two ways through options




= E[ HY'-MEM1-ZK 5
%] Updates Tmfos !erver s!de targeting .

=] m* Compukers General | .
E e al Computers Assi mputers to

- . n
e '—'"'355"3"';':' Compul S ou can specify how bo assign computers to grou roups manually
BS Mew Yor &

Eﬁ- Do sbream Servers /

% Synchronizations
v " Use the Update Services console
ﬂ Reports

|:-] Cptions

Moke: Mews computers will aubomatically be placed in the Unassigned
Computers qraup.

i Lse Group Policy or registry settings on computers,

Client side targeting. Assign computers
to groups using group policy

Regardless of the method used to assign client computers to groups, you must first
create the groups using the WSUS console.



Client side targeting — Group policy settings

Computer Configuration: Policies: Administrative Templates: Windows Component:
Windows Update

= Fnable client-side targeting Properties

Setting 3

. —— o Selti i
7| Dot display Trstall ndatess and Shit Down’ option in Shut D, I IEHF"E"”I Conment |

M
2| D nat adiust oefaulk aption ba ‘Tnstal Updates and Shut Down'in. . r PE} Enable client-side targeting
1= Enabling Windows Update Power Management to adtomakically w... to

%) Configure: Aubomatic Updates

| Specify intranak Micrasoft update servics lacation

| Aubomatic Updates detection frequency

1= Bllow non-acministr akors {0 receive update notificatons

12| Allow Automatic Updates immediate instalation

i) Tuer om recommended updates via dutomatic Updates

| W auto-restart with logged on users for scheduled automatic up. .

" Mot Configured

I f* Enatlzd
al " Disabled

T arget gnoup name for this computer

iz Ibesktu:up Computers

. 3

1= Re~prompt for restart with scheduled installations £

17| Delay Restart for scheduled instalations >

= Resthedule Automatic Updates scheduled installations / .:!: As computers reboot they
i/} Enable Client Side targeting I would become a part of

| Alfow siqned adates Trom an nfranet MiorosorT update service b, . 9 this computer group




How to have the clients use WSUS for updates

Sething

Do nat display 'Tnskall Updates and Shut Down' aption in Shok Do
Do not adjust defaulk option to 'Install Updates and shut Down' i
Enabling \Windows Update Power Management to autom akically w
Configure Aubomatic Updates

Specify intranst Microsaft update service location
A bOmatic L%:iatez detection Frequency

Allawy mon-adriniskr akors to receiye update notifications
Allove Aubomatic Updates immediate installakion

Turn on recormended updakes wia Automatic Updates
Mo auto-restart with logged on users for scheduled automatic up
Re-prompt For restart wikh scheduled installations

Celaw Restart For scheduled installations

Setting | Evplain | Comment |

E Specily mtranet Microzoft update service location

(" Mot Configured

{« Epabled
(" Dizabled

Cet the ntranst update service for deteching updates;

http/):WSUS-SERVER

Set the ntranet ¢tabistics server;

httpy:eSUS-SERVER

[example: hitpe A lntranet L pdo |

Supported o At least Microsoft Windows 2000 Service Pack 2 or Mi.

Freviousz Sething Mesxt Sethng ‘

ok Cancel ‘ Apply




HOW TO CONFIGURE UPDATES

Setting IEHp|E|ir'|I Camment |

EE Configure dutomatic Ll pdates

i-| Do not display Tnskall Updates and Shut Down' option in Shuk Do, _
4z Do not adjust defaul option bo 'Tnstall Updates and Shut Downlin. " Mot Configured
i) Enabling Windows Update Power Management ko automatically w... * Enablzd

" Dizabled

Configure automatic wpdating;

iZ] Automatic Updates detection frequency

=) Allows non-administrakors to receive update notifications 4 - At download and schedule the insta ;I
132 Allow Automatic Updates immediate instalation

i) Turm on recammended updates via Automatic Updakes Tz leleaing satiige 22 2l FE[%'"EEI

i=| Mo auto-restart with logged on users for scheduled automatic up. .,
i=| Re-prompt For restart with scheduled installations Scheduled install day: |:| - Every day

and applcable 41z zelected.

=) Delay Restart for scheduled instalations

i) Reschedule dutomatic Lpdates scheduled installations

i=| Enable ciient-side targeting

=] Allows signed updates From an inkranet Microsoft update service lo.

[
Scheduled nstall birme: I 0300 j

Supparked om: Al least Microsolt Windaws 2000 Service Pack 2 ar Mi

Previouz Sethng Mext Sethng I

Ok Cancel | Bpoply

Every day at 3:00 a.m. | want these computers to download any updates that are available and
Install them.



A few more Settings that are fairly common 57.09

|i=| Do nat display 'Tnstall Updates and Shut Dawn' option in Shut Do, Mak configured
liz| Do not adjust default option ko 'Install Updates and Shut Down'in,,. Mok configured
\iz] Enabling Windows Update Fower Management to automaticalky w.,. Mot configured
| Configure Automatic Updates Enabled
|iZ] Specify intranst Microsoft updats servics ocation Enabl=d
|i| Aubomatic Updates detection fregquency Mot configured
|iz] Allow non-adrinistrakors to receive update notifications Mok configured
|1=] Allowy Automatic Updates immediate installation Mot configured
|i=) Turm on recormmended opdakes via Aukamatic Updakes Mok configured
i=||No autogrestart with logged on users for scheduled automatic updates installations Jed
iz Re~promtf For restart with scheduled installations Mot configured
|i=] Delay Rectart For scheduled installstions Mot configured
|i=| Reschedule Automakic Updakes scheduled installations Mok configured
|iZ| Enable cliznt-side targeting Enzhled
\iz| Allow signed updates from an inkranet Microsoft update service lo... Mot configured

If a user is logged on the update will not do a reboot because the user might be in the
middle of something and you don’t want to kill that.



If some postponed the reboot, how long

i=| Do not display Tnskall Updates and Shut Down' aption in Shut Do, Do we want to wait to prompt them again

32| Do not adjust default option to 'Instal Updates and shut Down'in,., O say you still need to reboot
iz Enabling Windows Update Power Management to automakically w..
2| Configure Autoratic Updates

i5) Spedify intranst Microsaft update service lacation

i=] Aukomatic Updates dekection Frequency

i) Allow non-administrators to receive update notifications

Setting | Evplain | Comment |

E Re-prompt for restart with zcheduled installations

12| Allow Automatic Updates immediate installation (" Mot Configured

i) Turn on recommended updates via Autonakic Updates { Enabled

3 Mo auto-resktart wikh logged on users for scheduled automatic up, . (" Dizabled

i=|Re-prompt for restart with scheduled installations _ _ _

=] DeldnpRestart for scheduled installations it the follawing period before
5| Reschedule Automatic Updates scheduled installations prompiing again with & scheduled
i| Emable clignt-side targeting reztart [minutes) |iﬂ 3

i=| Allow signed updates from an inkranet Microsoft update service lo.

3

Supported o At least Microzoft Windows 2000 Service Pack 2 or M

Freviousz Sething ‘ Mest Sethng ‘

ok Cancel ‘ Apply




iiz) Do not display ‘Install Updates and Shut Down' option in Shut Ga,..
iz Do not adjust default option bo 'Install Updates and Shuk Down'in, ..
iz Enabling Windows Update Power Management to automakically w..,
2] Configure Autornatic Updates

\i=] Specify intranst Micrasoft update service ocation Set the amount of minutes

(iZ] Automatic Updates detection frequency before the scheduled restart begins

L] Al I'Il:lI'I'EdI'I'IIII'IIStrEtDI’S FD rece_we l_.||:u:Ia|:e |_'||:||:|f||:-al:|l:|ns to allow the user to Complete Something

/2] Allows Aubornatic Updates immediate installation . )

|i5) Turm on recormrmended updates via Automatic Updakes he may be WOFkIng on before the reboot beglns.

Mo auto-resktart with logoed on users for scheduled automatic up.. .
\iz| Re=prampk For restart with scheduled installations

Elln,tF!esI:art Far ccheduled installstions
eschedule ﬂ.utu:llg‘atin: Lpdates scheduled installations
Ernable chient-sids’targeting

iz Allow signed updates from an intranet Microgoft update service lo, .

This has to do with how long automatic updates are goingt o wait following a system startup.
In other words if the system was off, when the user comes turns on the computer in

the morning lots of updates will attempt to come down and you may not want that to

occur the minute they turn on the computer so you may want to set the setting to wait
maybe 30 minutes. That way the updates do not occur immediately when the computer

Is turned on.



HOW TO APPROVE UPDATES

Update Sarvices
5] MY-MEM1-ZKE
g Updakzs
= m* Compukers
F ¢ al Computers
A Unassigned Compul
B Mew York
Eﬁ- Diowanistream Server s
£¥ svnchronizations

ﬂ Fepoarts
|==| ©ptions

2

T ICT AT L 1T T TP IT O 0T C O e 7 11O TT 7 T ST T i e ¥

Server Updake Services server on your network,

Products and Classifications
You can specify the products For which wou want updates and the
bvpes of updates yau wank,

Update Files and Languages

You can choose whether bo download update Files, where to store
downloaded files, and which update languages you want ko
dowenload,

Synchronization Schedule
ou can choose bo synchronize manually oF set a schedule for daiky
automatic swnchronization,

Automatic Applinvals

can specify bk to automatically approve installation of updakes
For selected groups and how to approve revisions to existing
Updates,

Computers
¥ou can specify how to assign computers Lo groups,

Server Cleanup Wizard
Yol can use server clzanup ba fres up ald compukers, updates and
update fles from your server,

Reporting Rollup
¥ou can choose ko have replica downstream serwers moll up updake



Automatic Approwvals E

- — Wou can specifFy rules For automatically approwing news updates

'-:-'ﬂ- when thew are synichronized.

Mew Rule... Edit... & Delste Run Ruls

(M C=fFault Autoratic approwval Rule

Fule properkie= (click an underlimed walus to edik)

YWhen an update is in Critical Uipdates, Securitw Lipdakes

approwe the update Ffor all compukters

o T 1 T = ) & S
LY Cannok save configuration because the server is synchronizing.

(1] 4 I Zancel I Sl

On the automatic appraval window, check the default automatic approval rule (automaticly approves
critical and secunty updates) and chick new rule if you wish to a0d additional auta-apprave rules far specific
products or classifications



UPDATES

Add Rule

ik, Seleck which updaktes to approwve and the groups For which to approve Ehem,

Skep 1: Select properties

] iwhen an update is in a specific classification:

When an update is in a specific produck

Skep Z: Edit the properties (click an underlined walus)

we'bien an update is in aney produck

Approve the update For all compukers

Skep 3! Specify a name

Ik I Cancel I

O the add rle wizard specify any ofher auto approve rules that you wish by product or classification



Choose Producks

i

. Select the products you wank Eo include:

(WAl Products
=1 [] Microsoft
= [J Compute Cluster Pack
[ <Compute Clusker Pack
=1 [JExchange
- [JExchange 2000 Server
- [] Exchange Server 2003

- - [OExchange Server 2007
=1 [l Forefront
. i Forefront Client Securiby

i [J Exchange Server 2007 Anti-spam

E [ Internet Security and Acceleration Server

i [ Firewall Client For ISA Server
s e e e e ) e e T T m]
4 I k-
(] 4 Cancel

On the choose praduct windaw, check anly forefront-farefront client secunty and click ok




APPROVE UPDATES MANUALLY

5] File  Action  View  Window  Help

== | =3 HE

5] Updaks Services Critical Updates (1576 updates of 1734 shown, 1736 total)
= :E[ HY-MEM1-ZKE :
= 5 Updates approval:  Unapproved - Status: -| ", Refresh
flj All Updates i Tithe | NS . | Bpproval I
& (Critical Updates _ I
E Security Lipdates Windaows ¥P Updats Package, October 25, 2001 0% Mot approved
@ W35 Updates Securicy Update For Windows Server 2003 =64 Edi. .. 0% Mot approved
= C-Dmputers Security Update For Windows Server’ 2003 For Tkan. .. 0% Mot approwved
F w* all Computers
B¢ Unassigned Compul Security Update For Windows Server 2003 For LEan. .. 0% Mot approved
_ S Mew York Security Update For Windows Server 2003 For Ikan.., 0% Mot approved
Eﬁ- Downstream Serwvers ) _ )
£# synchronizations Security Update for Windows Server 2003 =64 Edi. .. 0% Mot approved
| Reports Security Updats For Windows Server 2003 =64 Edi. .. 0% Mot approved
|i=| ©ptions Security Update For Windows Server 2003 264 Edi. .. 0% Mot approved
Security Update For Windows Viska (KBEO46456) 0% Mot approved
Security Lpdate For Windows Vista (KB346026) 0% Mok approved
:ﬂi‘l II"“"\--' I II_H-I =I'ﬂ Fnr lllllllil'li"ﬁln'\-lr lll'ifl': FLr"Fl':Id.:‘!:lﬁi"l |-|‘:'-'l- '\Il‘ll‘ =nnrn'..'|=|‘| -
e doowam - dor o - oo — o oL L .o [ inimi}

You can right click on one of the updates and select Approve or you can shift select
All of the computers and select Approve
a specific group and select Approved for Install.




JOLG G FILGD =L

MY-MEM1-2K8
@' Updates

Cr

Approvalt Unapproved = Status: Ary - ", Refresh .
£ AllUpdate: domeowelodgbes o ————— g
b= (=18 5 pproval Progress E3

E Securiby

E[ wslls Ly Approwal completed withouk errors. See below For details.

m" Computers

1= e Al Comp | —

n Unas
¥ wew | Ackion Result
3&- Diowariskrean 'ﬂRemDving approwal of Windows XP Update Package, October 25, 2001 from ... Success

£3 Svnchronizal 'ﬂ.ﬂ.ppmuing Wirdows XP Update Package, Ockober 25, 2001 For installation ta...  Success

1ol Feparts
i-| Cpbions

Pause Cancel | LL\\! Close L

=




