Scenario: Access-Denied Assistance

Applies To: Windows Server 2012

Users will get an access-denied message when they try to access shared files and folders on a file
server for which they do not have permissions. Administrators often do not have the appropriate
context to troubleshoot the access issue, which makes it hard to resolve the issue.

Scenario description

Access-denied assistance is a new feature in Windows Server 2012, which provides the
following ways to troubleshoot issues that are related to access to files and folders:

o Self-assistance. If a user can determine the issue and remediate the problem so that they
can get the requested access, the impact to the business is low, and no special exceptions
are needed in the central access policy. Access-denied assistance provides an access-
denied message that file server administrators can customize with information specific to
their organizations. For example, an administrator could set the message so that users can
request access from a data owner without involving the file server administrator.

o Assistance by the data owner. You can define a distribution list for shared folders, and
configure it so that the folder owner receives an email notification when a user needs
access. If the data owner does not know how to help the user get access, the owner can
forward this information to the file server administrator.

e Assistance by the file server administrator. This type of assistance is available when
the user cannot fix an issue and the data owner cannot help. Windows Server 2012
provides a user interface where file server administrators can view the effective
permissions for a user on a file or folder so that it is easier to troubleshoot access issues.

Access-denied assistance in Windows Server 2012 provides file server administrators the
relevant access details so that they can determine the issue and appropriate tools so that they can
make configuration changes to satisfy the access request. For example, a user might follow this
process to access a file that they currently do not have access to:

e The user attempts to read a file in the \\financeshares shared folder, but the server
displays an access-denied message.

e Windows Server 2012 displays the access-denied assistance information to the user with
an option to request assistance.
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o If the user requests access to the resource, the server sends an email with the access
request information to the folder owner.



