Configuring Classification
Management

Implementing File Management
Tasks
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Classification Properties

/| Property Mame | Property Type | Possible Values | Property Descr

ia Confidential Assign a confidentiality ...

Right click on classification Properties and click Create Property,
or click on Create Property under the Actions Menu
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Lﬁ Create Property...
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Help
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Create Classification Property Definition — | I:Ilil l

i Server Manager (WIN-TOSEUI1DEE) Actions |
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Active Directory Certificate Services
Active Directory Domain Services Property name: @ Create Property...
% ol [Corfidertal | Refresh
(=1 5¢] Share and Storage Management Description: View
= g}) File Server Resource Manager fzsign a confidentiality value |of Yes or no -
Quota Management Help
File Screening Management
Storage Reports Management — Property type
&= [z Classification Management IYestu =]
(7 Classification Properties
.ﬁ Classification Rules A Yes value provided by other classification rules or file cortent will

|4 File Management Tasks ovemide a No value.
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Type a property name and description, choose the value Yes/No, click OK
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Classification Rules

| Rule Name

| Scope

| Classificati... | Propert... | Propert... | Descript...

Select Classification Rules and click on Create a new rule

Actions

} Create a Mew Rule. ..

Configure Classification Schedule ...
Run Classification With All Rules Maw...
Cancel Classification

|Ci| Refresh

View

Help




General | Scope I Classfification I Evaluation Type |

Rule name:

|Cﬂnﬁderrtial Payroll documents | [] Enabled
Description:

Classifiy documents containing the word Zpayroll ? as corfidential

Type the rule name and description.



Create Classification Rule | x ||erty Value

General | Scope |[Jassiﬁcatinn I Evaluation Type |

Include all folders that store the fi

[ ] Application Files

Select a folder
| | Backup and Archival Files

| | Group Files
[ | User Files
il Computer
B Acer (T
The following folders are includeq b il New Volume (E:)
Folder B Mew Volume (F:)

Folder: | Computer

| Make Mew Folder |

Set Folder Manaoement Properties. ..

o J[ow ]

Click on scope, click Add and navigate to the data folder which contains the files and
click ok



Create Classification Rule -

General I Scope | Classification | Evaluation Type |

Classification method
Choose a method to assign a property to files:

| Comtent Classifier ot

Searches for strings and regular expression pattems in files.

Proaperty
Choose a property to assign to files:
|Classiﬁ.r o |

Specify a value:
| Tes o |

Mote: The assigned wvalue might be combined with or ovemidden by more
importart values provided by other classification rules.

Faramsters
This classification method requires additional cordiguration parameters.

Configure. ..

Help oK | | cancel

Choose a method, property name and value. In your case it would be Content
classifier, your property name and property value.



Farameters

Specify the stings or regular expression pattems to look for in the file or file properties.

) ) Mirirmum Mandmum Insert
Expression Type Expression Occumences  Clccumences
Regular expression
Regular expression

File name pattem {optional):

The classffication rule assigns the property only i all expressions that you specify are found. Strings are
not case sensitive unless you choose the StingCaseSensitive or RegularBExpression types.

Complex regular expressions can reduce classification speed and consume large amounts of memany.
See MSDN for more information about regular expressions.

.ﬁl To classify Microsoft Office files, before runming the classification rule for the first ime, we
recommend installing the latest version of the Microsoft Office Filter Pack.

oK || Cancel

Click on Configure. Enter the expression payroll in the Expression column, then click
on OK twice.
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Select your classification

| Classificati... | Propert... | Propert... | Descript...

| Rule Mame | Scope

=l Property Name: Confidential (1 item)
ﬁa Confidenti...

C:\data folder Content Cl...

Confide. ..

Classify ...

(| Create a New Rule...
Configure Classification Schedule ...

| > Run Classification With All Rules MNow. .
Cancel Classification

|G Refresh
View

Help

Selected Classification Rules

Edit Rule Properties. ..
Disable Rules

Enable Rules

K Delete
Help

rule and click on Run Classification with All Rules Now..
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Classification Rules

| Rule Mame | Scope

| Classificati... | Propert... | Propert... | Descript...

Eﬂ Confidenti. ..

C:\data folder

Run Classification

You have chosen to run classification with all ules now. Depending on the
volumes and folders managed, this can take an extended period of time.

How do you want to proceed 7

%" Wait for classfication to complete execution

™ Run classfication in the background

= Property Name: Confidential (1 item)

Content Cl... Confide... Yes Classify ...

x|

ok ]

Cancel

=~ H_un classification
El Schedule
i Mot scheduled

Select Wait for classification to complete execution an click on OK

il Create a New Rule...

Configure Classification Schedule ...

Cancel Classification
|6 Refresh
View

Help
Edit Rule Properties...
Disable Rules

Enable Rules

K Delete
Help
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'3z Share and Storage Management Run Classification With All Rules Mow. ..

= 33 File Server Resource Manager
aﬁ Quota Management

% File Screening Management |64 Refresh

Storage Reports Management

Cancel Classification

5 View
B g Classification Management =
[fl Classification Properties Help
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14 File Management Tasks Running Classification 3 | Selected Classification Rules
=¥ Disk Management i )
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Classification is executing
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Automatic Classification Report

Generated at: 8/17/2013 9:10:51 AM
Lists files that were acted on by the dassification policy. Use this report to understand how files were dassified by the

Report

Description: dassification policy rules.
Machine: WIN-KTOSEUI 1DEE
Report Folders: 'C:\data folder'

Automatic Classification Report Table of Contents

Report Totals
Size by Owner
Size by File Group

Size by Property
Properiy: Confidential Statistics

Report Totals

Files shown in the report

All files matching report criteria

Properties

Files

Total size on Disk

Properties Files

Total size on Disk

1

2

0.00ME

1

2

0.00 ME

To top of the current report

Size By Owner

B BUILTINWAdministrators; 0.00 MB; (100.00 %)

[ [ [ ] | | [% Localintranet | Protected Mode: OFf
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Size by File Group
File Group Total size on Disk Files
Text Files 0.00 MB 2

To top of the current report

Size by Property

Property Total size on Disk
Confidential

Files

0.00 MB

To top of the current report

Statistics for files by "Confidential'
Folder
File
name Last 4Laﬁflr;/
Value | Rule a ; fied Owner
c:\data folder
file 1. tct / Confidential | 8/17f2013 | 8/17/2013
yz es payroll 3:27:59 3:28:27 BUILTIM‘Administrators
documents | AM AM
c:\data folder
file2, tut w 8172013 | 8f17/2013
|_Yez— | payrol 3:28:37 3:28:59 BUILTIMVAdministrators
< documents | AM AM

To top of the current report
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File Action View Help
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Ei&g File Server Resource Manager (Local)
b é‘a Quota Management
I EEE File Screening Management
@ Storage Reports Management
I (5 Classification Management
4 File Management Tasks

Task Name

Scope

Folder Usages

Action

Continuous

Status

Last Run Ti...

Last Result

Mext Run Ti...

Actions
File Management Tasks
g Create File Management Task...
@] Refresh
View

E Help

Select File Management Tasks, click on File Management tasks in the Actions Menu



General | Scope | Action | Motification | Report | Condition | Schedule |

Task name:
Mowe corfidential files | [« Enable

Description:
Mowve corfidertial documents to another folder

Type the Task name and description. In this lab our task name is Move confidential files
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[ é‘a Quota Management
> ég File Screening Management
@ Storage Reports Management
> Ell Classification Management
(& File Management Tasks

Task Mame

Scope

Create File Management Task

| General | Scope |ﬁdion I Motification I Report I Condtion | Schedule |

Include all folders that store the following kinds of data:

[ ] Application Files

|| Backup and Archival Files
|| Group Files

[ 1 User Files

The following folders are included in this scope:

Faolder Folder Usage
E\storage files

Set Folder Management Properties. ..

Last Result

Mext Run Ti...

Help [ ok ][ canel

Actions

File Management Tasks

@ Create File Management Task...
G4 Refresh

View

Help

Select scope, click on Add and navigate to the folder that contain the files select the folder and
Click on OK in the browse for folder dialog box



General | Scope | Action |N::rtiﬁ::atiun | Report | Condiion | 5d1&du|&|

Type: | File expiration W |

Expiration directony:

|E:"-fulderfurﬁlir1g data |

Next Select Action click on Browse and navigate to the folder into which you want the
Confidential files moved



Create File Management Task X || | Lastl

|Genem| I Scope | Action | Motification | Report | Condition |5d'1&dule |

Property conditions
Property Operator Walue Offset
Property Condition .
Property:
|Dass'rh.r Vl
P
|Equa| Vl
[] Days since fild I
Mo /]
[] Days since fild
[] Days since fild
If the Last Acg
condition migh
[] File name patt
Wildcard chan
Example: *.dod
| ok || Ccancel
Help | ok || cancel |

Next select condition and click Add. Select your property name, Operator and value, then click
on OK.



| General I Scope | Action | Motification | Report | Condition | Schedule

Schedule
Runat: | 3:2027PM =i

® Weekly ) Monthly
[] Sunday [ ] Monday

[] Wednesday [ ] Thureday

[ ] Saturday
O e bty [T

Cortinuous operation
[ ] Run continuously on new files

[ ] Enable logging
Maxdmum log size (KEB):

Cortinuous operation anby processes newly added files for tasks that contain
classification properties in the condition.

Click on schedule and select a day. Click on OK.



&3 File Server Resource Manager (Local) | TaskMame | Scope 4 | Type | Report | Status | LastRun ... | LastResult | MextRun... || Actions
aﬁ Quota Management

- e Management T
= File Screening Management =l Scope: C:\data folder (1 item)
Storage Reports Management 8@ Move Confi... C:\data folder Expiration  Yes Nev 8/23201... [ Create File Managemen

= [ Classification Management
il Classification Properties
[ Classification Rules View
% File Management Tasks
: = Help

|G| Refresh

Selectec e Manage
Edit File Management Tz
Enable File Management
Disable File Managemen
Run File Management Tz

Cancel File Management

K Delete
Help

Select the task and dick on Run File
management task ngw

=1 File Marnanement Task MNetaile: Mawe Carfidential Filee al
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| Task Mame | Scope ¢ | Type | Report | Status | LastRun ... | LastResult | MextRun...

= Scope: C:\data folder (1 item)

Move Confi... C:\data folder Expiration

Run File Management Task |

You have chosen to un a file management task now. Depending on the
volumes and folders managed, this can take an extended period of time.

How do you want to proceed?

< Wit for task to complete execution

¥ Run the task in the background

QK I Cancel

Select Wait for task to complete execution

Actions

e Management Tas

@ Create File Management ...

|6 Refresh

View
Help
Edit File Management Tas...
Enable File Management ...
Disable File Management ...
Fun File Management Ta...

Cancel File Management ...

K Delete
Help




Task running

Running File Management Task

Rurning file management task...




File Management Task Report
Generated at: 8/22/2013 2:09:45 AM

REW".t . Repart for the following File Management Task: Move Confidential Files

Description:

Action Tvpe: expiration - Expiration directory C:\place confidential files here WWINKTOSEUIIDSE, server 2008, com Move Confidential
ypes Files 2013-08-22 09-09-45

Machine: WIN-KTOSEUI1D3E

Report Folders: 'Ci\data folder'

Check both your storage folder and your filing folder.



